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THE  EFFECTIVENESS  OF  RANDOM  MFSK  FREQUENCY  HOPPING 
ECCM  RADIOS  AGAINST  WORST-CASE  PARTIAL-BAND  NOISE  JAMMING 


1.0  INTRODUCTION 

The  purpose  of  this  study  is  to  provide  the  Army  a  direct 
comparison  of  the  uncoded  bit  error  rate  (BER)  performance  of  several 
receiver  anti-jam  processing  schemes  with  varying  degrees  of  implementation 
complexity,  under  the  same  conditions  of  system  noise  and  jamming.  In 
this  manner  the  engineering  cost  of  complex  anti-jam  receiver  designs  can 
be  weighed  against  their  effectiveness,  as  illustrated  in  Figure  1.0-1. 

In  what  follows  we  discuss  the  issues  surrounding  the  work  and  summarize 
our  effort. 

1.1  BACKGROUND 

In  the  Electronic  Warfare  (EW)  environment,  where  a  "battle"  is 

j 

waged  between  the  communicating  party  and  the  party  that  is  engaged  in  the 
pursuit  of  disrupting  the  communicator's  link,  strategy  plays  an  important  j 
and  fundamental  role  for  the  opposing  parties.  To  the  communicating  party,  i 
the  opponent's  Electronic  Support  Measures  (ESM)  and  Electronic  Counter¬ 
measures  (ECM)  pose  as  threats.  ESM  involves  essentially  activities  for 
spectrum  surveillance  and  direction  finding  by  passive  means,  whereas  ECM 
involves  activities  for  the  purpose  of  victimizing  the  communicator's  link. 
Jamming  is  an  active  measure  of  accomplishing  ECM  objectives.  It  is,  therefore, 
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easy  to  recognize  that  fixed-frequency  radios  are  very  much  vulnerable 
to  ESM  and  ECM  attacks.  Communication  systems  that  are  designed  to  counter 
or  mitigate  the  effects  of  ESM  or  ECM  attacks  are  termed  Electronic  Counter- 
countermeasures  (ECCM)  radios,  or  jam-resistant  communication  systems. 

In  principle,  there  exist  many  different  schemes  which  can  pro¬ 
vide  the  communicator  with  jam-resistant  radio  capabilities;  Direct  Sequence 
(DS)  spread-spectrum  and  Frequency-Hopping  (FH)  spread-spectrum  systems 
are  two  generic  schemes.  While  the  DS/SS  system  requires  phase  coherence 
over  the  system's  wide  operational  bandwidth  in  its  implementation,  the 
FH/SS  system  does  not.  The  fact  that  most  of  the  tactical  ECCM  radios  are 
of  FH/SS  type  is  based  not  only  on  this  reason,  but  also  on  the  fact  that 
the  attainable  "processing  gain"  is  achieved  with  less  complexity  and  cost. 
1.1.1  Jamming  Strategy  Against  Frequency-Hopping  Radios 

ECCM  radio  designs  are  based  on  the  desire  to  suppress  the  total 
jamming  power  by  an  amount  equal  to  the  processing  gain,  defined  as  the 
ratio  of  FH  system  bandwidth  to  the  receiver  noise  bandwidth.  The  difference 
between  the  processing  gain  in  dB  and  the  SNR  in  dB  required  for  traffic 
demodulation  is  the  (anti-jam)  margin  that  the  communicator  can  use  to 
tolerate  an  excess  of  jammer  power  over  signal  power  at  the  system  front  end. 
The  intelligent  jammer,  however,  does  not  spread  his  power  over  the  entire 
system  bandwidth,  so  that  the  definition  and  effects  of  processing  gain  will 
not  apply. 

The  jammer  may  employ  a  partial -band  noise  jamming  strategy,  in 
which  the  available  jammer  power  is  placed  in  a  fraction  (y)  of  the  radio 
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system  bandwidth,  as  illustrated  in  Figure  1.1-1.  Assuming  that  total  power 
is  fixed,  there  is  an  optimum  value  of  y  which  achieves  the  most  effective 
tradeoff  of  the  probability  of  jamming  and  the  probability  of  error  when 
jammed,  thus  achieving  a  maximum  overall  error  rate  for  the  given  amount 
of  jammer  power. 

The  jammer  may,  if  it  is  feasible,  concentrate  his  power  further 
if  he  can  intercept  the  hopping  signal  in  real  time  and  immediately  broadcast 
a  strong  burstof  noise  in  the  frequencies  near  the  signal  (follow-on  jamming). 
This  type  of  jamming  can  be  successful  against  FH  systems  in  which  a  conventiona 
narrowband  communications  signal  is  slowly  hopped  by  simple  translation  in 
f requency. 

1.1.2  ECCM  Waveforms 

Along  with  using  hopped  signals,  the  communicator  can  exercise 
an  additional  degree  of  freedom  by  employing  a  low  energy  density  waveform 
to  minimize  interceptions  by  a  potential  jammer.  Such  a  waveform  is  FH/MFSK 
using  a  number  of  hops  per  symbol  (L),  a  kind  of  repetition  code  or  diversity 
[5]  to  permit  transmission  at  lower  power  and/or  to  combat  fading.  The 
conventional  form  of  FH/MFSK.  is  illustrated  in  Figure  1.1-2;  once  a  symbol 
has  been  chosen  for  a  given  interval  Ts>  a  conventional  MFSK  signal  is 
generated  and  randomly  hopped  (translated)  L  times  at  a  rate  r  L/T$  =  1/t 
before  a  new  symbol  is  keyed.  Because  the  M  possible  symbol  frequencies  are 
adjacent,  this  waveform  is  vulnerable  to  follow-on  repeat  jamming,  unless  the 
hopping  rate  can  be  made  very  high. 
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If  the  individual  symbol  frequencies  of  the  MFSK  symbol  are 
assigned  randomly  on  a  per  hop  basis,  as  illustrated  in  Figure  1.1-3,  then 
repeat  jamming  is  less  likely  to  produce  an  error  since  the  symbol  frequencies 
(at  RF)  are  no  longer  adjacent  [6,7].  (We  shall  refer  to  this  waveform  as 
FH/RMFSK  with  L  hops  per  symbol.)  It  has  been  shown  [6]  that,  for  the  special 
case  of  one  hop/bit  binary  systems  (M-2)  and  very  little  system  or  thermal 
noise  (E^/N^  =  30  dB),  the  two  forms  of  FH/BFSK  achieve  the  same  performance 
in  optimum  partial-band  noise  jamming.  This  suggests  that  the  random  MFSK 
waveform  will  perhaps  be  a  better  choice  for  L  >  1  and  M  >  2,  although  it 
has  not  been  established  as  a  fact  that  its  performance  in  partial-band  noise 
is  always  equal  to  that  of  the  conventional  system,  while  offering  additional 
protection  against  follow-on  jamming. 

The  FH/RMFSK  implementation  is  more  complex,  and  the  study  in  this 
report  will  permit  the  cost  of  this  additional  complexity  to  be  weighed  against 
its  performance,  compared  to  that  of  the  more  conventional  FH/MFSK  as  calculated 
by  LAI  [1]. 

1.1.3  Motivation  for.  the  Proposed  Random  Hopping 

As  we  have  stated  above,  the  proposed  FH/RMFSK  waveform  is  less 
vulnerable  to  follow-on  or  repeat  jamming  than  is  a  conventional  FH/MFSK  systems 
with  M  contiguous  signalling  frequencies.  In  addition,  the  FH/RMFSK  waveform 
is  less  vulnerable  to  tone  jamming,  since  the  randomized  selection  of  the  M 
frequencies  reduces  the  amount  of  structure  in  the  signal.  This  makes  it 
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much  more  difficult  for  a  tone  jammer  to  implement  an  optimum  jamming 
strategy  consisting  of  one  jamming  tone  per  M-ary  symbol:  the  lack  of 
structure  in  the  hopping  gives  the  jammer  no  features  to  exploit  to  insure 
a  tone  hits  the  symbol;  thus  the  jammer  is  forced  to  divide  his  available 
power  up  into  more  tones,  resulting  in  a  lessened  effect  on  the  communications 
link  when  it  hops  into  a  jammed  slot. 

Therefore,  the  motivation  for  considering  the  use  of  FH/RMFSK 
as  an  LPI  anti -jam  communications  system  design  is  based  upon  a  desire  to 
lessen  or  reduce  vulnerability  to  certain  more  sophisticated  jamming  threats, 
such  as  follow-on  jamming  and  tone  jamming.  However,  before  the  system  can  be 
considered  a  viable  design  candidate,  its  performance  under  the  less 
sophisticated  jamming,  namely  partial-band  noise  jamming,  must  be  known. 

1.1.4  Rational e  for  the  Exact  Analysis  of  FH/MFSK  System  Performance 

In  Partial-Band  Noise  Jamming 

It  is  known  that  the  advantage  of  an  M-ary  orthogonal  modulation 
system  rests  on  the  fact  that  the  scheme  requires  less  energy  per  data  bit 
transmission  than  other  available  modulation  schemes.  Cost-effective 
implementation  (efficient  non-coherent  detection)  is  another  reason  in 
selecting  M-ary  FSK  waveforms  by  designers  of  ECCM  radios.  Recently,  Hughes 
Aircraft  Company  has  conducted  studies  for  U.S.  Army  CECOM  on  feasibility 
of  AJ/LPI  ECCM  techniques,  employing  L-hops  per  symbol  FH/MFSK  [8]. 

Exact  knowledge  of  performance  measures  and  vulnerability  of 
L-hops  per  symbol  FH/MFSK  SS  systems  has  not  been  available  until  recently. 
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and  that  of  FH/RMFSK  is  yet  to  be  determined.  Workers  in  this  field  pre¬ 
viously  held  the  view  that  M-ary  system  performance  measures  could  be 
estimated  once  the  performance  measures  of  the  binary  systems  are  available. 

This  view  was  based  on  the  conventional  wisdom  of  applying  the  "union  bound". 

As  is  well  known,  once  we  know  the  binary  system  performance,  that  of  the 
M-ary  system  can  be  approximated  by  the  union  bound  given  by 

PM(e;Es)  *  (M-l)  P2(e;Es)  (1.1-1) 

where  P2(e;E$)  is  the  probability  of  error  for  the  binary  system,  using 
any  pair  of  symbols  from  the  set  (s^t),  s2(t) , . . . ,s^(t)},  and  PM(e;E$) 
is  the  M-ary  system  probability  of  error,  where  E$  is  the  symbol  energy. 

The  workers  have  also  invoked  the  well-known  relationship  between  the  bit 
error  probability  and  the  symbol  (K-bit  word)  error  probability  for  the  M-ary 
orthogonal  system.  That  is. 


VeiEb>  = 


TT  PM(e;Es}- 


(1.1-2) 


where  Pb(e;Eb)  denotes  bit  error  probability  and  E^  is  the  energy  per  bit. 

By  putting  equation  (1.1-1)  into  equation  (1.1-2),  we  obtain  the  "union  bound"- 
based  approximate-performance  measure  of  the  bit  error  probability  of  an  MFSK 
systems,  given  by 


Pb(e;Eb)  s  |  P2(e;Es)  =  2K_1  P2(e;KEb) 


(1.1-3) 


where 

K  =  log2M. 


(1.1-4) 
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In  principle,  one  can  use  equation  (1.1-3)  to  asses?  the 
performance  of  an  M-ary  orthogonal  system.  Our  discovery,  however,  did 
not  support  this  generality  when  the  communication  channel  is  of  the  non¬ 
exponential  type.  In  an  attempt  to  obtain  an  approximate  performance 
measure  of  2-hops  per  symbol  FH/MFSK  system  under  partial -band  noise  jamming 
environment  for  M=4,  8,  16,  and  32,  we  have  used  equation  (1.1-3)  in 
applying  the  binary  results,  as  shown  in  Figures  1.1-4  to  1.1-6,  to  three 
different  receiver  schemes.  A  surprising  result  is  that  as  M  is  increased, 
bit  error  probability  as  given  by  the  union  bound  is  worsened  for  all  three 
receivers!  Interpretation  of  this  result  is  that  one  needs  to  expend  more 
energy  per  bit  in  the  higher-order-message-alphabet  orthogonal  system,  a 
result  tnat  is  not  supportable  even  on  the  basis  of  intuition;  and  is, 
indeed,  contrary  to  the  exact  results  shown  in  the  figures. 

The  above  paragraph  is  to  point  out  that  the  "union  bound"  can¬ 
not  be  used  when  one  considers  non-Gaussian  channels  such  as  partial -band 
noise,  as  experienced  by  a  FH/MFSK  system.  These  channels  are  inverse 
linear  channels,  and  they  do  not  allow  the  union  bounding  techniques  to  be 
applicable  in  assessing  M-ary  system  performances .  Thus,  one  can  conclude 
that  exact  analysis  is  necessary. 

1.1.5  Extension  of_  Uncoded  Error  Analysis  to  Coded  Performance 

While  error-control  coding  is  quite  likely  to  be  used  by  the 
communicator  to  counter  any  jamming  effects,  the  analysis  of  total  system 
performance  may  be  usefully  divided  into  two  parts:  uncoded  performance  and 
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FIGURE  1.1-5  COMPARISON  OF  THE  EXACT  ANALYSES  WITH  THE  UNION  BOUNDS 
FOR  THE  AGO  RECEIVER 


1-13 


N\ 


CLIPPER 

L  =  2  HOPS/SYMBOL 
10“5  BIT  ERROR  RATE 
WITHOUT  JAMMING 


\A\ 

m\ 

\w\  \ 


\V\ 


M=2 


M  =  4 


M  =  8  UNION  BOUND 

M  =  1 6 
M  =  32  , 


v  \  ' 

\ 


EXACT 


M  — 2 
M  =  4 
M=8 
M=16 
M  =  32 


A  \ 

>\  \  ( 


M  INCREASING 
(UNION  BOUND) 


M  INCREASING 
(EXACT) 


EXACT 


- UNION  BOUND 


BIT  ENERGY-TO-JAMMING  NOISE  DENSITY  RATIO,  Eb/N  (dB) 


FIGURE  1.1-8  COMPARISON  OF  EXACT  ANALYSES  WITH  THE  UNION  BOUNDS 
FOR  THE  CLIPPER  RECEIVER 


J.  S.  LEE  ASSOCIATES,  INC. 


enhanced  performance  using  coding.  For  comparison  stur'ies  of  anti-jam 
demodulation  schemes  such  as  we  are  proposing,  it  is  si  fficient  to  consider 
uncoded  performance,  since  the  coded  system  performance  is  proportional  to 
the  uncoded. 

For  example,  for  code  words  using  n  channel  symbols  the  proba¬ 
bility  of  word  error  for  a  bounded-distance  decoding  algorithm  is  [9] 

PW  =  t  (?)  PS  (1  -  Ps>n'1  0.1-5) 

i=t+l 

where  P$  is  the  uncoded  performance  in  terms  of  symbol  errors  and  t  is  the 
number  of  correctable  errors.  This  word  error  probability  can  be  translated 
into  an  equivalent  information  bit  error  probability  by  a  formula  appropriate 
to  the  particular  coding  and  decoding  algorithms. 

1.2  ECCM  PROCESSING 

Once  the  FH/MFSK  or  FH/RMFSK  waveform  has  been  dehopped  at  the 
intended  receiver,  the  L  hops  constituting  the  MFSK  symbol  can  be  combined 
in  several  ways.  It  has  been  shown  [101  that  the  conventional  method  of 
summing  up  the  (non-coherent)  L  hop  energies,  although  effective  against 
fading,  produces  a  BER  which  increases  with  L  against  optimum  partial-band 
noise  jamming.  Therefore,  a  number  of  non-linear  combining  schemes  have  been 
studied,  based  on  weighting  the  dehopped  and  envelope-detected  hops  in  some 
fashion  to  discriminate  against  those  hops  which  have  been  jammed  [1,  11,  12]. 
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Using  these  nonlinear  combining  schemes  it  has  been  shown  for  FH/MFSK  that 
the  use  of  L  >  1  hops  per  symbol  can  be  understood  as  providing  a  kind  of 
diversity  improvement  against  the  jamming,  depending  on  the  system  noise 
level . 

It  has  not  been  determined  how  a  FH/RMFSK  waveform  with  L  hops 
per  symbol  will  perform  against  optimum  partial -band  noise,  whether  using 
conventional  or  nonlinear  soft-decision  combining  of  the  hops.* 

1*2.1  Examples  of  Receiver  Effectiveness  Computations  for  FH/MFSK 

Under  contract  to  the  Office  of  Naval  Research,  LAI  has  studied 
in  great  detail  the  uncoded  performances  of  frequency  hopped  BFSK  and  MFSK 
communication  systems  under  optimum  partial-band  noise  jamming  [1,  10,  11, 

13,  14,  15].  The  focus  of  these  efforts  has  been  to  determine  both  the 
optimum  partial-band  jamming  strategy  and  the  most  effective  anti-jam  receiver 
processing  schemes  for  this  type  of  modulation,  using  exact  analyses  which 
include  the  system's  thermal  noise.  One  of  the  chief  results  of  our  work 
has  been  the  discovery  that  conclusions  drawn  from  previous,  approximate 
studies  neglecting  thermal  noise  are  not  strictly  valid.  It  had  been  commonly 
asserted  that  the  use  of  multiple  hops  per  symbol  in  FH/MFSK  systems  provides 
a  diversity  gain  improvement  against  optimum  partial -band  jamming  in  much 
the  same  way  that  it  does  against  the  effect  of  fading  on  the  signal.  We 
have  Deen  able  to  show  that  this  improvement  does  not  exist  for  the  conven¬ 
tional  (linear  combining)  receiver,  ana  we  have  demonstrated  quantitatively 


*In  a  recent  paper  [16!  ,  FH/RMFSK  performance  with  L  hops  per  symbol  has  been 
shown  for  a  receiver  using  hard  decisions.  The  binary  hard-decision  case  was 
also  analyzed  in  [ 17] . 
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that  a  limited  improvement  holds  for  certain  nonlinear  hop  combining  receiver 
processing  schemes  ("metrics"),  as  a  function  of  the  system's  thermal  noise. 

A  generic  model  of  FH/MFSK  square-law  receivers  is  given  in 
Figure  1.2-1.  Among  the  processing  schemes,  represented  by  the  function 
f^(*)  in  the  figure  prior  to  the  accumulation  of  soft  decision  statistics 
{ z^} ,  are  those  listed  in  Table  1.2-1.  The  performance  of  the  conventional, 
linear  combining  receiver  in  optimum  partial-band  noise  jamming  was  calculated 
directly  and  compared  to  that  of  the  three  nonlinear  combining  receivers. 

For  the  calculation,  the  bit  error  probabilities  were  expressed  by 

L 

Pb(e)  =  Z  pe.  Pb(el0»  U’2-1) 

£=0 

where  p  is  the  probability  that  i  out  of  L  hops  constituting  a  given  symbol 
are  jammed,  and  P^C e ] 2. )  is  the  bit  error  probability  given  that  a  hops  are 
jammed,  For  conventional  FH/MFSK,  we  have  assumed  that 


s  l  L  1 

Z  >  ' 


(It) 


(1.2-2) 


based  on  all  of  the  M  symbol  frequency  slots  being  jammed  on  a  given  hop, 
with  probability  y  (the  fraction  of  the  system  bandwidth  which  is  jammed), 
or  none  of  them  being  jammed,  with  the  probability  1-y. 

For  each  receiver  type  and  values  of  E^/Nq  and  E^/Nj,  the  maximum 
bit  error  probability  was  found  as  a  function  of  y  ,  the  partial-band  jamming 
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TABLE  1.2-1 

DESCRIPTIONS  OF  THE  RECEIVERS 


RECEIVER 

SPECIFICATION  OF 

TYPE 

zik=  f k ^ xi k ^  ’  1  =  1,2 . ,M 

REMARKS 

LINEAR  COMBINING 

- , - 

z ..  =  x. . 
lk  lk 

Direct  Connection 

RECEIVER 

(Linear  Combining) 

CLIPPER 

Xik’  Xik'<n 

Soft  Limiter 

RECEIVER 

n,  xik>n 

(Nonlinear  Combining) 

zik =  x,-k/ok 

AGC 

Adaptive  Gain  Control 

RECEIVER 

Q 

^TN> 

II 

if  not  jammed 

(Nonlinear  Combining) 

( 

°N  +  °J  ’  1  ^  ^animed 

=  measured) 

SELF-NORMALIZING 

RECEIVER 

w 

INI 

xik 

M 

Practical  Realization 

Ixik 

of  AGC  Using 

i  =  l 

In-Band  Measurements 
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fraction.  These  calculations  revealed  significant  differences  among  the 
receiver  types  in  the  optimum  value  of  y  as  well  as  in  the  bit  error  proba¬ 
bility.  For  example,  in  Figure  1.2-2,  we  show  that  for  M=8  that  the  jammer's 
optimum  y  is  much  more  sensitive  to  the  value  of  L,  the  number  of  hops  per 
MFSK  symbol,  for  the  AGC  receiver  than  for  the  clipper  receiver.  Therefore 
the  jammer  must  have  more  accurate  information  on  the  modulation  parameters 
in  order  to  be  as  effective  as  possible  against  the  AGC  receiver. 

Another  typical  result  is  the  comparison  shown  in  Figure  1.2-3, 
also  for  M=8,  and  for  L=2  hops  per  symbol.  We  see  that  the  (ideal)  AGC  form 
of  ECCM  receiver  processing  is  significantly  better  at  combatting  the  effects 
of  the  jamming,  and  that  the  clipper  receiver  also  improves  the  BER,  but 
not  as  much. 

Figure  1.2-4  shows  the  effect  of  increasing  Eb/N0  so  as  to  provide 
a  lower  bit  error  probability  in  the  absence  of  jamming  for  the  AGC  receiver 
with  M=4  and  L  as  a  paramter.  We  see  that  under  these  conditions,  the  optimum 
choice  of  L  includes  higher  values  of  the  number  of  hops  per  symbol  before 
increased  noncoherent  combining  loss  dominates  and  forces  a  choice  of  a  lower 
value  of  L. 

Figure  1.2-5  illustrates  the  performance  as  Eb/N0  -*•  «=,  i.e.  no 
thermal  noise,  for  FH/BFSK  (i.e.  M=2).  We  see  that  in  the  absence  of  thermal 
noise,  the  optimum  value  of  L  increases  without  limit  as  E^/Nj  increases. 

A  similar  resul t  holds  for  the  case  of  M>2. 
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FIGURE  1.2-3  OPTIMUM  PARTIAL-BAND  NOISE  JAMMING  PERFORMANCE 
OF  FH/MFSK  (M=  8)  SQUARE-LAW  COMBINING  RECEIVERS 
FOR  L  =  2  HOPS/SYMBOL  WHEN  Eb/NQ=  9.09  dB  (FOR  IDEAL 
MFSK  (M  -  8)  CURVE  THE  ABSCISSA  READS  Eb/NQ) 
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FIGURE  1.2-5  OPTIMUM  JAMMING  PERFORMANCE  OF  THE  AGC  RECEIVER  FOR 

BFSK/FH  WITH  THE  NUMBER  OF  HOPS/BIT  (L)  AS  A  PARAMETER 
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Our  exact  calculations  permit  the  construction  of  composite 
curves  such  as  illustrated  in  Figure  1.2-6,  in  which  the  performance  of  the 
AGC  receiver  processing  scheme  for  FH/BFSK  (M=2)  is  shown  for  the  optimum 
L  values  at  different  thermal  noise  levels.  It  is  seen  that  for  E^/Ng  >  15  dB, 
the  use  of  the  proper  number  of  hops  per  bit  enables  the  communication 
systems  to  recover  the  performance  of  unjammed  BFSK  to  within  3  dB  of  SNR. 

The  results  for  E^/N0  <  15  dB  are  very  sensitive  to  thermal  noise,  and  had 
not  been  predicted  by  other  workers,  who  ignored  thermal  noise. 

1.2.2  Impact  of  Random  FH/MFSK  (FH/RMFSK)  on  Analysis 

Evaluation  of  the  BER  performance  of  ECCM  receiver  processing 
schemes  becomes  significantly  more  complex  for  M>2  and  L>1  when  the  MFSK 
symbol  frequency  assignments  are  not  contiguous  but  each  randomly  chosen  to 
be  anywhere  in  the  hopping  band.  The  complexity  consists  in  there  being  many 
more  jamming  events  than  those  reflected  in  equation  (1.2-1),  since  now  on 
each  hop  there  can  be  from  0  to_  M  of  the  dehopped  symbol  frequency  slots 
jammed  on  a  given  hop  (rather  than  0  o^  M) .  The  probability  of  bit  error 
expression  accordingly  must  be  generalized,  giving 

L  L  L 

P(e)  =  Y,  Y  Y  Pr^itA2f*A|(i)  P(e  1 2-1 .  ^2  -  •  (1-2-3) 

in  which  the  number  of  jammed  hops  in  each  symbol  channel  is  explicitly 
enumerated  and  accounted  for  in  the  conditional  probability  of  error  calcu¬ 
lations  . 
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PROBABILITY  OF  BIT  ERROR 


BIT  ENERGY-TO-JAMMING  NOISE  DENSITY  RATIO,  Eb/Nj  <dB) 

FIGURE  1.2-6  PROBABILITY  OF  BIT  ERROR  VS.  Eb/Nj  FOR  AGC  FH/BFSK 
RECEIVER  USING  OPTIMUM  NUMBER  (L)  OF  HOPS/BIT,  FOR 
DIFFERENT  VALUES  OF  Eb/N0  IN  WORST-CASE  PARTIAL- 
BAND  NOISE  JAMMING 
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M 

From  equation  (1.2-3)  it  is  apparent  that  up  to  (L  +  1) 
jamming  events  may  be  distinguished,  if  it  can  be  assumed  that  the  symbol 
decision  is  affected  only  by  the  total  numbers  of  jammed  hops  Um>  in  the 
M  dehopped  channels,  rather  than  by  the  individual  hop  patterns.  The  sheer 
number  of  events  can  therefore  become  the  major  factor  influencing  the 
magnitude  of  the  receiver  effectiveness  evaluation  task  in  terms  of  computa¬ 
tional  effort.  LAI  has  had  experience  in  the  computation  of  similar  expressions 
in  the  connection  with  the  evaluation  of  tone  jamming  effects  on  FH/MFSK 
systems  [1]. 

1.3  SUMMARY  OF  REPORT 

In  this  section,  we  will  first  give  a  general  description  of  the 
work.  We  then  summarize  the  report  organization  and  major  findings. 

1.3.1  General  Description  of  Work  and  Approach. 

In  Sections  1.1  and  1.2  we  discussed  the  fundamental  issues 
concerning  ECCM  systems  and  ECCM  processing.  Now,  we  treat  the  more  specific 
ECCM  system  which  we  have  studied,  namely  FH/RMFSK  in  the  presence  of  parti al- 
band  noise  jamming. 

1.3. 1.1  Receiver  models  studied. 

A  generic  soft-decision  receiver  structure  for  an  FH/RMFSK  waveform 
is  shown  in  Figure  1.3-1.  The  incoming  waveform  is  dehopped  by  mixing  it 
separately  with  M  hopping  local  oscillators  controlled  by  replicas  of  the 
M  possible  hopping  sequences  available  for  transmission  by  the  transmitter. 
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Thermal  noise  with  power  spectral  density  Nq  is  present  over  the  entire 
bandwidth  W.  A  fraction,  y,  of  the  band  is  jammed  by  bandlimited  white 
Gaussian  noise  of  power  spectral  density  Nj/y,  where  Nj  -  J/W  with  J  being 
5  the  total  jammer  power.  The  jamming  fraction,  y,  is  constrained  to  the 


S 


I 

* 

fV 


range  0  <  y  .<  i. 

The  relation  between  the  jammed  bandwidth  yW  and  the  FH/RMFSK 
waveform  is  illustrated  in  Figure  1.3-2.  On  any  given  hop,  anywhere  from 
0  to  M  of  the  possible  signalling  frequencies  may  have  hopped  into  the 
jammed  portion  of  the  band;  thus  a  multitude  of  jamming  events  may  occur. 

Let  the  L  hops  for  a  given  symbol  be  referred  to  individually  by  the  index 
k  (k  =  1,  2,...,L).  The  jamming  events  for  the  kth  hop  can  be  described 
in  terms  of  which  of  the  M  symbol  frequencies  are  jammed,  and  which  are  not. 
In  general  there  are  2^  possibilities  for  a  given  hop,  which  we  may  specify 
by  the  indicator  vector 


where 


mk. 


=  (vlk*  v2k’,,,,vMk) 


1  if  symbol  slot  m  is  jammed  on  hop  k 
0  if  not; 

m  -  1,  2, . . .  ,M;  k  -  1,  2,...,L. 
,ML 


(1.3-1) 


(1.3-2) 


For  the  L  hops  comprising  a  symbol,  there  are  2  possible  jamming  events, 
and  these  can  be  specified  individually  by  the  M  x  L  indicator  matrix 

[v]  =  l  vmk 1  * 


1-29 


J.  S.  LEE  ASSOCIATES,  INC. 


Each  dehopped  channel,  corresponding  to  one  of  the  M  possible  symbols,  is 
then  passed  through  a  bandpass  filter  of  width  B  Hz  and  the  filter  output 
is  envelope  detected.  The  output  of  each  linear  envelope  detector  is 
subjected  to  a  function  f(«);  the  form  of  this  function  defines  the 
particular  receiver  structure.*  Table  1.3-1  gives  the  forms  of  f(«)  for 
the  several  receiver  structures  we  include  in  the  study.  The  modified 
envelopes  are  sampled  once  per  hop  and  the  samples  in  each  channel  are  summed 
over  the  !.  hops  comprising  a  symbol.  The  largest  of  these  sums  is  selected 
and  the  index  identifying  the  channel  in  which  it  occurred  is  outputted  as 
the  symbol  decision. 

As  an  alternative  to  the  soft-decision  receiver  scheme  described 
aDove,  we  may  also  consider  the  hard-decision  receiver  structure  which  is 
shown  in  Figure  1.3-3.  The  processing  >n  this  hard-decision  receiver  is 
identical  with  the  soft-decision  receiver  up  to  the  outputs  of  the  samplers. 

In  the  hard-decision  receiver,  unlike  the  soft-decision  receiver,  the  samples 
are  not  summed;  rather,  a  symbol  decision  is  made  each  hopping  interval, 
giving  a  sequence  of  L  decisions.  These  L  decisions  may  be  considered  as 
a  noi se-corrupted  received  code-word  in  an  M-ary  repetition  code  wherein  the 
transmitted  symbol  is  repeated  L  times;  thus  the  sequence  is  fed  into  an  L-hop 
M-ary  repetition  code  decoder  which  delivers  the  final  decision  as  to  which 
symbol  was  transmitted. 

1.3. 1.2  Jamming  model  and  measure  of  effectiveness  . 

The  partial-band  noise  jamming  model  was  shown  in  Figure  1.1-2. 

*As  long  as  f ( • )  is  a  memoryless  transformation,  the  order  of  applying  f(*) 
and  the  sampling  may  be  interchanged  without  altering  the  receiver's  performance. 
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TABLE  1.3-1 

RECEIVER  PROCESSING  FUNCTIONS  STUDIED 


RECEIVER  TYPE 


Square-Law  Linear  Combining 


Square-Law  with  Clipper 


Square-Law  AGC 


Self-normalizing  receiver 


f(«) 

f(x,) 

x?,  xi  <  /n 

f(x,)  = 

n,  x.  *  /n 

- f 

t(xi)  =  xf/of 


f(x,) 


i'  “  ¥ 


1 


J=1  J 
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The  measure  of  the  effectiveness  of  the  jammer  is  the  de¬ 
gradation  of  the  communicator's  bit  error  probability  inflicted  by  the 
presence  of  the  jamming.  Since  the  bit  error  probability  ( e)  will  depend 
upon  the  jamming  event,  we  must  average  the  error  probability  over  the 
jamming  events.  Thus,  the  measure  of  effectiveness  of  the  jamming  is 

Pb(e;  Eb/N0,  Eb/NJt  y,  M,  L)  =  £  Pb(e;  Eb/N0 ,  E^Nj,  y,  M,  L|[v])nLlv] 

fv] 

where  n. [v]  is  the  probability  of  jamming  event  [v]  occurring  over  the  L  hops 
of  the  M-ary  symbol.  Thus  the  required  analysis  may  be  divided  into  two  parts: 
determination  of  nL [ v]  and  determination  of  Pb(e;  Eb/N0,  Eb/Nj,y  ,  M, 

L | [ v ] ) .  These  two  parts  can  then  be  combined  to  perform  the  final  optimization, 
namely  finding  the  receiver  performance  under  the  optimum  jamming  fraction 
y,  max  Pb(e;y). 

Y 

1.3. 1.3  Organization  of  report. 

In  Section  2  we  address  parts  of  the  analysis  considered  pre¬ 
liminary  or  containing  aspects  common  to  the  several  receiver  types.  This 
material  includes  enumeration  of  jamming  events  and  analysis  of  their  proba¬ 
bilities,  as  well  as  an  analysis  of  the  hard-decision  receiver. 

Sections  3  to  6  are  devoted,  respectively,  to  analysis  and  numerical 
results  for  the  worst-case  partial-band  noise  jamming  error  performances  of 
FH/RMFSK  using  the  linear  combining  receiver,  the  adaptive  gain  control  (AGC) 
type  receivers,  the  clipper1  receiver,  and  the  self-normalizing  receiver. 

Section  7  first  provides  analysis  and  results  for  the  performance 
of  FH/RMFSK  in  follow-on  noise  jamming,  then  comparisons  of  RMFSK  receivers 
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with  regard  to  their  overall  relative  error  performance,  their  performances 
in  both  RMFSK  and  MFSK,  and  their  success  in  using  diversity  (multiple  hops 
per  symbol)  to  mitigate  jamming  effects. 

Section  8  considers  issues  related  to  implementation  of  the 
FH/RMFSK  receivers,  including  a  discussion  of  possible  measurement  approaches 
to  support  the  ECCM  weighting  schemes,  and  an  assessment  of  the  effect  of 
using  practical  measurements  (instead  of  a  priori  information)  on  the  system 
performance.  Conclusions  and  recommendations  growing  out  of  our  study  are 
included  in  Section  8  also. 

1.3.2  Summary  of  Findings. 

Here  we  only  briefly  cite  the  more  significant  findings  from  our 
study;  more  detailed  information  is  contained  throughout  the  report. 

The  overall  significance  of  the  work  we  have  accomplished  may  be 
described  as  follows:  For  the  first  time,  the  expected  performance  of  an 
FH/RMFSK  system  using  L  hops  per  symbol  and  soft  decisions,  in  both  thermal 
noise  and  worst-case  partial-band  jamming  noise,  has  been  derived  and  calculated. 
Moreover,  we  have  demonstrated  through  direct  analysis  and  calculation  of 
bit  error  rate  (BER)  that  the  performances  of  certain  practical  soft-decision 
ECCM  receivers  (using  no  a  priori  or  side  information)  are  quite  acceptable, 
being  very  close  to  those  for  idealized  receivers  (using  a  priori  information 
on  received  noise  and  jamming  conditions).  While  we  have  shown  that  the 
hard-decision  receiver  does  implement  a  form  of  ECCM  processing  (not 
previously  shown)  against  PBNJ  in  the  most  simple  manner,  it  cannot  be 
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considered  a  viable  alternative  unless  the  system's  unjammed  SNR  is  quite 
high. 

Specifically,  we  find  that: 

(a)  Generally  random  frequency  hopping  MFSK  is  more  vulnerable 
to  partial-band  noise  jamming  than  is  conventional  FH/MFSK  for  M>2  and  L>1. 
However,  for  certain  diversity  weighting  schemes  the  increased  vulnerability 
is  small  enough  to  justify  saying  that  the  two  hopping  systems  achieve 
comparable  performance  for  M=2  or  4.  For  one  combining  scheme  studied,  the 
self-normalizing  receiver,  FH/RMFSK  performs  better  than  FH/MFSK  for  M=2. 

(b)  A  diversity  effect  for  L  hops/symbol  is  observed  for  RMFSK 
using  nonlinear  hop  combining,  in  the  same  manner  as  for  MFSK  and  subject  to 
the  same  condition  that  thermal  noise  is  relatively  small. 

(c)  Using  optimum  diversity  values,  if  thermal  noise  is  negligible 
(E|y/No*20  dB),  FH/RMFSK  with  ideal  nonlinear  combining  can  exhibit  a  nearly 
exponential  dependence  upon  E^/N j ,  as  opposed  to  an  inverse  linear  one  for  no 
diversity;  the  jamming  then  is  limited  to  inflicting  about  a  4  dB  loss  in 
system  performance.  However,  this  effect  is  very  sensitive  to  the  amount  of 
thermal  noise  present,  since  the  jammed  BER  cannot  be  better  than  the  unjammed 
error,  and  the  use  of  diversity  tends  to  degrade  the  no-jamming  performance  due 
to  noncoherent  combining  losses. 

(d)  Simple  nonlinear  combining  receivers  can  duplicate  the  ideal 
receiver  optimum  diversity  performance  with  about  a  one-dB  loss  when  Eb/Ng> 
Eb/Nj-,  the  hard  decision  receiver  can  approach  to  within  2  dB  with  a  sufficient¬ 
ly  high  Eb/NQ. 
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2.0  PRELIMINARY  ANALYSES 

The  general  approach  to  be  followed  in  obtaining  the 
probability  of  error  for  the  multi -hops/symbol  FH/RMFSK  communications  system 
under  partial  band  noise  jamming  is  to  expand  the  total  probability  of  error 
in  terms  of  individual  jamming  events: 

P(e)  =  £  P(e,  jamming  event) 

jamming 

events 

=  2^  Pr( jamming  event)  P(e| jamming  event), 

jamming 

events 

where  P(e| jamming  event)  is  the  probability  of  error  conditioned  upon  the 
occurrence  of  a  particular  jamming  event.  In  Section  2.1,  we  consider  a 
general  formulation  for  this  conditional  probability,  and  in  Section  2.2 
the  jamming  events  and  their  probabilities  are  developed.  The  computational 
procedures  necessary  for  efficient  evaluation  of  the  error  probability  are 
discussed  in  Section  2.3.  These  analyses  and  procedures  are  applied  to 
specific  receiver  structures  beginning  in  Section  3. 

2.1  CONDITIONAL  PROBABILITY  OF  ERROR 

The  generic  form  of  the  receiver  to  be  analyzed  for  reception 
of  FH/RMFSK  is  shown  in  Figure  2.1-1.  In  effect  it  is  an  M-channel  receiver 
with  IF  frequencies  f j ,f2, . . . ,f^;  M  pseudorandom  sequence  generators,  assumed 
to  be  in  synchronism  with  the  transmitter,  command  the  frequency  synthesizers 
used  to  tune  the  M  channels  to  B-Hz  wide  frequency  slots,  one  of  which  will 
be  occupied  by  signal  energy  on  a  given  hop.  The  message  information  is 
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conveyed  through  selection  of  the  (randomly-shifted)  IF  (symbol)  frequency 
for  transmission  of  signal  energy.  In  order  to  determine  at  which  symbol 
frequency  the  signal  is  present,  each  of  the  IF  waveforms  rj (t) ,r2(t) , . . . ,rM(t) 
is  first  subjected  to  envelope  detection,  then  sampled  before  processing 
through  memoryless,  possibly  nonlinear  devices  with  transfer  functions  f(*)* 

The  outputs  of  these  devices  are  the  per-hop  decision  statistics  {z,^},  which 
are  accumulated  to  form  the  final  decision  statistics 


z 


m 


,  m  =  1,2 . M. 


(2.1-1) 


In  the  following  subsections,  we  formulate  the  probability 
of  error  associated  with  the  decision  performed  by  the  FH/RMFSK  receiver, 
conditioned  upon  the  possible  jamming  events. 

2.1.1  Assumed  Signals,  Noise  and  Jamming. 

After  dehopping,  the  received  signal  is  assumed  equally  likely 
to  be  present  in  any  one  of  the  M  channels  for  the  entire  symbol  period 
T$  =  L*,  where  t  is  the  hop  period  and  L  is  the  number  of  hops  per  MFSK 
symbol.  Without  loss  of  generality,  we  assume  that  the  signal  with  power  S 
is  in  channel  1,  or 

s(t)  =  <^2S  cos (w j t  +  9k),  (k-l)x<t<kT,  k  =  1,  2,..,,  L,  (2.1-2) 
where  9.  is  an  arbitrary  carrier  phase  and  -  2irf1. 

Thermal  noise  is  considered  also  to  be  present  in  each  channel, 
and  is  assumed  to  be  zero-mean  narrowband  Gaussian  noise  with  variance 
=  n0B,  where  N0/2  is  the  (two-sided)  noise  power  spectral  density  and  B 
is  the  bandwidth  of  each  channel.  Thus  for  no  jamming  the  samples  of  the  M 
envelope  detector  outputs  on  the  kth  hop  are  the  variables 
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=  (y/ls  coseR  +  nclk)2+(v2S  sin0k  +  ns\k) 


(2.1-3a) 


xmk  =  ( ncmk  +  nsmk)’  m  =  2’  M’ 


( 2 . l-3b) 


where  ncmk,  n$nik,  m  =  1 ,  2,. . . ,  M;  k  »  1,  2,. . . ,  L,  are  the  independent 
noise  quadrature  components  in  the  channels  at  the  sample  times  tk  =  kx,  with 

EHn,k)*  E(«i*)  *  •*  *  "••* ,ora11  "•k-  (2-1'4) 


Because  the  MFSK  symbol  slots  are  hopped  independently, 
none,  some,  or  all  of  the  dehopped  channels  can  be  jammed  on  an  individual 
hop.  The  possible  combinations  of  such  events  and  their  probabilities  are 
discussed  in  Section  2.2. 

When  jamming  noise  is  present  in  a  channel,  it  is  assumed  to  be 
zero-mean  narrowband  Gaussian  noise  with  variance  oj  =  NjB/y,  where  Nj/2 
is  the  (two-sided)  noise  power  spectral  density  averaged  over  the  system 
bandwidth;  and  y  is  the  fraction  of  this  bandwidth  which  is  jammed.  That  is, 


N  =  ± 
NJ  W  * 


(2.1-5) 


where  J  is  the  total  jammer  power  and  W  is  the  system  bandwidth.  When  the 
channels  are  jammed  on  the  k-th  hop,  the  combination  of  jamming  and  thermal 


noise  produces  the  detector  output  samples 


‘Ik  ■  [(V2S 


COSBk  +  "elk  4  jclk  4 


VTs  Sin9k  ♦  nslk  +  jslk 


- 

r  2  2  "2 

|(ncmk  +  ^cmk)  +  (nsmk  +  '^smk)  ’ 


m  =  2,  3 . M, 


(2.  l-6a) 


(2.1 - 6b ) 


where  jcmk,  j$mk,  i  =  1,  2,...,M;  k  =  1,  2,...,L,  are  the  independent  jamming 
noise  quadrature  components  in  the  channels  at  the  sample  times,  with 
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E(3cmk)  =  E(4k)  =  °o  =  N0B/y,  for  all  m,  k, 
and  y  is  the  fraction  of  the  system  bandwidth  which  is  jammed. 

In  a  summary  way,  we  can  express  the  detector  output  samples  by 


(2.1-7) 


x“=o4ftcos6k+“c  lkH\/Wsi 

xmk  =  am4cmk  +  usmk)  ’  m  =  2’ 


nek  +  pslk 


(2.1-8&! 


(2 . l-8bi 


where  and  y  ^  are  independent,  unit-variance,  zero-mean  Gaussian  random 
variables,  and  for  channel  m  on  hop  k, 


un jammed 


°N  +  «3 


=  ( Nq +  Nj/y)B,  jammed 


(2. l-9a) 


or,  more  compactly, 

a 2.  =  a?,  +  V  i  o  ,2 

mk  N  mk  J  • 

In  this  last  equation  =  1  if  channel  m  is  jammed  on  hop  k,  and  v  . 
if  not.  Thus  is  o..  times  a  Rician  random  variable  with  SNR 


( 2 . 1  -  9  b ) 


Pk  =  S/o2lk  , 

and  x  . ,  m  >  1,  is  a.  times  a  Rayleigh  random  variable. 


(2.1-10) 


2.1.2 


Conditional  Error  Probability  Formulation 


Assuming  equally  likely  M-ary  symbols,  we  may  write  the  conditional 


symbol  error  probability  as 
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Ps (e | [ v] )  =  Ps (e | [ v] ,m j  transmitted) 

in  which  [v  ]  is  a  matrix  describing  the  jamming  event  for  L  hops,  with 
elements  V|nk. 

For  M  a  power  of  two  (M=2^),  the  conditional  bit  error  probability 
is  obtained  from  the  conditional  symbol  error  probability  using  the  relation 

Pb(e | f v] )  =  Ps(e|[v]).  (2.1-12) 


Since  for  M  >  2  there  are  many  error  events  but  only  one  correct 
decision,  it  is  convenient  to  write  the  conditional  symbol  error  probability 
in  terms  of  the  probability  of  a  correct  decision  as 


Ps(e|[v] )  =  1  -  Ps(c|m1,[v]) 

*  1-Pr{z2  <  Zj,  z3  <  ii . zM  <  Zj}. 


(2.1-13) 


In  terms  of  the  pdf's  for  the  statistics,  this  becomes 

oo  ^  ^  3^ 

P$(e|[v] )  =  1  -  jf  dBi  j  d&2  •••  J  p^( »^2 > • • • » I  tv] ) ;  (2.1-14) 

if  the  decision  statistics  are  independent,  then 


P  (e 1 1 v] )  =  1  -  /”dBp  (0l[v])  -fr  daffl  p  (anl|[vl).  (2.1-15) 

s  0  m=2  *  m 

For  certain  receiver  structures,  the  probability  distributions  of  the 
individual  channel  statistics  {zm}  are  mutually  independent.  This  relationship 
causes  the  conditional  probability  of  error  to  depend  only  on  the  number  of  hops 
jammed  in  each  of  the  M  channels,  rather  than  on  specific  patterns,  and  greatly 
reduces  the  number  of  distinguishable  jamming  events. 
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2.2  ENUMERATION  OF  DISTINGUISHABLE  JAMMING  EVENTS 

Examination  of  the  conditional  error  probability  expression 
reveals  that  the  same  conditional  error  will  occur  for  several  different 
values  of  the  fundamental  jamming  event  matrix,  [v].  Therefore,  in  terms 
of  error  probability,  there  is  a  number  of  distinguishable  jamming  events 
which  is  smaller  than  the  2nL  possible  values  of  the  [v]  matrix.  It  is 
important  to  identify  and  enumerate  these  distinguishable  jamming  events 
in  order  to  take  advantage  of  the  savings  in  computation  which  will  result. 

In  this  section  we  first  identify  and  enumerate  the  dis¬ 

tinguishable  jamming  events,  then  investigate  methods  for  calculating  their 
probabil ities. 

2.2.1  Definition  of  Pi sti nqui shabl e  Jammi nq  Events . 

The  conditional  error  probability,  as  shown  in  Section  2.1,  is  a 
function  of  given  values  of  the  .v]  matrix  elements  v  where  m=l  to  M 

(the  number  of  MFSK  channels)  ar.d  k=l  to  L  (the  number  of  hops  per  symbol). 

Often  this  function  can  be  written 


P  ( e  |  [  v  ] )  p(e|v^j,  ^22  * '  *  *  t  *  *  ■  ■  *  ^  •  •  •  >  j_ ) 

(l  L  L  \ 

"  f(z  vlk’  2  v2k* •••—  vmk  )  * 

\k=l  k=  1  k=l  / 

Thus,  if  we  define  the  row  sums 

L 

l  V  , 

m  ^  mk , 
k  =  l 


(2.2-1) 


(2.2-2) 
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the  conditional  P { e )  is  a  function  only  of  these  sums*  which  are  to  be 
interpreted  as  the  number  of  hops  jammed  in  the  respective  channels.  This 
fact  can  be  expressed  by  the  relation 

P( e I  [ v] )  =  . fy) 


=  fU)  , 


(2.2-3) 


where  £_  is  the  vector  of  j.  components. 

f 

Since  each  £m  can  take  integer  values  from  0  to  L,  there  (L+l) 
possible  jamming  events  described  by  the  vector  £_.  This  is  a  considerable 
savings  in  numbers  of  jamming  events,  as  illustrated  by  Table  2.2-1. 

TABLE  2.2-1 

NUMBER  OF  JAMMING  EVENTS 


HA  events , 


8  1 
2 

3 

4 


16 

256 

4,096 

65,536 

256 

65,536 

16,777,216 

4,294,967,296 


256 

6,561 

65,536 

390,625 


2.2.2 


Smallest  Set  of  Distinguishable  Jamming  Events. 

A  further  reduction  in  the  number  of  distinguishable  jamming  events 


"'An  exception  to  this  condition  results  for  an  ECCM  processing  scheme 
studied  in  Section  4. 
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results  from  noticing  that  permutation  of  the  non-signal  channel  quantities 
(*2  to  £m)  does  not  affect  the  conditional  P(e).  That  is, 

f  (— )  =  f(WV*“’V 

£1  ’ *  ^3 * ^4 *  "  *  * ^2 )  (2.2-4) 

=  fU1»*5»Vl,*2 . V 

"*  •  *  •  etc  * 


Thus  we  can  restrict  our  attention  to  just  one  permutation  of  the  set 
of  values  _£  =  « •  •  •  »^).  A  convenient  way  to  represent  the  permutations 

is  the  ordered  set  of  numbers 


-  ”  *£1 ,£2 *£3 ’ ' ’ ’ ,£M  :  *2**3* *  * ‘ 
There  are,  from  Appendix  3.3,  . 


(2.2-5) 

(2.2-6) 


such  ordered  j£*  vectors,  which  represent  the  minimum  number  of  distinguishable 
events.  Example  values  are  given  in  Table  2,2-2. 

TABLE  2,2-2 

MINIMUM  NUMBER  OF  DISTINGUISHABLE  EVENTS 
M  L  Hi  events) 


2  1 

2 

3 

4 

4  1 

2 

3 

4 

8  1 

2 

3 

4 


4 

9 

16 

25 

8 

30 

80 

175 

16 

108 

480 

1,650 


Each  of  the  distinguishable  jamming  events  represents  a  certain 
number  of  events  with  identical  jamming  effects.  The  number  of  vectors 
thereby  represented  by  a  particular  ordered  vector  is 


where 


M- 1 


n n,  , . . .  ifi|^ 


O’l 
(M-l)I 


•  n 


n  =  number  of  i  which  equal  £=0,1 

jC  IT! 

and  we  have 


I 


£=0 


M-l. 


,L;  m  >  1 


(2.2-7a) 

(2.2-7b) 


(2.2-7d) 


For  example,  for  M=8  and  L=6,  the  number  of  jamming  event  vectors  £  represented 
by  the  ordered  vector  =  (j^  ;0, 0,2, 3, 3, 4, 5)  is 


71 


2, 0,1, 2, 1,1,0 


=  =  1260' 


(2.2-8) 


As  a  check  on  this  enumeration,  we  find  that  the  total  number 
of  1  jamming  events  is  given  by 

L  L  ^4  h  /  M-l  \ 

#(i)=Z  [  I  ^  ^  (  n0,ni,..,nL  ) 

V°  V°  Vl"0  V°  £2=0  '  ' 


■  (L+l) 


L  ^2 

I  -I 

tM=0  *2=0 


M-l 


n0,ni’"*’nL 


(2.2-9) 


2-10 


It  can  be  shown  (see  Appendix  B)  that  the  summation  in  (2.2-9)  is  equal 
M- 1 

to  (t+1)  .  Thus  the  total  number  of  vectors  computed  by  (2.2-9)  Is 

M 

(L+l)  ,  which  agrees  with  our  previous  enumeration. 

2.2.3  Jamming  Event  Probabilities,  Single  Hop. 

Given  a  jamming  event  described  by  the  vector  £,  what  is  the 
probability  of  the  event  under  the  random  hopping  scheme  and  partial -band 
noise  jamming?  To  find  this  answer,  we  first  consider  the  case  of  one  hop 
per  MFSK  symbol,  or  L=l. 

The  jammer  spectrum  is  assumed  to  be  flat,  with  one-sided  power 
spectral  density  J/yW,  whereyis  the  fraction  of  the  system  bandwidth 
occupied  by  the  jammer.  There  are  N=W/B  possible  symbol  frequency  slots, 
and  it  is  assumed  that  M  of  these  slots  are  assigned  randomly  to  the  MFSK 
symbol  on  each  hop.  At  the  same  time  the  number  of  slots  containing  jamming 
power  is 

**  “  yN’  (2.2-10) 

assumed  to  be  an  integer.  That  is,  y  =  q/N,  with  q  an  Integer. 

The  probability  that  n  of  the  M  symbol  slots  are  jammed  on  a 
given  hop  is 


_  q  q-1  q-n+1  N-q  N-q-M+n+1 

71  n  N  *  N-l  ’**  N-n+T  *  N-n  *'*  N-M+l 

/ N-M  \ 

•  -Sr.  n=0,l,2,...,min(q,M). 

(q)  (2.2-11) 
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Note  that  the  probability  irn  Is  valid  for  several  different  jamming  events 
since 

M 

\'l  v 

m=l 

on  the  k-th  hop.  In  fact  there  are^  ^jamming  events  for  L=1  which  have 
probability  7Tn  .  Thus 


(2.2-12) 


Knh-1- 


ns0 


(2.2-13) 


as  required. 


In  terms  of  distinguishable  jamming  events,  we  differentiate 
between  whether  the  signal  channel  is  jammed  (vj^  =  1)  or  not  (vj|<  =  0),  and 


describe  single-hop  jamming  events  by  the  pair  of  numbers  Nik*^)  with 

M 

rk~  vmk  ’ 
m=2 


(2.2-14) 


the  number  of  non-signal  channels  jammed.  We  have 


(2.2-15) 

(2.2-16) 
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I 

1 

1 

1 


aV 
a. 
■  '  ! 


1 

1 


2.2.4  Jamming  Event  Probabilities  For  Multiple  Hops,  Characteristic 
Function  Method. 


For  L  >  1  hops  per  symbol,  as  discussed  in  Sections  2.2.1  and 
and  2.2.2,  the  distinguishable  jamming  events  are  described  by  the  vectors 
2.  =  We  no*e  t*iat 


(2.2-17) 


where  vk  =  ( ^  *  v2  k  *  *  *  *  vmk  ^  the  vector  whose  elements  are  the  k-th 

column  of  the  matrix  [v]  of  fundamental  jamming  events.  Since  the  hopping 
pattern  is  assumed  to  be  independent  from  hop  to  hop,  we  may  treat  l_  as  the 
sum  of  identically  distributed  discrete  random  vectors,  and  find  the 
probabilities  of  the  £  jamming  events  from  the  characteristic  function  of  the 
v  jamming  events. 

The  characteristic  function  of  any  one  of  the  random  vectors 

is  given  by 


4>v  (niM)  =  E(exp[jv.  *jj] } 

-k  ^ 

=  E{exp[jyivlk  +  jy2v2k  +  ...  +  juMvMk]} 

=  ir  +  if  (eJwl  +  eJvi2  +  ...  +  e^) 

+  Tr2(e^vl+J'y2  +  ...  +  e^wM-l+^uM  ) 

+  ... 

+  ir^e^l  +  Jp2+  +  JuM 


(2.2-18) 
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For  example,  for  M=2  and  4  the  characteristic  functions  for  one  hop  are 


4v(.e;2)  =  itq  +  iTie^1  +  Tr1e^P2+Tr2-e^Vl+^y2 


(2.2-19) 


4»v (u.i4)  *  ttq  +  wie^P1  +  iriejP2  +  irie^y''  +  wie^P4 
+  *2ejy*+jy2  +  r,2ejwi+ju3  4-  u2ejyi+jP4 

+  7r2eJw2+jy3  +  ,2eJw2+jy,»  +  v2ejy3+'1wi» 

+  n3eJyi+jy2+^y:!+  ir3eJyi+jy2+Jy4 

+  ir3e'lyi+^y3+^,»  +  ir3e^2+jy3+ju4 

+ff4eJyi+jy2+jv3+jy4 

In  this  characteristic  function,  there  are  2M  terms,  one  for  each  of  -.he 
events  described  by  vR. 

The  characteristic  function  for  l  Is  simply  that  of  y. , 

"He 

raised  to  the  L-th  power: 


(2.2-20) 


=  ^v(r»M)]L  . 


(2.2-21) 


For  example,  for  M=2, 


♦  ^£52)  =  [$v(y/,2)] 

X  exp{j  (n1+n3)y1+  j(n2+n3)y2}. 


(2.2-22a) 
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where  the  summation  is  over  all  (no.rh.n2.n3)  such  that 


I  vL- 


(2.2-22b) 


The  discrete  probability  density  function  (pdf)  for  _£  is  the  inverse  Fourier 
transform  of  ^  (j±;M).  Again,  for  M=2,  the  pdf  p(ji;M,L)  for  l  is 

•2(n„nUj'»'’0">,’1+n2”"3 

x  fi(n1+n3-t1)  6(n2+n 3-£2),  ^ 

which  can  be  used  to  find  the  individual  vector  probabilities 

Pr{j.,2,L}  (n.L-Ao-n.L-ti-n,  tj+^+n-L  ) 

s  A  ' 


n  2L-£,-£2-2n  £i+42-i-+n 

x  Tic  Til  1  1  TTo 


(2.2-23) 


(2.2-24) 


In  (2.2-24)  it  is  realized  that  the  combinatorial  factor  is  zero  if  any  oi 
its  parameters  is  negative.  As  an  example  for  L=3  and  M=2, 

PrUi  =  1,£2  =  2;2 ,3} 


)  m3  +  f  )rroTim2 

0,1, 2,0 /  1  \1, 0,1,1/ 


=  3k^  +  677511^2  . 


(2.2-25) 
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An  aid  to  checking  our  calculations  is  the  fact  that  each  i 


event  corresponds  to 


ft)  ft)  -  ft) 

/  2  \f 

[v]  matrix  events.  In  (2.2-25)  therefore,  there  are!  r)\2y  =  ^  terms* 


(2.2-26) 


A  complete  table  of  M=2  jamming  event  probabilities  for  L=1  to  4 
is  given  in  Table  2.2-3,  and  an  equation  for  computing  these  probabilities 
for  M=4  is  included  as  Table  2.2-4. 


2.2.b 


Jammi ng  Event  Probabil itles  For  Multiple  Hops,  Convolution  Method. 


Since  is  the  sum  of  L  independent  random  event  vectors 
the  pdf  for  £_  is  the  L-fold  convolution  of  the  pdf  for  v^,: 

P(i;M,L)  =  P(v1;M)*P(v?;M)*...*P(vl;M), 


(2.2-27) 


PrUiH.L)  =Y  y**y  Pr{v  ;M)  ...  Pr{v  ;M}  «(£  -  "Ty^). 

Vj  v  2  VL  1  k-1  (2-2-28) 


Figure  2.2-1  illustrates  a  programming  approach  for  calculating  this 
equation  indirectly. 
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TABLE  2.2-4 
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Input:  M,  L,  -q  to 

Ini tialize  all  Pr  {£}  *  0 


=  0 

to  2M-1 

ml 

=  mth  bit 

of  1^,  m  = 

1  to 

M 

W1 

-Zv  - 
m» 

m 

=  0 

,  OM  -F 

to  2  -1 

m2 

=  rot h  bi  t 

of  I2,  '  * 

1  to 

M 

w2 

=  S  '■'m2 
m 

=  0  to 

2M-1 

.  =  mth  bit  of  I.  ,  m 
ml.  L 

=  1  to  M 

-l-£ 

m 

JmL 

II 

£ 

,  vmk,  m  =  1  to 

M 

Kt)  = 

*-•  m 

m 

Increment  P r  { £_}  = 

Pr  il(.pj 

by  -(Wj)  " ( w 2 ) . . .~(wL) 


skip  if  any 

vw m  ■ 2  to  "-1 

to  get  ordered  vector  output 

j 


FIGURE  2.2-1  PROGRAM  STRUCTURE  FOR  CALCULATING  JAMMING  EVENT  PROBABILITIES 
INDIRECTLY 
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This  can  also  be  done  iteratively,  using  the  fact  that 
PrU;M,L}  =  EE  Pr{a;M,L-l)Pr{vL;M}  <5(j.-a -yL) 

—  J_ 


-z 


PrU  -vl;M,L-1}  Prtv^M}. 


(2.2-29) 


To  accomplish  the  vector  additions  needed  for  the  convolution, 
we  may  encode  the  M  x  1  vectors  _2  and  v  ^into  a  number  using  the  form 


I {z)  -  2^  +  b2^  +  b^n^  +  ..  +  b^  ^2,^ 

where  b>L  is  an  integer  base  number,  supporting  the  relationship 
1(2  +  £  )  =  I(t  )  +  1(2  ). 

_i  _2  _2 

In  this  manner  the  convolution  in  (2.2-29)  can  be  done  using 

Pr { 2 ;M,L>  =  EE  Pr{I(a)  ;M , L- 1 }  Pr{ I (v  L)  ;M> 

I(i)  l{y) 

x  6ti(2)-iy-i(vL)]. 

=  PrU(i)-I(vL);M,L-l}Pr{I(vL);M}. 

I  (v^) 


(2 . 2-30a) 


(2.2-30b) 


(2.2-31) 


2.3  TOTAL  PROBABILITY  OF  ERROR 

In  terms  of  the  conditional  probability  of  symbol  error,  given  a 
jamming  event  defined  by  the  vector  i,  and  the  probabilities  of  the  jamming 
events,  we  now  can  write  the  total  probability  of  error  as 


P  (e)  ®  51  Pr{ ?_ }  Ps(e|2) 


W  M-l  \ 

=  (  no*nlt..  .,nL  J  Pr(2_  }  Ps(ej«,  ). 


(2.3-1) 
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ii£ 


1 


"w*1 

& 


This  formulation  utilizes  the  fact  that  i_  vectors  formed  by  permutations  of 
the  nonsignal  channel  elements  {£»m>i}  of  the  ordered  z  vector  are 
equiprobable,  and  that  the  conditional  error  probability  is  the  same  for 
each  permutation. 

2.4  FH/RMFSK  HARD  DECISION  ANALYSIS 

In  addition  to  studying  the  performance  of  L  hops/symbols 
soft  decision  receivers  for  various  FH/RMFSK  combining  schemes,  we  shall 
calculate  the  performance  when  L  M-ary  hard  decisions  are  combined 
to  produce  a  final  symbol  decision.  This  configuration  is  in  itself 
a  form  of  ECCM  processing,  as  will  be  shown  in  later  sections. 

2.4.1  Formulation  of  Error  Probabi  1  i t.y . 

Under  an  M-ary  hard  decision  approach,  shown  previously  as 
Figure  1.3-3,  on  the  kth  hop  the  decision  variables  {z^}  are  compared  to 
find  the  largest;  the  signal  is  assumed  to  be  present  in  the  channel 
with  the  largest  decision  variable.  The  per  hop  or  "hard"  symbol 
decision  can  be  thought  of  as  selecting  one  of  M  vectors  {D^»  D^, 


1 

where 

^m  =  ^Dlm’D2m’ 

wi  th 

(1,  i=m 

'  ■  • 

Dim  = 

10,  i/m 

The  hard  symbol  decision 

on  the  kth  hep  then 

& 

$ 

V? 

tl 

(dlk *d2k * ' ' ,dMk ^  " 

where  m*  is  chosen  such 

that 

a 

zm*k 

"  ra!x(zrak)- 

’Mm' 

in-1,2,. ...M  . 


(2.4-la) 

(2.4-lb) 


(2.4-2a) 

(2.4-2b) 
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The  components  of  the  per-hop  decision  vector  4  are  accumulated 
over  the  L  hops  of  the  symbol  to  produce  the  final,  discrete  decision  variables 


m 


u 

=  Z  dmk  *  111 


(2.4-3a) 


k=l 


or,  in  vector  notation,  the  final  discrete-valued  decision  vector 


i-  I 


(2.4-3b) 


k=l 


The  error  probability  can  be  formulated  as 

P$(e)  =  1  -  Pg (correct  decision  =  C) 


=  1  "  Z  Ps(cl^  Pr{-} 

i  ; 

=  1  -  y  PrU)  y  Pr{d_  =  n|t},  (2.4-4)  j 


n  efi 

c 

where  £_  =  ( ,i2 » •  •  •  »^)  describes  the  jamming  events,  and  is  the  set 
of  decision  vectors  which  produce  a  correct  decision. 

Since  the  components  of  are  discrete-valued,  there  exists 
the  possibility  of  a  tie  between  the  signal  channel's  final  decision 
variable  value  and  that  of  one  or  more  non-signal  channels.  Thus  the 
error  expression  (2.4-4)  should  be  modified  to 

Ps(e)  =  1  -  Z  Pr{i}  Z  h(jl)  Pr{-  =  -l-}  ’ 


-enc 


>-1 


where  h(nj  =  (^channels  equal  to  maximum) 

assuming  that  a  randomized  decision  is  made  when  there  is  a  tie.  For 
example,  if  three  channels  (including  the  signal  channel)  are  equal  to  the 


(2.4-5a) 

(2.4-5b) 
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2.4.2  Explicit  Form  of  Error  Probability. 

Interchanging  the  summations  in  the  probability  of  a  correct  symbol 
decision  gives 


ps(0  =  ]T  h(n)  Y  Pr{-}  Pr{-  =  nl  i}  • 


(2.4- 


neQ 
—  c 


Now,  since  the  jamming  event  vector  is  related  to  the  jamming  event  matrix 


[v]  by 


(2.4- 


where  is  the  kth  column  of  [v],  the  summation  over  can  be  replaced  by 


Y  Y  Y  p  r t  V  J .  p  r  { =  n.  I  [  V  ]  > 


^  !i2 


y  Pr{v_i)^Pr{v2}. .  Pr{v^}Pr{d^=n_| Vi  ,v^ , . . .  ,v^ }. 


In  this  expression  we  use  the  fact  that  the  {v^}  are  statistically  independent 
It  is  also  true  that  the  individual  hop  decisions  {d^}  are  independent,  so 
we  can  expand  (2.4-8)  further  to  obtain 


Y  Pr{vi }  Pridjlvj)  Y  Pr{^>-}  Pr^|v2> 


jlIi 


* 


I'***:  Aifci. 
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where  5(ajb)  is  a  vector  version  of  the  Kronecker  delta  function: 


6(a,b)  6 


1  if  a  =  b 
0  if  a  f  b  . 


(2.4-10) 


Recognizing  that  the  sums  over  the  individual  {v^}  are  simply  averages,  we 


can  write 


P _(e)  «  1  -  V  h(n)  Pr{d, }  Prfc^}  ...  Pr{d  }  £(d,n),  (2.4-11) 

s  *  L 


where  Pr{d^}  for  the  kth  hop  is  the  average  of  the  (discrete)  probability 
distribution  for  the  hop  decision  over  the  jamming  events  for  the  kth  hop, 

Vi*  Assuming  without  loss  of  generality  that  the  first  channel  is  the 
signal  channel,  these  averages  are 

Pnd^  =  Di>  =  p  =  1-Ps(e;y,j|-  '  f  *  fT’  L=1)  "  1_P1  (2*4'12a) 

o  '  J 


Pr(^  =  D^}  =  q  =  ( 1  -  p )  /  (M-l) 

=  P]_/ (M-l ) ,  m2. 


(2.4-12b) 


Finally,  using  the  function 


1  if  n  efi. 
H(n)  ■  ~  ' 

0  if  n  e  fi _ 


(2.4-13) 


t  mi**.' 
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as  a  "mask"  for  the  correct  decisions,  we  can  write  (2.4-11)  more  explicitly  as 

L  L  l. 

V.).l-E  ^  H(n_)h(n)  ^  n^.n,,, . . .  ,n^  pn  1  qL_r,l 

nj=0  n2=0  nM=0 

X _ - _  _ _ ' 

I  ni  =  L 


L  ni  i 

Z  Z  •"  Z  h(n)  (vV-nN)Al',|‘1lni. 

nl=0  n2=0  n  =0  7  1 


i.L). 


(2.4-14) 


2.4.2. 1  Special  case:  L  =  2. 

For  L  =  2,  (2.4-14)  reduces  to 


Es  Es  ,  _m  _  ,  _2 


Pc(©»Y*Mt|j  ,  L  2)  =  1  -  p  -  (M-l)pq 


•M  ’  N 
H0 


=  1  -  p"  -  p  P1  =  Px 
,  Ec  1  R 

=  P  ( e ■  v  i  2 1  1.1). 

s;e>  r’  2  Nq  ’  2  Nj  »  '* 


(2.4-15) 


that  is,  the  hard  decision  receiver  is  uniformly  3  dB  worse  for  L  =  2  than  for 
L  =  1,  for  any  value  of  M. 

2. 4. 2. 2  Special  case:  L  =  3. 

For  L  =  3,  (2.4-14)  reduces  to 


Es  Es 


P>;y,  VT,  XT  .  L=3)  =  i^T  P?(2M  -  1  -  MP. ) , 


V  N0 


M-l  1' 


(2.4-16a) 


pi =  ps(e;7’  \r0  L=1) 


(2.4-160) 
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2.4. 2.3  Special  case:  L  =  4. 

For  L  =  4,  (2.4-14)  reduces  to 

Ps^e;Y,N^  ’  *  L  =  =  M^T  P1 


3  +  m"^3m2_9M+4)  '2M*  Eft  pi 


with 


P1  =  Ps^S;y’  4  Nq  ’  4  Nj  ’  L=1^ 


(2.4-17a) 
( 2 . 4- 17b) 


Note  that  for  M  =  2,  (2.4-16a)  and  ( 2 . 4- 17a )  both  give  P$  =  P^(3-2P^) ;  this 
implies  that  the  L  =  4  hard  decision  performance  is  uniformly  10  log^Q  (^-)  = 
1.25  dB  worse  than  that  for  L  =  3  when  M  =  2. 

2.4. 2.4  Special  case:  M  *  2. 

For  M  =  2,  (2.3-14)  reduces  to 


Pb(e)  - 


1  - 


L 


>"1  aL'nl  -  l  I  L 


L/2 


pl/2  qL/2^  L  eyen 


vW 


(2.4-18) 


1. 

•I 


,"1  qL_nl  ,  L  odd. 


n.j=(L+l)/2 
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3.0  FH/RMFSK  PERFORMANCE  USING  SQUARE-LAW  LINEAR  COMBINING  RECEIVER 

In  this  section  we  consider  the  case  of  the  generic  receiver 
shown  in  Figure  2.2-1  when  the  envelope  samples  are  processed  using  the 
function 

^xmk^  ~  xmk  "  zmk.  (3.0-1) 

That  is,  the  decision  statistics  {z  1  are  the  unweighted  linear  combinations 

m 

or  sums  of  samples  of  the  squared  envelopes  in  each  channel  over  multiple  (L) 
hops.  For  non-hopping  systems,  this  receiver  is  known  to  give  good  performance 
when  the  signal  is  subject  to  Rayleigh  fading,  L  being  the  order  of  diversity 
which  can  be  chosen  to  optimize  performance  for  a  given  SNR. 


3.1  ERROR  PROBABILITY  ANALYSIS 

In  Section  2.2  it  was  shown  that  the  envelope  samples  (x^lare 
amk  t1nies  3  Rl'cian  random  variable  for  the  signal  channel  (m=l)  and  o  ^ 
times  a  Rayleigh  random  variable  for  the  non-signal  channels  (m>l),  where  the 
value  of  depends  upon  whether  the  channel  is  jammed  or  not.  Therefore, 
for  the  square-law  linear  combining  FH/RMFSK  receiver,  the  hop  decision 
statistics,  which  are  the  squares  of  the  envelope  samples,  are  a times 
chi-squared  random  variables  with  two  degrees  of  freedom.  For  the  signal 


channel  the  noncentrality  parameter  is 

xk  =  2pk  ■  2S/cfk  _ 


(3.1-1) 


The  probability  density  function  (pdf)  for  the  signal  channel 


samples  is 


flz.l((-JiV'4)  'rr-exp  |‘pk  -fr  I  W  2r-kt,/ikK  (3-1_2: 


while  that  for  the  non-signal  channel  samples  is 
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and 


i 

exp  | 

ot 

1 

»  ,  m>l. 

2<4 

2a\ 

mk 

3.1.1 

Distribution 

of  the 

Decision  Statistics, 

(3.1-3) 


rhe  accumulated  decision  statistics  {^1  can  be  expressed  as 

Z1  =  Z  alkx2(2;Xk}  (3. l-4a) 

k=l 

L 

2™=I^2(2)  I3'1-415' 

k=l 


where  x2(n)  denotes  a  chi-squared  random  variable  with  n  degrees  of  freedom  and 
x2(n;x)  denotes  a  noncentral  chi-squared  random  variable  with  n  degrees  of 
freedom  and  a  noncentrality  parameter  X.  It  is  well  known  that  sums  of 
equally  weighted  chi-squared  variables  yield  chi-squared  variables: 


t  *2(vV  = 

k=l 


(3.1-5) 


This  fact  can  be  applied  to  (3.1-4)  by  recalling  that  for  a  given  jamming  event, 
£.  out  of  L  hops  in  a  given  channel  are  jammed.  Thus 


z 

l 


ffgx2I2(L-t,)j  Z(l-lt)S/o2)  +  aT2x2^2t!  ;  (3. l-6a) 


and 


2m  •  o2  X2  [Z(L-^mn  +  of  v2(2tm),  m  >  2.  (3.1-6b) 

In  Appendix  A  it  is  shown  that  the  pdf  for  the  normalized  variable 
ui  =  is 


3-2 


m 
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(  Px2(a;  2L,  2Lpn)  ^  “  0; 


-  < 


using 


and  where 


y  p  zk/Ki  2L,  2LPj),  Hi  =  L; 


£  cnpx2[a;  2L  +  2n,  2(L-*.1)pm1  , 
n=0 


0  <  «-1  <  L; 


S/'o^j  ,  Qj  =  S/oj  ,  K  =  oZj  /a2^ | 


l  /l’1 


-ill  PT 


XT 


ii  il. 


(3. l-7a) 
(3. l-7b) 

(3. l-7c) 


( 3 . 1 - 7d ) 
(3. l-7e) 


In  (3.1-7e),  the  function  is  the  generalized  Laguerre  polynomial. 

For  the  non-signal  channels,  substitution  of  -  pj  =  0  in  (3.1-7) 

2 

yields,  for  um  =  zm/cN  (m  >!)♦ 


pu  (<0 

m 


=  < 


where 


Px2(a;2L),  nm  =  0; 
i  px2(a/K;2L),  =  L; 

oo 

V  bn  Px2  (a;2L+2n) ,  0<tm<L; 


bn  = 


n=0 


K-l  l"  /  1  \  m  (  H^m-1 


*)  ({) 


( 3 . 1 -8a ) 
(3. l-8b) 
(3.1-8c) 


(3.1-8d) 


In  (3.1-7)  and  (3.1-8)  the  chi-squared  pdfs  are,  for  2n  degrees  of  freedom. 


1  (n-1  )/2  ,  . 

~  2  "  (jo  ) 

(3.1-9a) 

(  -/2)"'1/  r(n) ,  r.  =  0 

(3.1 -9b ) 
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where  I  (x)  is  the  modified  Bessel  function  of  the  first  kind  and  order  m 
m 

and  r(.)  is  the  gamma  function. 

3.1.2  Formulation  of  the  Conditional  Error  Probability. 

From  Section  2,2,  the  conditional  symbol  error  probability  is 

Ps(e|[v])=  Fs(e  |  £j»£,2»  •  •  • 

■  1  -  Pr  (z2<z1,z3<z1,. . .  ,zM<z1|U 
=  1  -  Pr{u2<u1,u3<u1>...  ,u  <Uj | M 

«  1  .  Jd'.p  (a)ir  f  \P  <e  ).  ( 

n  i  m=  9  u  m 


From  (3.1-8)  and  (3.1-9), 


1  -  r(L;a/2)/r(L),£m  =  0; 


:L(ct;£m)d/dBm  pu  (0m)=  {  1  *  p(L;a/2K)/r<L)  =  L; 

Jo  m  V" 

1  '  L  b  r(L+n;a/2)/r(L+n), 

'  r\ 


o<£  <L; 

m 


(3.1-10) 


(3.1-lla) 
(3.1-llb) 
(3.1-1 lc ) 


where  r(n;t) is  the  incomplete  gamma  function, 


( n ;  t ) 


j  .  -x  n-1 
dx  e  a 


n-1  r 
-t  tr 


r<->  I  • 

r=0 


(3.1-12) 


Formally,  (3.1-10)  can  oe  written 


PsU!i) 


-J  dapu(c)  [Fl(o;  0)]"°  [  FL(a;  l)]n‘...(FL(»;  L )  1  L  ,  (3.  l-13a> 


where  n^  is  the  number  of  non-signal  channels  with  »<m=i ,  and  it  is  true  that 


n0  +  nj  +  ...  +  n,  -  M  -  1  • 


(3 . 1- 13b ) 


vie 
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3.1.3  Powers  of  Non-Signal  Channel  Probabilities. 


We  now  show  that  the  probabilities  F^(a;  st^)  in  the  general  expression 
(3.1-13a)  can  be  written  in  terms  of  power  series. 


For  =  0,  from  (3.1-11)  and  (3.1-12) 


[Fl(o;  0)] 


1  -  e 


lr>  r 

_a/2  ^ 
r=0 


rn=0  \  Q 


"o\,  'o  -roa/2 


(-1)  0  e  0  '  Y.  ^ 


ro  --V72  r°^11  CV  V  aY 


V°  v° 


where  the  coefficients  C(k^,  r^ )  are  [1,  Appendix  4A]  the  functions 


C(0,  r)  =  1 


min(k.L-l) 


JU  Jl  /  y  v 

r> =  f  z  © 


[  (r+l)n  -  k]  C(k  -  n,  r) , 


(3. l-15a) 


(3.1-15'b) 


k  >  0  ,  L  >  2. 


For  example,  when  L  =  2  the  coefficients  are  simply 


C(k,  r)  =  (r  +  1  -  k)  C(k  -  1 ,  r) 
=  r !/(r -  k) ! 


(3.1-16a) 


so  that  the  series  raised  to  the  r^  power  is 
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V-  .  o  .  -  el 

tU  ko!(rc-ko5T  V2/1 


=  ( l+a/2)  u 


(3.1**  16b ) 


as  required. 


Similarly,  for  =  L,  we  find  that 


(3.1-17) 


using  the  same  C(k,  r)  function  as  for  i  =0  . 

m 

For  0<nM<l,  L^2,  the  evaluation  of  the  probability  is  more  challenging, 
but  does  indeed  reduce  to  a  closed  form.  The  development  begins  by  recognizing 


=  1  -  e 


«  n+L-l 

-"/2  y  b  y  kn 

L-  n  1-*  r  1 
n=0  r=0 


=  1  -  e 


1 » 


I  Vi  L  Wrr 

n=0  r=0 


(3.1-18) 


where  b^  is  defined  by  (3.1-8d).  The  double  summation  in  the  last  term  can  be 

manipulated  in  the  following  way: 

00  n  /  n.  /  o  \  r+L  oo  oo  r4-l 


_n  (a/2) 


V  b 


(a/2 )' 


L.  n+1  Z-  (r+L):  =  L  L-  n+r+1  (r+L): 

n=U  r=U  vru;>  n=0  r=0 

-o  V'  /  K-1  Z+1  (a/2)r+L/r+Z\  _  , 


£  iKf)  (3J-19) 


The  hypergeometric  function  can  be  transformed  using  (2,  Fq.  15.3.5]  to  obtain 
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on  the  summation  were  zero,  the  summation  would  be  a  Taylor's  series: 


7  3—  ,  -  -n-!-  T  1F1(n+l; 

nV0  n:  (n+L-a):  1  1 

=  *  f-  in  f_d^ 

"  "(l-m:  L  n:  dxn 

n=0  L 

r  n 

a+b  y  (a+b) 

e  L.  nl 
n=0 


jFj (n+1 ;n+L-^+l ;b) 


a=r" \4  lFl(1;L-ttl;x) 


x  =  b 


therefore,  (3.1-22)  is  seen  to  be 


(a+b) 


(3.  l-23a) 


( 3 . 1 -23b ) 


.a/2  y  1  (a/2)n  y  /I  (a/2)n+L'£  t,-Lf  x  Ly  1  xr*| 

*  ■  2_  ~r  L  U )  — ?n —  dxn  x  Le  ■  L  ft  J  • 


X=(K-l)a/2K 


(3.1-24) 


Now,  substituting  (3.1-24)  into  (3.1-21)  and  the  resulting  expression  into 
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-  1  -  e 


-a/2 


-e 


L-H-l 

i  -  £-1 

Y'  (a/2)n 

l  -  (JL) 
U-iy 

L-t-n  r-t 

i  y 

rFb 

r=o 

(  K  \L'*  V" 

(a/2K)n 

2,-1-n  . 

V  l- 

y-v  ^ 

'  '  n=0 

n! 

L  \ 

r=0 

IzDl 


(K-l)rJ 


L-£+r-l\  /  -1 


K^T; 


(3.1-25) 


For  example,  if  L  =  2  and  %  =  1, 


■  >  -  *’■"  I'  ■  Al  ■•-’*(,' 


*0 


=  1 


K-l 


Ke 


rot/2K  .  e-a/2 


(3.1-26) 


By  direct  algebraic  calculation  of  (3.1-25),  it  can  be  shown 


that  F |^ ( a ,  i)  is  of  the  form 


F.  (a;  l)  =  1  -  - j — r 

L  (K-l)1"1 


■a/2K 


f,(a;  t,  L)  +  e-a/2f2(a;  n,  L)  ,  (3.1-27) 


where  f^a;  it,  L)  and  f2(cr,  i,  L)  are  the  polynomials  given  in  Table  3.1-1. 
Therefore 

\  r  i  r £ 

[fl(«;  oin*  -  y  (nr 


ro=0 


•1 


(K-l) 


L-l 


ra/2K  f  j  (a;  U  L)  +  e-a/2  f2(a;  *,  L) 


3-9 


TABLE  3.1-1  POLYNOMIALS  FOR  FL(ct;Jt) 


L 

£ 

fjCaU.L) 

f  ^  ( a ;  £ ,  L ) 

1 

0 

0 

1 

1 

1 

0 

2 

0 

0 

(K-l ) ( l+a/2 ) 

1 

K 

-1 

2 

( K-l ) ( l+a/2K) 

0 

3 

0 

0 

(K-l)2(l+a/2+a2/8) 

1 

K2 

-  j~2K-l+(  K-l  )cx/  2j 

2 

K(K-2)+(K-l)a/2 

1 

3 

( K-l )2[l+a/2K+a2/8K2] 

0 

4 

0 

0 

(K-l)3(l+a/2+a2/8+a3/48) 

1 

K3  -  [3K2- 

■3K+l+(2K2-3K+l)a/2+(K-l)2a2/8] 

2 

K3-3K2+K(K-l)a/2 

3K-l+( K-l )a/2 

3 

K3-3K2+3K 

+(K2-3K+2)a/2 

+(K-l)2a2/8K 

-1 

4 

( K-l ) 3( l+a/2K+a2/8K2 
+a3/48K3) 

0 
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(5)[ 


-i  f  i 

(K-l)1*1. 


IS  ,T. 


l\  -(r,-k,W2K-k„a/2 


e  '  l  i 


[f^a;  i,  L)]  £  £  [f2(a»  l,  Dl  .  0  <  l  <  L, 


(3.1-28) 


and  the  power-  of  the  polynomials  can  oe  expressed  as  a  higher  order  polynomial: 


\  *  K.  k0  r — '  P  Q 

i  *  1  [f2i  *  -  y.  d(pn)  ia/2)  ■ 


(3.1-29) 


The  coefficients  d(p)  are  given  in  Table  3.1-2  for  L  up  to  4. 

3.1.4  Expectation  Over  Signal  Channel  PDF # 

Substitution  of  the  powers  of  the  non-signal  channel  probabilities  into 
the  conditional  probability  of  symbol  error  equation  yields  the  lengthy  ex¬ 
pression  given  in  Table  3.1-3.  The  remaining  analysis  requires  obtaining  the 
expectation 


da  P„  (a)  e"a°a/2(a/2)bo  =  f  e‘aui/2  /-HUb° 


(3.1-30) 


where  a0  and  b0  are  given  in  Table  3.1-3.  From  (3.1-7a),  when  the  signal  channel 
is  not  jammed  (jtj  =  0),  the  pdf  p  (a)  is  a  straightforward  noncentral  chi- 
squared  pdf,  and  the  expectation  is 


oo 

J  daPx2(a;  2L,  2LP n  )  e'a°a/2  (a/2)bc 


qFmgarn  ■jv'-ts  -  r  °t  'rVi—-fT'  vr  i 


TABLE  3.1-2  COEFFICIENTS  FOR  EQUATION  (3.1-29) 


Kri'fcl  <-l)k! 


(K3  )rl  'kl  ( - L ) kl  (3K2-3K+l)kl  •  g(p) 


where  g(O)  =  1 ,  g(  1 )  =  lq  * 


2K  -3K+1 
0K2  -3K+1 


1  l  t  2K2  -3K+1  ,  , . 

g(n)  =  —  (ki+l-n)  •  -  *  g(n-l) 

3K2  -3K+1 

(  k*  1  /  2  I 

+  [  2(ki+l )-  n]  — r -  ’  g(n-2)  ,  n  >  2 


3K  -3K+1 


2r2-2k2-p 


(K-l) 


ralp(p,  k2) 


q  =  max(0,  p-r2+k2)V  p_ct  /  V q 


>"2  -  k2 \  /  k2 


•  (K-3)r2"k2'P+q  (3K-l)k2‘q  Kq 


3  2(r,-k3)  (-l)k3(K3-3l(!+3K)r3"k3  g(p) 


where  g(0)  =  1,  g(l)  =  (r3-k3) 


K2-3K+2 

K3-3K2+3K 


1  K2-3K+2  , 

g(n)  -  (r3-k3  +  l-n)  • -  ’  9(n-l) 

(  K3-3K2+3K 

( k_  1  )2  /2K 

+  [  2(r3-k3  +  l)-n]  •  — 3 — ~z -  ’  g(n-2)  ,  n  >  2 

K  -3K  +3K 
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where  x  is 
degrees  of 
needed  are 


where  £  a  ( 
n 


da  e 


-LpN-(l+a0)a/2  a 


(L-D/2 


,2L"n. 


■Lpwao 


.  _  x  ~b o~L 


=  exp( - —  )(l  +  a0) 

l+af 


jx  0 ( ^+a o ) "^/ 2 


x  1(L'1)/2  .  0 

^-lWl+an  Az> 


2Lpj^/  ( l+a0) 


-Lp..a0  \  _ k  .I 

:  exp  l  —  (l+a0) 


x\c 

1+17/ vlTd°'  -  •  ti^j 


(3.1-31) 


distributed  as  a  noncentral  chi-squared  random  variable  with  2L 
freedom  and  noncentral  parameter  21^/ (l+a0) .  The  moments 


(3. l-32a) 

(3. l-32b) 


)  is  the  generalized  Laguerre  polynomial.  Thus  for  the  case  of 
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Hi  =  0,  the  integral  in  (3.1-30)  becomes  the  quantity 


'V0 


b°;  /-i 

(l*af,)b°+L 


In  a  similar  way,  when  all  the  hops  in  the  signal  channel  are 
jammed  (Hj  =1),  the  integral  in  (3.1-30)  becomes 


LPTKa0\  Kb°b0:  ^l-1 

1+Ka0  /  (l+Ka0)to+L  b° 


LpT 

1+Ka0 


(3.1-33) 


(3.1-34) 


Now,  when  the  signal  channel  is  jammed,  but  not  on  every  hop 
(0<  Hj  <L) ,  the  channel  pdf  is  a  series  of  weighted  noncentral  chi-squared  pdfs, 
as  shown  previously  in  { 3 . 1- 7c ) .  This  expectation  (3.1-30)  yields 


(L-S-i  )oNa^ 


]£‘n 


i-i  r  c L - 2- 1 ) p i 


(l+an )b°+L+n  bn 


•  ,  (3. 


1-35) 


where  the  weights  (c^ }  are 


cn=  e 


”  ^lPT  (  If 
1  K 


(3.1-36) 


In  order  to  reduce  (3.1-35)  to  a  finite  summation,  it  is  necessary  to  seek  an 
identity  for 


X>"  ^(x)ij+k(y). 


(3.1-37) 
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To  accomplish  this  objective,  we  note  that  [3,  eq.  8.970.1] 


rk(y)  S  :W’'k  4  (e'y  yr+n+k)i 


(3.1-38) 


substituting  in  (3.1-37)  yields  the  development 


;Wk  Z  (D 

n=0 


-ip-  (e"y  yrtntk) 
<fy 


?y  y~k  ^l[e-z  zr+k 

rl  3zr 


z  (^<*> 


y  -k  ' 

Z 

q=0 


' r\  9r-q  /  -z  _r+k\  9q 


5)  -Hq-  <*-z  *"*>  ^  L  <t>  <  <*> 

'  92  q  9ZH  n=0 


y/k  x;  ^ktq  ^?wZ(?) 

q=0  n=q 


Vq  4a  M 


n-q  ! 


(3.1-39) 


The  second  summation,  when  manipulated,  gives  the  result 


A\q  V  (n+q)i  /Az\"  ^  (x) 

y)  n!  \  y  /  n+qkX' 

n=0 


A\q  y  /Az\"  (n+g+a)  1 
y )  L.  \  y  )  n!  a! 
n=0 


;-n  -  q;  a  +  1;  x) 
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if  **  t  (f)"  a+l*  -I 


yf*x  t  (fl  &  i  l4 


[n+q+a-Hn)! 
(a+m) ! 


If**  I 

m=0 


(If**  ^  (l-Az/yf-4'1  iF^q+.+li  .+1; 


A\q  P1.y-Az  •! _  q,  J*  _2f_)  . 

y)  ,  .  q+a+l  q'  1  y-Az/ 

(1-Az/y) q 


After  substitution  in  (3.1-39),  we  find  that 


£  a"  (x)  f"+k(y) 


(l-Aj* 


«■{&)  I  (rs)"  <+S  <*>  ^  (pk 


(3.1-40) 


(3.1-41) 


^-^■ar^w«^^irj^-^rwCTW^j^7WWCTgwr--»vw»-rrB- 


J.  S.  LEE  ASSOCIATES,  INC. 


•V'4 

>3 


i 


3.2  NUMERICAL  RESULTS 

3.2.1  Soft-Decision  Receiver , 

Numerical  results  were  obtained  using  two  computational  methods.  In 
regions  where  the  series  converge  rapidly  enough,  the  form  given  in  Table  3.1-3 
and  equation  (3.1-42)  was  used  for  the  computations.  However,  the  presence 
of  the  term  (K-l)^  in  the  denominator  of  several  terms  causes  difficulty 
when  K  is  nearly  equal  to  1.  In  these  cases,  and  on  other  occasions  when 
round-off  errors  became  excessive,  the  computations  were  performed  by  direct 
numerical  integration  0*  (3.1-10)  using  the  densities  (3.1-7)  and  (3.1-8) 
and  the  identity 


1  -  f  da  p(a)  g(ot)  =  f  da  p(a)  [l-g(a)  ] 

>o  yo 

which  holds  for  all  density  functions  p(a)  for  which  p(u)  s  0  if  a  <  0, 
and  hence  by  the  properties  of  a  p.d.f. 


(3.2-1) 


da  p ( a )  =  1.  (3.2-2) 

Then  (3.2-1)  follows  immediately  from  the  fact  that  integration  is  a  linear 
operation.  The  form  on  the  right-hand  side  of  (3.2-1)  has  the  computational 
advantage  that  only  the  integrand  need  be  computed  to  high  accuracy,  rather 
than  the  integral.  For  example,  if  Ps(e)  =  10"^  and  we  desire  4  significant 
digits  in  the  answer,  than  the  integral  on  the  left-hand  side  must  be  computed 
numerically  to  8-digit  accuracy  (e.g.  0.9999xxxx)  in  order  to  leave  4  non-zero 
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correct  digits  after  subtracting  from  1.  But  if  we  use  the  form  on  the 
right-hand  side  of  (3.2-1)  we  could  demand  only  4-place  relative  accuracy 
from  the  numerical  integration;  the  burden  of  many-place  accuracy  is  placed 
only  on  the  function  g(*)»  which  is  usually  much  simpler  and  faster  to  compute 
then  the  overall  integral.  A  listing  of  the  computer  program  is  given  in 
Appendix  D. 

In  Figures  3.2-1  through  3.2-4  we  show  the  bit  error  probability 

as  a  function  of  bit  energy-to-jammi ng  density  ratio  with  jamming  fraction  y 

as  a  parameter  for  the  case  of  M=2  (binary  FSK)  and  1=1, 2, 3,  and  4  hops  per 

symbol  (bit),  respectively.  In  these  figures  the  ratio  of  the  bit  energy  to 

thermal  noise  density  is  set  at  13.3525  dB,  which  corresponds  to  a  bit  error 
-5 

probability  of  10  for  one  hop  per  bit  in  the  absence  of  jamming.  We  note  that 
for  a  given  E^/Nj  ratio  there  is  an  optimum  value  of  y  which  maximizes  the 
jammer's  effectiveness.  Furthermore,  an  incorrect  choice  of  y  by  the  jammer 
can  reduce  the  effectiveness  (as  measured  by  the  communicator's  bit  error 
probability)  by  possibly  as  much  as  two  orders  of  magnitude. 

Figure  3.2-5  shows  the  envelopes  of  the  curves  in  Figures  3.2-1 
through  3.2-4,  which  represent  the  performance  of  the  square-law  combining 
receiver  in  worst-case  partial-band  noise  jamming.  We  note  that  increasing 
L,  the  number  of  hops  per  bit,  consistently  degrades  the  performance.  This 
implies  that  the  noncoherent  combining  loss  dominates  over  any  diversity  gain 
effects. 
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M=2  L=  1 
Eb/N0=13.  3525  dB 
2400  SLOTS 


Y  =  0.05 


0.02 


1 

0.00 

5 

y  =  0.002 


0.  00 

BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  (dB) 

FIGURE  3.2-1  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  FOR 
SQUARE-LAW  COMBINING  RECEIVER  WITH  M  =  2  AND  L  =  1  HOP/SYMBOL, 
2400  HOPPING  SLOTS,  AND  E^/Nq  =  13.3525  dB  (FOP.  10"5  BER  WITH¬ 
OUT  JAMMING  WHEN  L  =  1)  WITH  JAMMING  FRACTION  y  AS  A  PARAMETER 
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BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  (dB) 

FIGURE  3.2-2  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 
FOR  SQUARE-LAW  COMBINING  RECEIVER  WITH  M=2  AND  L=2  HOPS/SYMBOL, 
2^00  HOPPING  SLOTS,  AND  E^/Nq  =  13.3525  dB  (FOR  10"5  BER  WITH¬ 
OUT  JAMMING  WHEN  L-l)  WITH  JAMMING  FRACTION  y  AS  A  PARAMETER 
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FIGURE  3.2-3  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 
FOR  SQUARE-LAW  COMBINING  RECEIVER  WITH  M=2  AND  L=3  H0PS/SYM60L 
2400  HOPPING  SLOTS,  AND  E^/NQ  =  13.3525  dB  (FOR  10"5  BER  WITH¬ 
OUT  JAMMING  WHEN  L=l)  WITH  JAMMING  FRACTION  y  AS  A  PARAMETER 
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FIGURE  3.2-4  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 
FOR  SQUARE-LAW  COMBINING  RECEIVER  WITH  M=2  AND  L=4  HOPS/SYMBOL, 
2400  HOPPING  SLOTS,  AND  Eb/N0  =  13.3525  dB  (FOR  10“5  BER  WITH¬ 
OUT  JAMMING  WHEN  L=l)  WITH  JAMMING  FRACTION  y  AS  A  PARAMETER 
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BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  (dB) 


FIGURE  3.2-5  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 
FOR  SQUARE-LAW  COMBINING  RECEIVER  AND  M  =  2  WITH  NUMBER  OF 
HOPS/BIT  AS  A  PARAMETER  IN  PRESENCE  OF  WORST-CASE  PARTIAL- 
BAND  NOISE  JAMMING 
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Similar  results  for  the  case  of  M=4  are  shown  in  Figures  3.2-6 
through  3.2-9  for  L=l,2,3,  and  4  hops/symbol,  respectively.  Again  we  note 
that  the  jammer  must  carefully  choose  the  proper  partial -band  fraction  or  risk 
reducing  his  effectiveness  by  more  than  an  order  of  magnitude.  We  also 
observe  that  full-band  jamming  (y'I.O)  is  not  optimum  until  the  jamming  becomes 
very  strong,  i.e.  Eb/Nj  <  0  dB. 

Figure  3.2-10  shows  the  envelope  of  the  curves  in  Figures  3.2-6 
through  3.2-9,  which  gives  the  performance  in  worst-case  partial-band  noise 
jamming.  We  note  that  increasing  the  number  of  hops  per  symbol  consistently 
degrades  the  performance  of  the  4-ary  system,  just  as  it  does  for  the  binary 
system. 

Finally,  Figure  3.2-11  shows  the  worst-case  partial-band  noise 
jamming  performance  of  the  square-law  receiver  for  L=1  hop/symbol  and  M=2,4, 
and  8.  We  observe  that  for  strong  jamming  increasing  M  from  2  to  4  provides  a 
very  small  performance  improvement;  but  further  increase  to  M=8  degrades  the 
performance.  This  behavior  is  similar  to  that  of  a  block-hopping  system  in 
tone  jamming  [1.  Section  8]. 
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FIGURE  3.2-6  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 

FOR  SQUARE-LAW  COMBINING  RECEIVER  WITH  M  =  4  AND  L  =  1  HOP/SYMBOL, 
2400  HOPPING  SLOTS,  AND  E^/Nq  =  10.606573  dB  (FOR  10"5BER  WITH¬ 
OUT  JAMMING  WHEN  L  =  1)  WITH  JAMMING  FRACTION  y  AS  A  PARAMETER 
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FIGURE  3.2-7  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 

FOR  SQUARE-LAW  COMBINING  RECEIVER  WITH  M  =  4  AND  L  -  2  HOPS/SYMBOL, 
2400  HOPPING  SLOTS,  AND  Eb/NQ  *  10.606573  dB  (FOR  10~5BER  WITH- 
JAMMING  WHEN  L  =  1)  WITH  JAMMING  FRACTION  y  AS  A  PARAMETER 


3-28 


PROBABILITY  OF  BIT  ERROR 


3-29 


PROBABILITY  OF  BIT  ERROR 


FIGURE  3.2-9  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  FOR 
SQUARE-LAW  COMBINING  RECEIVER  WITH  M  =  4  AND  L  =  4  HOPS/SYMBOL, 
2400  HOPPING  SLOTS,  AND  E^/Nq  =  10.606573  dB  (fOR  10-5BER  WITH¬ 
OUT  JAMMING  WHEN  L  =  1)  WITH  JAMMING  FRACTION  y  AS  A  PARAMETER 
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BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  (dG) 


FIGURE  3. 


2-10  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 
FOR  SQUARE-LAW  COMBINING  RECEIVER  AND  M  =  4  WITH  NUMBER  OF 

HOPS/SYMBOL  AS  A  PARAMETER  IN  PRESENCE  OF  WORST-CASE  PARTIAL- 
BAND  NOISE  JAMMING 


PROBABILITY  OF  BIT  ERROR 


FIGURE  3.2-11  WORST-CASE  PARTIAL-BAND  NOISE  JAMMING  PERFORMANCE  OF  FH/RMFSK 
RECEIVERS  FOR  L  -  1  HOP/SYMBOL  AND  M  =  2,  4,  S  WHEN  E./Nq 
GIVES  A  10"5  BER  WITHOUT  JAMMING 
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3.2.2  Hard-Decision  Receiver 

In  this  subsection  we  apply  the  explicit  form  of  the  error  probability 
expression  (2.4-14)  to  evaluate  the  symbol  error  probability,  P$(e)«  'for  a 
square-law  receiver  with  hard  decisions.  We  consider  M-ary  cases  of  M=2,4,  and 
8  with  L  values  (hops  per  symbol)  ranging  from  one  through  five.  The  worst- 
case  or  maximum  probability  of  error  is  obtained  by  computing  Ps(e)  upon  varying 
the  number  of  noise  jammed  hopping  slots  q',  for  an  FH/RMFSK  system  comprised  of 
2400  hopping  slots;  i.e.  a  partial -band  noise  jamming  (PBNJ)  model. 

We  first  present  plots  of  numerical  results  for  P(e)  versus  the  variable 

E^/Nj  with  thermal  noise  (E^/Ng)  as  a  parameter.  Practical  values  of  E^/Ng 

-5 

were  chosen  for  which  the  probability  of  error  becomes  10  in  the  absence  of 
jamming.  These  values  are:  13.35247,  10.60657,  and  9.09401  dB  for  M-ary 
signalling  alphabets  of  M=2,  4,  and  8  respectively.  Corresponding  performance 
plots  are  shown  in  Figures  3.2-12  to  3.2-14. 

A  comprehensive  view  of  Figure  3.2-12  (M=2)  reveals  that  all  five 
of  the  L.  error  curves  could  be  grouped  into  three  E./N.  regions  of  relative 
jamming  strength:  (1)  below  11  dB  (strong),  (2)  11  dB  to  28  dB  (medium),  and 
(3)  beyond  28  dB  (weak).  Within  the  strong  jamming  region,  we  see  a  consistent 
P(e)  L-curve  ordering  of  4, 5, 2, 3,1  and  a  4, 2, 5, 3,1  ranking  in  the  weak  region. 

The  region  defined  as  medium  strength  jamming  exhibits  "cross-overs"  of  the 
various  L  P(e)  curves.  Similarly,  for  M=4  (Figure  3,2-13)  and  M=8 
(Figure  3.2-14)  this  same  three-region  behavior  exists  as  follows: 


3-33 


PROBABILITY  OF  BIT  ERROR 


Eb/N0=13.  35247  dB 
Worst-Case  PBNJ 
#  of  F-H  slots=24Q0 
M=2 

Hops  per  symbol: 


BIT  ENERGY-TO-JAMMING  NOISE  DENSITY  (dB) 

FIGURE  3.2-12  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 
FOR  SQUARE-LAW  COMBINING  RECEIVER  WITH  HARD  DECISIONS  FOR  M=2 
IN  THE  PRESENCE  OF  WORST-CASE  PARTIAL-BAND  NOISE  JAMMING  AT 
E. /Nri=13. 35247  dB  (FOR  10-5  BER  WITHOUT  JAMMING  WHEN  L=l) 


PROBABIL 


Eb/No=10.  60657  dB 
Worst-Case  PBNJ 
n  of  F-H  slots=2400 
M=4 

Hops  per  symbol: 


BIT  ENERGY-TO-JAMMING  NOISE  DENSITY  (dB) 

FIGURE  3.2-13  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 
FOR  SQUARE-LAW  COMBINING  RECEIVER  WITH  HARD  DECISIONS  FOR  M=4 
IN  THE  PRESENCE  OF  WORST-CASE  PARTIAL-BAND  NOISE  JAMMING  AT 
E,/Nn=10. 60657  d3  (FOR  10'5  BER  WITHOUT  JAMMING  WHEN  L=l) 
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Eb/N0=9.  09401  dB 
Worst-Case  PBNJ 
#  of  F-H  slots=2400 
M=8 

Hops  per  symbol: 
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FIGURE  3.2-14  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 
FOR  SQUARE-LAW  COMBINING  RECEIVER  WITH  HARD  DECISIONS  FOR  M-8 
IN  THE  PRESENCE  OF  WORSY-CASE  PARTIAL-BAND  NOISE  JAMMING  AT 
Eb/N0=9. 09401  dB  (FOR  10"5  BER  WITHOUT  JAMMING  WHEN  L=l) 
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Relative  Jamming  Region  of  Eb/Nj  (dB)  Values 

M  Strong  Medium  Weak 

4  <4  4  to  32  >32 

8  <6  6  to  38  >38  • 

The  ranking  of  the  L  P(e)  curves  for  both  M=4  and  M-8  in  the  strong  jamming 
region  is  5, 4, 3, 2,1  while  for  weak  jamming  a  5, 4, 2, 3,1  ordering  is  observed. 

It  is  plain  to  see  that  for  the  most  part  no  diversity  improvement 
is  realized  by  the  communicator  with  the  exception  of  a  portion  of  the  L=3  P(e) 
curve  in  medium  jamming  for  M=2  and  M=4.  This  general  behavior  can  be 
attributed  to  the  dominance  of  the  noncoherent  combining  loss  existing  for  the 
stated  thermal  noise  levels. 

A  somewhat  different  trend  is  noticed  when  the  effect  of  thermal  noise 

is  minimized.  Figures  3.2-15  through  3.2-17  show  P(e)  results  for  M=2,4,  and  8 

respectively  at  Eb/NQ  levels  of  20  dB.  Clearly,  the  regions  of  strong  and  weak 

jamming  are  now  quite  discernable  with  a  smaller  crossover  region  (medium  jamming) 

existing  among  the  L  P(e)  curves.  However,  we  do  notice  a  ranking  in  the  weak 

-5 

jamming  areas  that  differs  from  those  of  the  10  parameter  Eb/NQ  curves 
previously  presented.  Here  it  is  easily  seen  that  the  hard-decision  receiver 
is  uniformly  3  dB  better  for  L=1  than  for  L=2  as  described  by  (2.4-15)  for  any 
value  of  M.  Also,  a  form  of  diversity  improvement  is  realized  as  L  becomes 
greater  than  2  for  all  M-ary  cases  at  Eb/N j  values  of  more  than  about  12  dB. 
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Eb/N0=20.  00  dB 
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FIGURE  3.2-15  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 
FOR  SQUARE-LAW  COMBINING  RECEIVER  WITH  HARD  DECISIONS  FOR  M=2 
IN  THE  PRESENCE  OF  WORST-CASE  PARTIAL-BAND  NOISE  JAMMING  AT 
E. /NA=20  dB  (FOR  MINIMIZATION  OF  THERMAL  NOISE  EFFECT) 
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Eb/N0=20.  00  dB 
Worst-Case  PBNJ 
n  of  F-H  slots=2400 
M=8 

Hops  per  symbol: 
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FIGURE  3.2-17  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 
FOR  SQUARE-LAW  COMBINING  RECEIVER  WITH  HARD  DECISIONS  FOR  M=8 
IN  THE  PRESENCE  OF  WORST-CASE  PARTIAL-BAND  NOISE  JAMMING  AT 
E./Nft=20  dB  (FOR  MINIMIZATION  OF  THERMAL  NOISE  EFFECT) 
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The  case  of  M=2  is  an  exception  to  this  trend  for  L=3  and  1=4  as  explained 
in  subsection  2. 4. 2. 3  where  L=4  is  shown  to  be  1.25  dB  worse  than  that  for 
L=3. 

Thus  we  conclude  that  when  thermal  noise  is  minimized,  a  form  of 
diversity  improvement  does  exist  in  all  M  cases  for  E^/Nj  values  greater  than 
around  12  dB  for  L>2  hops  per  symbol. 

We  now  determine  the  optimum  number  of  jammed  slots  (Qmax)  which 
yields  the  maximum  probability  of  error  for  a  given  value  of  E^/Nj .  Figures 
3.2-18  to  3.2-20  show  such  plots  for  case  of  M=2,4,  and  8  with  L  values  ranging 
from  one  to  five.  It  is  seen  that  in  all  cases  a  definite  ascending  order  of 
the  L  Qmay  curves  exists  for  increasing  Eb/Nj  values  as  is  to  be  expected  for 
worst-case  jamming  calculations.  For  example,  in  Figure  3.2-18  (M=2)  we  see 
that  at  a  30  dB  E^/Nj  value,  the  Qmax  value  is  2  for  L=1  and  over  200  for  L=5. 

Also  in  Figure  3.2-18  we  note  the  "plateau"  effect  for  all  the  curves  at  Qmax 
equal  to  2400.  Now  the  breakpoint  at  which  each  individual  L-curve  falls  off  from 
the  "plateau"  represents  that  E^/Nj  value  for  which  full-band  jamming  (y=1.0)  will 
not  cause  maximum  probability  of  error.  We  can  also  characterize  each  L-curve 
behavior  of  Figure  3.2-18  as  per  three  definite  regions  with  respect  to  the  "slope" 
of  each  curve.  These  regions,  in  terms  of  Q_.w  values,  are:  (1)  2400  to  aboi.t 
900,  (2)  900  down  to  approximately  20,  and  (3)  below  20.  Note  that  distinguishable 
breaks  in  the  curves  below  20  are  due  to  the  smaller  quantized  values  of  Q  becoming 
more  discernable  for  the  lower  values  of  the  logarithmic  (3  v  scale. 

With  regard  to  Figures  3.2-19  (M=4)  and  3.3-20  (M=8) ,  we  see  an 

asymptotic  merging  of  the  L-curves  within  the  region  of  approximately  Qmax  = 

800  to  2400.  Below  a  0  of  about  800  we  have  two  more  noticeable  regions 

max 
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similar  to  those  in  Figure  3.2-18.  Additionally,  we  see  that  this  asymptotic 
merging  has  yet  to  reach  a  full -band  value  of  Qmax=2400  for  the  minimum  E^/Nj 
value  utilized  in  the  calculations.  Further  computations  (not  shown)  for  lower 
values  of  E^/Nj  reveal  the  following  points  at  which  the  L=1  curve  breaks  from 
the  Qmax=2400  (y=1.0)  value:  M=4  at  -149.0  dB,  M=8  at  -150.0  dB.  Hence,  in 
these  cases,  full-band  jamming  would  only  be  optimum  for  a  very  large  amount 
of  available  jamming  power. 

A  final  point  of  interest  is  shown  in  Figure  3.2-21  with  respect 
to  minimization  of  the  thermal  noise  component.  Here  we  see  that  for  the 
binary  (M=2)  case,  increasing  the  E^/Nq  value  over  that  used  in  Figure  3.2-18 
causes  the  L=5  curve  to  move  around  10  dB  (Eb/Nj)  lower  while  the  1=1  curve 
decreases  only  about  1  dB. 

The  results  indicate  that  the  hard  symbol  decision  receiver  can  be 
considered  an  ECCM  receiver  (for  sufficiently  high  E^/Nq),  while  the  linear 
combining  receiver  cannot.  Therefore,  it  is  not  diversity  as  such  that  yields 
an  ECCM  effect,  but  the  combining  technique.  Hard  decisions  (*>  form  of 
repetition  coding)  in  effect  limit  the  jamming  effects  on  a  given  hop  to  that 
hop,  whereas  with  linear  combining  a  single,  strongly  jammed  hop  can  dominate 
the  soft  decision. 
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4.0  FH/RMFSK  PERFORMANCE  USING  SQUARE-LAM  AGC  RECEIVER 

In  this  section  we  consider  the  case  of  the  generic  receiver  shown 


in  Figure  2.2-1  when  the  envelope  samples  are  processed  using  the  function 


f<W  ’  W  ' 


(4.0-1) 


That  is,  the  decision  statistics  {zm>  are  weighted  sums  of  samples  of  the  squared 
envelope  in  each  channel  over  multiple  (L)  hops. 

For  conventional  FH/MFSK,  where  the  symbol  frequency  slots  are 
hopped  together,  it  was  assumed  in  [1]  that  all  the  slots  are  jammed  or  all 
the  slots  are  not  jammed  on  a  given  hop,  and  the  weights  were  taken  to  be 


l/oz  ,  hop  not  jammed 
l/o|  ,  hop  jammed. 


(4.0-2) 


This  weighting  or  normalization  scheme  was  predicated  on  use  of  a  separate  channel, 
or  perhaps  a  look-ahead  scheme,  to  measure  the  noise  power  (perfectly)  on  each 
hop.  The  effect  of  the  weighting  is  to  de-emphasize  the  jammed  hops  in  the 
summations  . 

zm=Z  Zmk  ’  (4.0-3) 

k=l 

and  therefore  to  mitigate  the  effect  of  the  jamming  on  the  symbol  decision. 

For  FH/RMFSK,  in  general  the  different  symbol  frequency  slots  are 
independently  jammed  or  not  jammed  when  the  system  bandwidth  contains  power  from 
a  partial-band  noise  jammer.  In  Section  4.1,  we  discuss  several  normalization 
schemes  of  the  AGC  (adaptive  gain  control)  type.  The  performances  of  two 
of  these  schemes  are  analyzed  in  Sections  4.2  and  4.3.  We  also  consider 
the  effect  of  hard-limiting  the  hop  statistics  (z  .}  prior  to  combining. 
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4.1  POSSIBLE  AGC  WEIGHTING  SCHEMES  FOR  FH/RMFSK 

The  squared  envelope  samples  in  the  M  receiver  channels  on  a  given 
hop  are  weighted  chi-squared  random  variables: 

*lk  -  X2(2i  Alk  -  2S/ofk) 


(oN  +  vlk  x2[21  2S/(oN  +  VO11 


in  the  signal  channel,  and 

2  2  2 


xmk  'V  x'(2>  =  <°N  *  VJ1  X2(2).  >  1. 

in  the  non-signal  channels,  where 


Jmk 


1,  channel  m  jammed  on  hop  k 
0,  channel  m  not  jammed  on  hop  k. 


(4.1-la) 


(4.1-lb) 


(4.1-2) 


We  shall  consider  three  approaches  to  AGC  normalization,  as 
illustrated  in  Figure  4.1-1: 

(a)  Measurement  of  noise  power  in  the  M  de-hopped  channels  on 
each  hop  and  normalization  (division)  by  the  average  received  noise  power 
(variance)  in  these  channels. 

(b)  Individual  measurement  and  normalization  of  each  of  the  M 
channels  on  each  hop. 

(c)  Normalization  of  the  M  channels  by  the  same  amount,  depending 
on  whether  one  or  more  of  the  channels  are  jammed,  or  none  are  jammed. 

4.1.1  Average  AGC  Scheme. 

An  ideal  measurement  of  average  noise  power  in  the  M  channels  would 
yield  the  weights 
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FIGURE  4.1-1  POSSIBLE  AGC  NORMALIZATION  SCHEMES 
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wmk  5  wk  = 


°N  +  CJ 


I  Vmk/M 


(4.1-3) 


There  are  M  possible  values  to  these  weights.  After  normalization,  the 


{z  become 


zlk  *  Vlk  x2(2;2S/a|k) 

zmk  ^  Vmkx2(2)’  m>1* 


(4.1-4a) 
(4. l-4b) 


The  effective  weights  =  w^o^  on  the  chi -squared  variables  in  a  given  channel 
can  take  2(M-1)  values.  Therefore  the  decision  statistics  for  this  normalization 


scheme  have  the  form 
L 

2m\I  V2(2;*mk). 

k=l 


(4.1-5) 


The  distribution  of  sums  of  non-equally  weighted  chi-squared  random  variables 
is  extremely  difficult  to  compute.  For  this  reason,  it  is  not  feasible  to 
consider  calculation  of  the  error  performance  using  such  a  weighting  scheme. 
4.1.2  Individual  Channel  AGC  Scheme. 

Ideal  measurements  of  noise  power  in  each  of  the  M  channels  would 


yield  the  weights 


wnk  ■  <<4> 


(4.1-6) 


and  the  decision  statistics 


*1  =  y  x2(2'*lk^  =  X2(2L;a1) 
k=l 


(4. l-7a) 
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in  the  signal  channel,  where 
L 

*1  =  ^  Xlk  =  (L-*i),2S/aN  +  &x*2S/°f  ’  (4. l-7b) 

k=l 

and  in  the  non-signal  channels, 

L 

zm  =Y.  x2(2)  =  x2(2L)'  (4.1-7C) 

kal 


Thus  whatever  else  the  merits  of  this  normalization  scheme  may  be,  it  yields 
decision  statistics  which  are  purely  chi-squared  random  variables  with  2L 
degrees  of  freedom.  In  fact,  from  (4.1-7)  wc  observe  that  the  discernable 
jamming  events  are  characterized  solely  by  the  number  of  hops  jammed  in  the 
signal  channel,  2.^. 

4.1.3  Any- Channel -Jammed  AGC  Scheme. 

This  scheme  takes  the  approach  that  if  any  of  the  channels  on  a 
given  hop  is  jammed,  then  all  the  channels  are  normalized  by  a|  =  t  a^; 
otherwise  they  are  all  normalized  by  o^.  Expressed  mathematically,  the 
weights  are 

M 


(osr1,  Z'w  * 0 

m=l 

(a|)_1,  otherwise. 


The  result  of  this  approach  is  that  the  hop  statistics  fall  into  three 
categories: 

(a)  channel  not  jammed,  normalized  by 

(b)  channel  not  jammed,  normalized  by 

(c)  channel  jammed,  normalized  by  o|. 
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If  we  define  £0  as  the  number  of  hops  on  which  at  least-one  of  the  channels 
is  jammed,  we  find  that  in  channel  m  (m=l,2,. . . ,M)  there  would  be 

*  (L-£0)  hops  with  noise  power  normalized  by 

*  Uo-£m)  hops  with  noise  power  normalized  by 

*  hops  with  noise  power  o|  normalized  by  o| 

Therefore,  for  a  given  £0and  jamming  event  vector  _£  =  Ui  ,£2 , . . .  » 

the  decision  statistics  would  have  the  following  distributions: 

Z1  *  X2[2(L-£0);2(L-£0)S/aj^  +  (a^/a|)x2  [2(£0-£i  )  ;2(  £0-£i  )S/ag] 

+  X2 [2ii ;2£1S/a|] 

=  x2[2(L+£!-£c) ;2(L-t0)S/oJ  +  2t1S/a^] 

+  K  1x2[2(^0-^1);2(i0-^i)S/a2] ,  j ij  f  £0;  (4. l-9a) 

and 

zm  *  X2 [2(L-£0) ]  +  (o^/o|)x2[2 Uo-%,)]  +  X2(2£m) 

=  x2[2(L+£m-£0)l  +  K"1x2[2(£C-£m)],  m  >  1;  £m  ?<  z0.  (4.1-9b) 

When  £m  =  £0  the  case  of  noise  power  og  normalized  by  al  does  not  occur  and 
the  distributions  are: 

Z1  -v  x2[2L;2(L-£0)S/a2  +  2£0S/o|] ,  £j  =  £0;  (4.1-9c) 

and 

zm  <v  x2 (2L) ,  £m  =  £c .  (4. l-9d) 

As  in  Section  3,  we  use  K  -  o|/oj^  >  1.  We  see  from  (4.1-9)  that  the 
decision  statistics  are  in  general  sums  of  two  unequally  weighted  chi-squared 
random  variables.  Analysis  of  this  distribution  is  difficult  but  has  been 
accomplished  previously,  in  Section  3.  There  is  the  additional  complexity, 
however,  that  the  jamming  events  now  must  be  described  by  an  additional 
parameter:  £o,the  number  of  hops  with  at  least  one  channel  jammed.  This 
task  can  be  achieved  as  shown  below. 
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4.2  ANALYSIS  OF  FH/RMFSK  PERFORMANCE  USING  INDIVIDUAL  CHANNEL  AGC  SCHEME 

Now  we  obtain  the  probability  of  bit  error  for  the  FH/RMFSK 
receiver  using  the  individual  channel  AGC  normalization  scheme. 

4.2.1  Conditional  Probability  Of  Error, 

The  probability  of  a  symbol  error,  given  a  jamming  event  described 
by  t  =  Ui,*2>- •  •  is 

Pfi(e|a)  =  1  -  P.(C|*) 

l  M  a 

■  1  -/„  d“pZl(“>TT/0  d8m  P  (em).  (4.2-1) 

1  m=2  m 


From  (4.1-7)  we  observe  that  the  non-signal  channel  decision  statistics 
{zm»  m>l}  are  identically  distributed  as  chi-squared  random  variables  with 
2L  degrees  of  freedom.  Thus 


f  *  P  *»,,<»>.  m  *  2,3, ... ,m 


=  i  . 

r(L) 


L-l 


i .  ,-/2  y.  ■ 

r=*0 


(4.2-2a) 


(4. 2-2b) 


K 


and 


m=2  0  r=0  J 


>r  i  M-l 


I  (V)(-l)ke-k“/2ry 

k=0 


r: 


(4.2-3) 
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From  Section  3,  equation  (3.1-14),  we  find  that 

M-l  ,  v  k(L-l)  r 

Ps<C|a,«)  -  £  V  (-l)ke-^2  I  -^(1)  • 

i._a  '  '  ?  • 


(4.2-4a) 


where 


C(0,k)  =  1 

min(r,L-l) 

C(r.k)  •  i  V  i 


=  f  ^  (Jj)[(k+l)n  -  r]  C(r-n,k), 


r>0,L*2. 


Substitution  in  1 4 . 2-1 )  yields 


k(L-l) 


Ps(e|i)  •  1  -£  (M-a)(-l)k  Y  XrJdf  da  p2  (a)e-k“/2  (a/2)r_ 
u-n  rrx  r  •  -'o  l 


(4.2-4b) 


(4.2-5) 


From  (4.1-7)  and  (3.1-9)  the  pdf  for  is 

P2U . L-l(V^)  • 

with  Xi  =  2(L-&x )pfj  +  .  Thus  the  required  integral  in 

(4.2-5)  is 

/  l  \r+L  f°°  r  /  kXj/2  \  /  X 

(j+k)  J  d*  (z)  "p(‘  ITT  }  PX*(X*2L*  x  ■  i+t 

■(iirr-(-w)r*  A . 


1  f+L 


exp  - 


kXj/2 


(4.2-6) 


(4.2-7) 


giving  the  error  probability 


JV  JVW  uv  wVlV  '/RWVUMlfit  LV  a*ji  ifX X U /.M'S^XiiKVTLkTLk  fJi  T.K  ^  r jC  Tul  rJt  T>  ,r>  .-J<  *_*  ,*>.  r J*  *-X  r>  * JCA* 


(4.2-8) 


H$(ejL) 


(-1) 


(l+k) 


k+1  k(L-l) 

I 

r=0 


C(r,k) 

(l+k)r 


exp 


4.2.2  Total  Error  Probability. 

Since  the  symbol  error  probability  depends  only  on  whether  the 
signal  channel  is  jammed,  the  total  bit  error  probability  is 


M/2 

M-l 


ps (e I £i )  * 


(4.2-9a) 


where 


y  -  Pr{channel  1  jammed  on  hop  k}  . 


(4.2-9b) 


Noting  that  (4.2-8)  and  (4.2-9)  are  mathematically  identical  to  equations 
(4-26)  in  [1],  we  observe  that  MFSK  and  RMFSK  give  equivalent  PBNJ  performances 
for  individual  channel  AGC  normalization. 


4.3  ANALYSIS  OF  FH/RMFSK  PERFORMANCE  USING  ANY-CHANNEL-JAMMED  AGC  SCHEME 

In  what  follows  we  find  the  probability  of  bit  error  for  the  FH/RMFSK 
receiver  using  the  any-channel -jammed  AGC  normalization  scheme  (ACJ). 

4.3.1  Conditional  Probability  Of  Error. 

The  probability  of  a  symbol  error,  given  the  jamming  event 


(«o»  A),  is 


Ps(eUo,i)=  1  - 


p7  (em;*o,0. 
Zm  m  m 


(4.3-1) 
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Since  Ps(CU0fi)=  Pr{z2<z1  ,z3<z1 .  ,zM<z1> 

=  Pr{KZg<Kzi ,  Kz3<Kzi>...,Kzm<Kz1}  , 


(4.3-2) 


we  may  analyze  the  error  probability  using  the  statistics  {u  )  instead  of  {z  } 

m  m 

where  Uj  e  KZj  =  x2 I2(«e-i1);2Ct0-l1)pN] 

+  KX2t2(L+t1-t0);2(L-£0)pN+  2£iPt]  (4.3-3a) 


um  =  Kzm  =x212  +  K#X2(2  (L+4m-*0)]  n»l. 


( 4 . 3- 3b ) 


From  Appendix  A,  the  pdf's  of  these  random  variables  are  as  follows:  for  the 


signal  channel, 


s<°>  ■ 


P  ^,2( ot 1 2L ) 2Lp ^ 9  *o“M  L 

p  [a/K;2L ,2(L-J o ) P|\|+  2fcPy],  £o-*l  =  0* 

oo 

Y_  cn  Px2fo;2L+2n,2(io-*i)pNl.  0<£0-a1<L; 

n=0 


(4.3-4a) 


(4.3-4b)  i 


(4.3-4c) 


where 


c  =  p 
n 


-(L-e0)PN-«iPT  /K^n"  (  1  \L~g'0+^1jflL~^o+irl -(L~g-o)?N*i°T 
'  K  '  '  K  '  n  j.  ^  j 


(4.3-4d) 


For  the  nonsignal  channels  (m>l). 
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v(c,) 

m 


p^2(a;2L),  t0-im  -  L 
=  px2  (cx/K;2L) ,  £0-4m  =  0 


Y  bn  Px2(o‘j2L+2n),  0  <  %-£m  <  L 


(4.3-5a) 
(4.3 -5b) 
(4.3-5c) 


v  n=0 

using  the  coefficients 

C-l\n/  1  \  L-J!'0+iln/n+L“£o+5'm'  1 


>„■(¥)(*) 


(4 . 3-5d) 


The  symbol  error  probability  expression  for  the  {um>  statistics 
is  ( 4 . 3- I )  with  the  subscripts  {u^}  instead  of  {z^}  ,  m=l,2,...,M. 

4.3.1. 1  Formulations  of  nonsignal  channel  probabilities 

Since  the  nonsignal  channel  pdf's  are  identical  except  for  the 
parameters  { £m> ,  the  number  of  hops  .jammed  in  the  individual  channels,  we  may 
express  the  product 


H  M 

TT  j  <!,fu  TTPr{va) 

m=2  Jo  *  m’2 


(4.3-6) 


in  terms  of  the  numbers  of  channels  with  certain  combinations  of  to  find  the 
{ £m } .  The  probabilities  needed  are 


Pr{um<cx) 


1  -  r(L;a/2)/r(L),  £0-*m  “  L 

J  l  -  r(L;a/2K)/r(L),  tc-^  =  0 

oo 

1  ~Y  bnr(L+n;a/2)/r^L+n^  0<^0-VL- 


(4.3-7a) 


(4.3-7b) 


(4.3-7c) 
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Upon  comparing  (4.3-7)  with  (3.1-11),  we  observe  that 

Fr{V“}  5  FL(a*»L-*0+V- 

Thus  we  can  write  the  product  in  (4.3-6)  as 

TT Pr{V<‘)  1  [F1>S0)]  "°  [FL(«;l)]ni...  [FL(a;L)]nL 
m=2 
where 

n..  -  #  (channels  with  L-t0+fcm=  1), 
and[>L(a;p)]  p  is  given  by  (3.1-14),  (3.1-17),  and  (3.1-28). 


(4.3-8) 


(4.3-9) 


(4.3-10) 


4. 3. 1.2  Formulation  of  symbol  error  probability  in  terms  of  previous  results 
(Section  3). 

If  we  denote  the  conditional  probability  of  symbol  error  for  the 
square-law  linear  combining  FH/RMFSK  receiver  studied  in  Section  3  by 

Ps(e;pN.orli)Lc  ,  (4.3-11) 

we  can  by  analogy  express  the  conditional  probability  of  symbol  error  for  the  any- 
channel -jammed  AGC  receiver  as 

Ps(e;pN,pT  l?0’-^ACJ  =  *Ve;  (4.3-12a 

where 


ItipT+(L-ao)pN 

L-J0+*i 

Py  , 


V*1  *  L 


(4.3-12b) 
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and 

v,  ~  (L-fi. 0+£1  ,L-£0+ji2 . . . .  ,L-£0+«m)  .  (4.3-13) 

4.3.2  Enumeration  and  Probabilities  for  Jamming  Events . 

The  enumeration  of  jamming  events,  and  their  probabilities,  has 
already  been  accomplished  in  Section  2.2  for  the  situation  in  which  the  jamming 
event  is  sufficiently  described  by  the  vector  ^  ,1^  , . . .  .  Now  our 

task  is  to  develop  for  use  in  (4.3-12)  the  conditional  probabilities  PrUoliJ 
for  the  parameter  20,  the  number  of  hops  on  which  at  least  one  channel  is 
jammed,  given  the  vector 

The  enumeration  technique  treated  in  Section  2.2  recognized 
the  arbitrariness  of  the  channel  numbers  m  for  m>l  (nonsignal  channels)  by 
assuming  that  the  calculations  will  generate  the  partially  ordered  vector 

—  ~  ‘  *  ^2^3* '  *  * 5  ^  ’  (4.3-14) 

Thus,  with  this  ordering  the  range  of  nQis 

£x  £  max(£1,.  $  zQf  min(L,.i1+Jl2+...+*.M).  (4.3-15) 

The  number  of  elementary  or  [v]-inatrix  jamming  events  characterized 
by  a  given  i  or  i  vector  is 


M 
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and  each  £  vector  represents 


M-l 


nQ  i  >  •  •  •  >  n^ 


nk  =  #um=io» m>1 


(4.3-17) 


(4.3-18) 


Now  for  jamming  events  specified  by  £0  as  well  as  y  the  number  of 
elementary  jamming  events  thus  specified  can  be  shown  to  be 


#([  v]-*^,^) 


(4.3-19) 


For  example,  if  i *  i  -  max(0»  there  are 
o  x  m 


(4.3-20) 


[v]  events.  Summation  of  (4.3-19)  over  the  values  of  z0  given  by  (4.3-15)  can 
be  shown  numerically  to  give  (4.3-16).  (See  Appendix  B.4.) 

What  is  needed  for  evaluation  of  the  ACJ  total  probability  of  error 
are  the  probabilities  of  the  jamming  events  (£0»_£)and  the  number  of  (t0>£) events 
represented  by  the  ordered  version.  Since  (^o*£)is  a  subset  of  for  any  t_, 
and  permutations  of  the  nonsignal  channel  elements  of  i_  do  not  affect  £e,  it 
is  reasonable  that  (4.3-17)  gives  the  required  number.  This  fact  is  confirmed 


4-14 


J.  S.  LEE  ASSOCIATES,  INC. 


by  the  consideration  that 


PrU';M,L>.£  PrU'.*0;M,L) 


(4.3-21) 


which  can  be  substituted  in  (4.3-18)  to  show  that  Pr{j0,i}  must  be  multiplied 


by  (4.3-17). 


manner: 


The  probability  of  the  event  (J?q»  O  is  derived  in  the  following 


PrU,£0l  =(  L  )P^{vi+y2+.  .+v  =  JL>y.i^0>v2^  0> . . • » 


„  /L  \  -r 


^0  *  +1  =  •  'A  =  -} 

Pr{vi+y_2  +  . .  .+v  =  <_»  v^O, . . .  ,v£  7*0} 


(4.3-22) 


The  probability  required  in  (4.3-22)  can  be  computed  using  the  convolutional 
method  described  in  Section  2.2.5,  modified  to  give 

Pr{v1+v?+. . ,+v.  =  t.vi^0,V2^0,...,v.  t0) 

~Zn  ~  ~Z0 


Y  Y  •••  Y  Pr^i>Pr^2}  -"X,  ■ 

v_i>0  V2>0.  v  >0  ral  - 


(4.3-23) 


This  method  is  useful  for  M  tending  to  be  large;  for  M*2,  it  is  simpler  to 
recognize  that  (2.2-24),  repeated  here  as 


pr  { 2_;2 ,L }  =  ^n,L-£2-n.L-£i-n»M+)i2+rl-L^ 


n  Zl-ii-z2-2n  2i+2.2-L+n 

*  tt  0  TT  2  1  112 


(4.3-24) 


WWimiiWlWMHJ tflW> W W1 MWV ^ I VM tf 1  nr yyrmr  g 
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is  the  sum  of  PrU,  to',2,  U  over  with  n  =  L-tQ .  Therefore, 


Pr{s,,£o;2,L} 


( 


L-£o,£cr£2>^<:r2'i  >*i+*,2“*0 


2S.o_^1”^2  ^l+^2”^0 

ttj  tt2 


(4.3-25) 


For  M=4,  we  recognize  the  same  principle  in  the  equation  given  in  Table  2.2-4 
for  Pr{r,4,L}  to  give  the  Pri «o ,£;4,L}  equation  shown  in  Table  4.3-1. 
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4.4  NUMERICAL  RESULTS 

In  this  section  we  present  numerical  results  for  the  performance 
of  the  individual-channel  AGC  receiver  and  the  any  channel -jammed  (ACO)  AGC 
receiver. 

4.4.1  Numerical  Results  for  Individual -Channel  AGC  Receiver 

The  numerical  computations  for  the  performance  of  the  individual- 
channel  AGC  receiver  were  performed  using  (4.2-8)  and  (4.2-9).  In  this 
particular  case,  no  unusual  computational  difficulties  are  encountered  in  the 
computations.  A  listing  of  the  computer  program  is  given  in  Appendix  E. 

Figures  4.4-1  through  4.4-4  show  the  performance  of  binary  (M=2) 
RMFSK/FH  with  L=l,2,3,  and  4  hops/bit,  respectively  with  the  jamming  fraction 
y=q/N  as  a  parameter.  We  observe  that  the  choice  of  jamming  fraction  is  critical 
to  the  effective  operation  of  the  jammer.  This  is  similar  to  the  behavior 
of  the  square-law  combining  receiver.  However,  unlike  the  square-law  combining 
receiver,  the  optimum  jamming  fraction  against  the  individual-channel  AGC 
receiver  is  y=1.0  over  a  wider  range  of  E^/Nj,  especially  for  higher  values 
of  L,  the  number  of  hops/bit. 

Figure  4.4-5  compares  the  worst-case  jamming  performance  of  binary 
RMFSK/FH  as  L  varies.  We  observe  that  over  the  range  of  about  E[j/Nj=8  dB  to 
Eb/Nj=39  dB,  the  optimum  choice  for  the  communicator  is  L=2  or  3  hops/bit. 
However,  outside  this  range  L=1  is  optimum.  In  no  case  does  increasing  L  beyond 
3  hops/bit  improve  the  performance. 

Figures  4.4-6  through  4.4-9  show  the  performance  of  RMFSK/FH  when 
M=4  and  L=l,2,3,  and  4,  respectively.  Again,  the  importance  to  the  jammer  of 
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FIGURE  4.4-3  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  FOR 
INDIVIDUAL  CHANNEL  AGC  RECEIVER  WITH  M  =  2  AND  L  =  3  HOPS/SYMBOL, 
2400  HOPPING  SLOTS,  AND  E^/Ng  =  13.352471  dB  (FOR  10"5  BER  WITH¬ 
OUT  JAMMING  WHEN  L  =  1)  WITH  JAMMING  FRACTION  y  AS  A  PARAMETER 
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FIGURE  4.4-4  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  FOR 
INDIVIDUAL  CHANNEL  AGC  RECEIVER  WITH  M  =  2  AND  L  -  4  HOPS/SYMBOL, 
2400  HOPPING  SLOTS,  AND  Eb/NQ  =  13.352471  dB  (FOR  10“5  BER  WITH¬ 
OUT  JAMMING  WHEN  L  =  1)  WITH  JAMMING  FRACTION  y  AS  A  PARAMETER 
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FIGURE  4.4-5  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  FOR 
INDIVIDUAL  CHANNEL  AGC  RECEIVER  AND  M  =  2  WITH  NUMBER  OF  HOPS/ 
SYMBOL  L  AS  A  PARAMETER  IN  PRESENCE  OF  WORST-CASE  PARTIAL-BAND 
NOISE  JAMMING 
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FIGURE  4.4-8  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  FOR 
INDIVIDUAL  CHANNEL  AGC  RECEIVER  WITH  M  »  4  AND  L  *  3  HOPS/SYMBOL, 
2400  HOPPING  SLOTS,  AND  E^/Nq  =  10.606573  dB  (FOR  10'5  JER  WITH¬ 
OUT  JAMMING  WHEN  L  =  I)  WITH  JAMMING  FRACTION  y  AS  A  PARAMETER 
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FIGURE  4.4-9  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  FOR 
INDIVIDUAL  CHANNEL  AGC  RECEIVER  WITH  M  =  4  AND  L  =  4  HOPS/SYMBOL, 
2400  HOPPING  SLOTS,  AND  E^Nq  =  10.606573  dB  (FOR  10“5  BER  WITH¬ 
OUT  JAMMING  WHEN  L  =  1)  WITH  JAMMING  FRACTION  y  AS  A  PARAMETER 
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the  correct  selection  of  y  stands  out  clearly.  Figure  4.4-10  compares  the 
performance  of  4-ary  RMFSK/FH  in  worst-case  partial-band  noise  jamming  as 
L  varies.  We  see  that  for  E^/Nj  in  the  range  of  about  7  to  36  dB,  1=2  or  3 
is  optimum;  elsewhere,  L=1  is  optimum. 

Figures  4.4-11  through  4.4-14  show  the  curves  for  M=8  with  y  as  a 
parameter  and  L=l,2,3,  and  4,  respectively.  Figure  4.4-15  shows  performance 
for  M=8  with  L  as  a  parameter  in  worst-case  partial -band  noise  jamming.  Again, 
from  about  tb/Nj=5  dB  to  35  dB  the  optimum  L  is  2  or  3,  but  elsewhere  L=1  is 
optimum. 

Two  important  conclusions  can  be  drawn  from  these  curves: 

•  The  correct  choice  of  fraction  y  is  critical  for  the  jammer; 

•  The  communicator  can  obtain  only  a  small  benefit  by  using 
multiple  hops/symbol,  and  then  only  over  a  limited  range  of 
jamming  conditions. 

4.4.2  Numerical  Results  for  Any-Channel -Jammed  AGC  (ACJ-AGC)  Receiver 

The  numerical  computations  for  the  performance  of  the  ACJ-AGC 
receiver  required  the  use  of  two  alternative  forms.  We  used  (4.3-12)  for 
the  computations,  in  conjunction  with  the  computational  techniques  discussed 
in  Section  3.3.  The  switch-over  criteria  for  choosing  between  series  and 
numerical  integration  were  determined  empirically.  A  listing  of  the  computer 
program  for  numerical  computations  is  given  in  Appendix  F  and  a  listing  of 
the  program  which  produced  the  plots  is  given  in  Appendix  G.  This  latter 
program  is  typical  of  the  plotting  programs  for  all  receivers;  for  sake  of 
brevity  only  this  one  version  of  the  plot  program  is  included  in  our  report. 
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FIGURE  4.4-10  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  FOR 
INDIVIDUAL  CHANNEL  AGC  RECEIVER  AND  M  =  4  WITH  NUMBER  OF  HOPS/ 
SYMBOL  L  AS  A  PARAMETER  IN  PRESENCE  OF  WORST-CASE  PARTIAL-BAND 
NOISE  JAMMING 
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FIGURE  4.4-11  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  FOR 
INDIVIDUAL  CHANNEL  AGC  RECEIVER  WITH  M  =  8  AND  L  =  1  HOP/SYMBOL, 
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OUT  JAMMING  WHEN  L  =  1)  WITH  JAMMING  FRACTION  y  AS  A  PARAMETER 


i  *  ■  1-° 

i' 


y  =  0.5 


M"8  '-2 

Eb/N<r9.  0940x1  cSB 
2400  SLOTS 
I NO.  CHAN.  ACC 


Or:  1  y  s  0 

o 

QC  \ 

OCN  * 


Y  =  0.1 


t.i.  1 

°  i  y  =  0.05 


vC 

_ „  I 


5  L  =  0.02 

CD  _ _ 

o  y 

DC  I 

iL.  "\  y  =  0.01 


i  Y  =  0.005 

?ai  y  *  0.002 
^  V^lToor 
1 - 


J'.W’M 


2,00  HOPPING  SLOTS,  «>t)  FRACTION  t  AS  A  PARAMETER 


4-31 


PROBABILITY  OF  BIT  ERROR 


M=8 

L=3 

Eb/NQ: 

=9. 09401 1  dB 

2400 

SLOTS 

IND. 

CHAN.  AGC 

y  =  0.02 


Y  =  0.005 


0 


BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  CdB) 

FIGURE  4.4-13  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  FOR 
INDIVIDUAL  CHANNEL  AGC  RECEIVER  WITH  M  =  8  AND  L  =  3  HOPS/SYflBOL , 
2400  HOPPING  SLOTS,  AND  E^/NQ  =  9.094011  dB  (FOR  10~5  BER  WITH¬ 
OUT  JAMMING  WHEN  L  =  1)  WITH  JAMMING  FRACTION  y  AS  A  PARAMETER 
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FIGURE  4.4-14  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  FOR 
INDIVIDUAL  CHANNEL  AGC  RECEIVER  WITH  M  ■  8  AND  L  =  4  HOPS/SYMBOL, 
2400  HOPPING  SLOTS,  AND  E^/Nq  =  9.094011  dB  (FOR  10~5  BER  WITH¬ 
OUT  JAMMING  WHEN  L  =  1)  WITH  JAMMING  FRACTION  y  AS  A  PARAMETER 
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Figures  4.4-16  through  4.4-19  show  the  performance  of  the  ACJ-AGC 
receiver  with  M=2  for  L=l,2,3,  and  4  hops/bit,  respectively.  Figure  4.4-20 
summarizes  the  performance  in  worst-case  partial -band  noise  jamming  with  L 
as  a  parameter.  Again,  we  find  a  limited  range,  roughly  10  dB  s  E^/Nj  f  35  dB, 
where  the  optimum  diversity  is  L=2  or  3  hops  per  bit;  elsewhere  L=1  is 
optimum. 

Figures  4.4-21  through  4.4-24  show  the  performance  of  the  ACJ-AGC 
receiver  with  M=4  for  L=l,2,3,  and  4  hops/symbol,  respectively.  These  curves 
show  the  same  general  behavior  as  those  for  the  other  receivers.  Figure 
4.4-25  shows  the  performance  in  worst-case  partial-band  noise  jamming  with  L 
as  a  parameter.  Again,  we  find  a  limited  range  where  L=2  or  3  is  optimum, 
but  elsewhere  L=1  is  optimum. 

Finally,  Figures  4.4-26  and  4.4-27  show  the  performance  for  M=8  and 
L-l  and  2,  respectively.  Because  of  the  large  computer  time  required,  L>2 
was  not  considered  for  M=8.  Figure  4.4-28  summarizes  performance  in  worst-case 
partial-band  noise  jamming.  Again,  there  is  a  region  where  diversity  (L=2) 
offers  some  advantage. 

In  summary,  a  small  amount  of  diversity  (L=2  or  3)  is  of  meaningful 
benefit  to  RMFSK/FH  over  a  limited  range  of  signal-to-jamming  ratios.  However, 
outside  this  range  no  diversity  (L=l)  gives  better  performance.  In  some  cases, 
e.g.  Figure  4.4-20  for  M=2,  the  penalty  for  using  L-3  in  the  absence  of  jamming 
is  nearly  the  same  as  the  benefit  of  using  L=3  when  Eb/Nj=25  dB. 
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FIGURE  4.4-16  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 
FOR  ANY-CHANNEL-JAMMED  AGO  RECEIVER  WITH  M=2  AND  L=1  HOP/SYMBOL 
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OUT  JAMMING  WHEN  L=l)  WITH  JAMMING  FRACTION  v  AS  A  PARAMETER 
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FIGURE  4.4-18  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 

FOR  ANY-CHANNEL  -JAMMED  AGO  RECEIVER  WITH  M=2  AND  L=3  HOPS/SYMBOL 
2400  HOPPING  SLOTS,  AND  Eb/NQ  *  13.352471  dB  (FOR  10  BER  WITH¬ 
OUT  JAMMING  WHEN  L=l)  WITH  JAMMING  FRACTION  y  AS  A  PARAMETER 
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FIGURE  4.4-19  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 

FOR  ANY-CHANNEL-JAMMED  AGC  RECEIVER  WITH  M=2  AND  L=4  HOPS/SYMBOL, 
2400  HOPPING  SLOTS,  AND  E^/Nq  =  13.352471  dB  (FOR  10"5  BER  WITH¬ 
OUT  JAMMING  WHEN  L=l)  WITH  JAMMING  FRACTION  Y  AS  A  PARAMETER 


PROBABILITY  OF  BIT  ERROR 

10'4  10"3  10'2 


BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  CdB) 


FIGURE  4.4-20  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 
FOR  ANY-CHANNEL-JAMMED  AGC  RECEIVER  AND  M=2  WITH  NUMBER  OF 
HOPS/BIT  AS  A  PARAMETER  IN  PRESENCE  OF  WORST-CASE  PARTIAL-BAND 
NOISE  JAMMING 
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FIGURE  4.4-21  BIT  ERROR  PP.OBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 

FOR  ANY-CHANNEL-JAMMED  AGC  RECEIVER  WITH  M=4  AND  L=1  HOP/SYMBOL, 
2400  HOPPING  SLOTS,  AND  E^/Nq  =  10.606573  dB  (FOR  10-5  BER  WITH¬ 
OUT  JAMMING  WHEN  L=l)  WITH  JAMMING  FRACTION  v  AS  A  PARAMETER 
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FIGURE  4.4-22  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 

FOR  ANY-CHANNEL-JAMMED  AGO  RECEIVER  WITH  M=4  AND  L=2  HOPS/SYMBOL, 
2400  HOPPING  SLOTS,  AND  E^/N^  =  10.606573  dB  (FOR  10'5  BER  WITH¬ 
OUT  JAMMING  WHEN  L=l)  WITH  JAMMING  FRACTION  y  AS  A  PARAMETER 
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FIGURE  4.4-23  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 

FCR  ANY-CHANNEL-JAMMED  AGO  RECEIVER  WITH  M=4  AND  L=3  HOPS/SYMBOL, 
2400  HOPPING  SLOTS,  AND  E^/N^  =  10.606573  dS  (FOR  10'5  BF.R  WITH¬ 
OUT  JAMMING  WHEN  L=l)  WITH  JAMMING  FRACTION  y  AS  A  PARAMETER 
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FIGURE  4.4-25  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 
FOR  ANY- CHANNEL- JAMMED  AGC  RECEIVER  AND  M=4  WITH  NUMBER  OF 
HOPS/SYMBOL  AS  A  PARAMETER  IN  PRESENCE  OF  WORST-CASE  PARTIAL- 
BAND  NOISE  JAMMING 
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FIGURE  4.4-26  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 

FOR  ANY-CHANNEL-JAMMED  AGC  RECEIVER  WITH  M-3  AND  L=1  HOP/SYMBOL, 
2400  HOPPING  SLOTS,  AND  tb/N0  =  9.094011  dB  (FOR  10-5  BER  WITH¬ 
OUT  JAMMING  WHEN  L=l)  WITH  JAMMING  FRACTION  Y  AS  A  PARAMETER 
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FIGURE  4.4-27  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  FOR 
ANY-CHANNEL-JAMMED  AGC  RECEIVER  WITH  M=8  AND  L=2  HOPS/SYMBOL, 

2^00  HOPPING  SLOTS,  AND  E^/NQ  =  9.094011  dB  (FOR  10‘5  BER  WITHOUT 
JAMMING  WHEN  L=l)  WITH  JAMMING  FRACTION  y  AS  A  PARAMETER 
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FIGURE  4.4-28  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 
FOR  ANY-CHANNEL-JAMMED  AGC  RECEIVER  AND  M=8  WITH  NUMBER  OF 
HOPS/SYMBOL  AS  A  PARAMETER  IN  PRESENCE  OF  WORST-CASE  PARTIAL- 
BAND  NOISE  JAMMING 
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5.0  fh/rmfsk  performance  using  clipper  receiver 

We  now  undertake  analysis  of  a  third  type  of  ECCM  receiver 
for  FH/RMFSK,  in  which  the  effect  of  jamming  on  the  symbol  decision  is 
reduced  by  soft-limiting  or  clipping  the  per-hop  symbol  decision  variables 
{z^  ;m=l,2,...,M;k*l,2,...,L>.  The  receiver  structure  is  diagrammed  in  Figure 
5.0-1.  In  each  of  the  M  dehopped  symbol  channels,  the  square-law  envelope 
detector  samples  are  clipped  at  some  level  n  prior  to  summing  to  perform 
the  symbol  decision.  Because  the  contribution  of  a  jammed  hop  to  the 
decision  variables  is  at  most  n  ,  no  matter  how  strong  the  jammer  noise 
power,  it  is  expected  that  an  improved  performance  will  result.  The 
clipping  threshold  n  is  to  be  chosen  to  minimize  the  error  probability 
when  there  is  no  jamming. 

In  previous  analyses  of  the  clipper  receiver  (for  conventional 
FH/MFSK)  we  had  employed  a  numerical  convolution  technique  to  obtain 
the  distributions  of  the  decision  variables.  Here  we  shall  obtain  the 
needed  probability  density  functions  (pdf's)  directly,  through  analysis. 

5.1  DISTRIBUTIONS  OF  THE  DECISION  VARIABLES 

We  first  discuss  the  general  form  for  the  pdf  of  the  sum  of 
clipped  square-law  envelope  detector  samples,  then  apply  this  form  to  non¬ 
signal  and  signal  channels. 

5.1.1  General  Form  of  the  pdf  . 

If  the  input  to  a  clipper  with  clipping  level  n  has  the  pdf 
Tj(x),X50.  then  the  output  has  the  pdf 


PjU) 


fj(x)  +  q  6 ( x-n)  0^x<  n 
0,  otherwise; 


(5.1-la) 
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where 


r 

q  =  Pr{input  >n)  =  /da  f^(a) 

n 


(5.1-lb) 


This  fact  is  illustrated  by  figure  5.1-1. 

Now,  since  individual  hops  are  jammed  independently  and  in  any 
combination,  we  introduce  the  notations 

f. (x;i)  =  non-delta  function  part  of  the 
L  pdf  for  the  sum  of  L  clipped 

samples  when  a  hops  in  that 
channel  are  jammed. 

=  Pr{one  sample  >n|  not  jammed} 

q^  =  PH one  sample  >n|  jammed}. 


(5.1-2a) 


( 5 . 1- 2b ) 


(5. l-2c) 


Note  that  it  is  sufficient  to  specify  only  £  ,  the  number  of  hops  jammed;  the 
order  in  which  the  jamming  occurs  does  not  affect  the  sum.  Using  this 
notation,  the  pdf  for  a  single  clipped  envelope  sample  is 

p^x-,0)  =  f^UiO)  +  qQ  6(x-n)  ,  hop  not  jammed;  (5. 

p. ( x; 1)  =  f : ( x ; 1 )  +  q:  6 (x-n )  ,  hop  jammed;  (5. 

and  it  is  understood  that  the  pdf  is  zero  outside  the  interval  O^x^n. 

For  l  hops  jammed,  the  pdf  of  the  sum  of  L  clipped  samples  can  be 


(5. l-3a) 
(5. l-3b) 


expressed  as  the  convolution 


P1(x;0)*P1(x;0)*...*P,(x;0)*P1(x;l)*...p1(x;l)  . 


(5.1-4) 


L-e  pdf's  i  Pdf's 

Thus  we  have  the  following  general  expressions  for  the  sum's  pdf  for  1=2  to  4: 
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I 


n 

(b)  pdf  after  clipping 


FIGURE  5.1-1  EFFECTS  OF  CLIPPING  ON  pdf 
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i;(x;0)  =  f; (x;0)  +  -5; x-2^)  ,  O.cxsZn; 


(here 


f2(x;0)  8 


rx 

/  dw  fi(x-w;0)f i(w;0) ,  0<x<n; 

I  a) 

j  dw  fi(x-w;0)fx (w;0) 

k  JC-0 

+  2q0f1(x-n;0)  ,  n£X$2n. 


)2(x;l)  =  f 2 ( x ;  1 )  +  q0q.1  6(x-2n)  ,  0sx$2n; 


there 


J  dw  f1(x-w;l)f  i(w;0)  ,  0<x<n  ; 


f* 2 ( ^ 1  ^ )  \  f  dw  fj(x-w;l)f  i (w;0) 


+  q0f ,(x-r,;l)  +  q i "f7 1  (x-^O),  n$xs2n 


)2(x;2)  =  f ^ (x ;2)  +  q\d(x-2n)  ,  0<x?2n; 


•/here 


f  dw  fj(x-w;l)f i(w;l)  ,  0£X<n; 

Jo 


=  /  ^  dw  f^x-wjljf  3  (w;l) 


+  2q1f1(x-n;l)  >  nsxs2,n< 


p3(x;0)  =  f3(x;0)  +  qo4(*-3n)  .  0<x<:3ri ; 


where 


pdwf^x-wiO)  f2(w;0)  ,  0<x<n; 

■'o 

f 3(x;0)=  I  |Xdw  fA(x-w;0)  f:  (w;0) 


+  qnf;.(x-n;0)  ,  n<x<2n; 


( b. l-5a) 


(5. l-5b) 


(5.1-ea) 


( 5 .  l-6b ) 


( 5 ,  l-7a) 


(5.1-7b) 


(5 . l-8a ) 


(5 .  l-8b) 
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nr  ,i  it'  .i  ->  fir '«,*&  VJ*  ■'  ~  a-:  .»c  •' 
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where 


dw  f i (x-w;0)f2(w;2)  ,  0^x<n; 


dw  f 1(x-w;0)f2(w;2) 


f,(x;2)  = 


+  q0f2(x-n;2)  ,  r^x<2n; 


dw  f ! (x-w;0)f' (w;2) 


(5.1-10b) 


+  ^0^2 (x-n;2) 


+  qjfj  (x-2rr,0)  ,  2n^x^3n. 


P5(x;3)  =  f 3 (x ;3)  +  q35(x-3n),  0<x<3n 


where 


dw  f1(x-w;l)f2(w;2)  ,  0<x<n; 


(5.1-lla) 


f3(x;3)  = 


I  dw  f1(x-w;l)f2(w;2) 
x-n 

+  q1f2(x-n;2)  ,  nsx<2n; 


r2n 

/  dw  f^X-WjDf^W^) 


(5.1-llb) 


+  q,f2(x-n;2) 


q'i f i (x-2r, ; i)  , 


a  ■  • .  .  *  {  ,%  «iift .  tJv  'Irt "  Bi*  li&lZi&JL  _d  &  'it**' *&**#"£**  ii.*  Aw* '  y  it  ~  --i  w*  ’nk\  1  .•  i.  l.fLyiJirf 
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ft 


p  (x;0)  =  f4(x;0)  +  qo6(x-4n),  0^x$4n; 


4 

where 


/  dw  f1(x-w;0)f3(w;0)  ,  0<x<n; 

-'o 

r  x 

/  dw  f^x-WiO^twjO) 


x-n 


^(x;0)  =  < 


+  q0f3(x-n;O),  n?x<3n 


.3n 


dw  f i (x-w;0)f 3 (w;0) 


x-n 


+  q0f3(x-n;0) 


+  qofi(x-3n;0)  ,  3n$-x*:4n. 


p4  ( x ;  1 )  =  f  4  ( x ;  1 )  +  q0iq16(x-4n),  0^x^4n; 

where  , 


fu(x;l)  = 


/dw  fl(x-w;l)f3(w;0)  ,  0*x<ni 


dw  fi (x-w;l)f3(w;0) 


f-n 


+  q^^X-niO)  ,  n<:X<3n ; 


.3n 


X-T1 


dw  f1(x-Wil)f3(w;0) 

+  q1f3(x-n;0) 

+  q^f !(x-3n;l)  .  n<x<4n. 


(5.1-12a) 


(5.1- 12b ) 


(5. l-13a) 


(5. l-13b) 
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Pv(x;2) 

where 


P4 ( x  >  3  /  ~ 
where 


P4<x;4)  = 


f4(x;2)  +  q2q26(x-4n),  0$x$4n; 


( 5 . 1- 14a) 


/  rx 

j  dw  f2(x-w 


-w;2)f2(w;0)  ,  0$x<2n; 


•2n 


Mx;2)  =  < 


dw  f2(x-w;2)f2(w;0) 


x-2n 


+  q20f2(x-2n;2) 

+  q2i^2(x-2n;0) ,  2nsxs4n. 


f 4 ( x ; 3 )  +  q0q15(x-4n)  ,  0*x$4n; 


/  S 


dw  f1(x-w;0)f3(w;3)  ,  0<:x<n; 


dw  f1(x-w;0)f3(w;3) 


x-n 


p4(x;3)  =  ^  9 0^3 ( x - n > 3 ) »  nsx<3n; 

•3n 


/on 

dw  f1(x-w;0)f3(w;3) 


x-n 


+  q0f3(x-n;3) 

+  q^f^x-Sn’.O)  ,  3n<x<:4n. 


( 5 . 1- 14b ) 


( 5 . 1- 15a) 


(5. l-15b' 


f4(x;4)  +  qi5(x-4n)  ,  0<:x<:4n; 


(5.  l-16a) 
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f„(x;4)  = 


dw  f j (x-w;l)f 3(w;3)  ,  0<x<n; 


dw  f1(x-w;l)f3(w;3) 

+  qif3(x-n;3)  ,  njx<3n  ; 


dw  f1(x-w;l)f3(w;3) 


+  q!f3(x-n;3) 


+  q i f i ( x-3n ;  1 )  ,  3n$x<;4n. 


(5.1-16b) 


5.1.2  Non-Signal  Channel  pdf  . 

Assuming  without  loss  of  generality  that  the  received  signal  power 
S  is  present  in  the  first  (m=l)  of  M  dehopped  symbol  frequency  channels,  the 
remaining  channels  (m=2,3, . . . ,M)  contain  only  background  noise  and  possibly 
jamming  noise.  The  samples  of  the  square-law  envelope  detectors  in  these 
channels  are  independent  chi-squared  random  variables  with  two  degrees  of 
freedom,  multiplied  by  a 2  where 


=  NqB,  hop  not  jammed 
=  (Nq+Nj/y)B,  hop  jammed. 


(5.1-17) 
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Consequently,  the  pdf  of  the  unclipped  samples  is 
fi  (x)  =  2o^~ 

mk 

a  e"ax  ,  x*0,  hop  not  jammed; 

-bx  (5.1-18a) 

b  e  ,  x*0,  hop  jammed; 

using 

a  =  1/2 ,  b  =  1/2 a|  .  (5.1-18b) 

Also,  we  have  from  (5.1-2b  and  c) 

q0  =  e'an  ,  qx  =  e"bn  .  (5.1-19) 

In  order  to  distinguish  the  non-signal  channel  pdf's  from  that  of  the  signal 
channel,  we  adopt  the  notation 

gL(x;0  =  fL(xu,S=0)  (5.1-20) 

for  the  non-delta  function  part  of  the  pdf  of  the  sum  of  L  clipped  samples 
when  s.  hops  in  that  channel  are  jammed.  Thus  we  have  for  channels  {m:m>2}, 
the  sum  pdf 

L-Jt 

9,(x;0  +  (q0)  m  (qx)  m  fi(x-Ln),  OsxsLn;  (5.1-21) 

Pz  (*)  = 

m  0,  otherwise. 

Substituting  (5.1-18)  in  the  general  convolutional  formulas  in 
Section  5.1.1  yields  the  pdf's  listed  in  Table  5.1-1  for  L=1  to  3. 
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TABLE  5.1-1  NON-SIGNAL  CHANNEL  PROBABILITY  DENSITY  FUNCTIONS 


same  as  for  i  =  0,  but  with  a  replaced  by  b 


«yv 
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In  the  conditional  probability  of  error  expression, 


P_(e|A,L)  a  1  -  E 

s  zi 


Pr{zm<zi I a*L} 


m=2 


(5.1-22) 


the  cumulative  distribution  function  for  the  non-signal  channels  is  needed, 
wri tten 

Gl(x;0  S  Pr|zmsx|«,,L}.  (5.1-23) 

This  function  is  given  in  Table  5.1-2  for  1=1  to  3. 

5.1.3  Signal  Channel  pdf  . 

The  samples  of  the  square-law  envelope  detector  in  the  signal 
channel  are  independent  noncentral  chi-squared  random  variables  with  two 
degrees  of  freedom,  multiplied  by  o^,  and  with  noncentrality  parameters 


\  ■  2S/oik  =  < 


2S/a^  =  2p ,  hop  not  jammed 
2S/0|  =  2pj  ,  hop  jammed. 

Consequently  the  pdf  of  the  unclipped  samples  is 

l  -(x+2S)/2 oJk 


(5.1-24) 


fj(x)  ■ 


2olk 


Io(V2Sx/°ik) 


a  e-a(x+2$) I  (2a -J 2Sx) ,  x>0,  hop  not  jammed; 
b  e-b^x+2$)I  (2b-^2Sx) f  x*0,  hop  jammed; 


(5.1-25) 


where  a  and  b  are  given  by  ( 5 . 1- 18b ) .  To  distinguish  the  signal  case  from 
the  non-signal  case,  the  q0  ana  q:  defined  by  (5.1-2)  will  be  written  in  the 
upper  case;  the  values  are 


1 
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TABLE  5.1-2  NON-SIGNAL  CHANNEL  CUMULATIVE  DISTRIBUTION  FUNCTIONS,  L=1  TO  3 


same  as  for  st  =  1,  but  with  a  and  b  exchanged 
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Q0  =  Pr{zlk>n|  not  jammed} 
=  Q  "V 2an  ) 


( 5 . l-26a ) 


Qi  =  Pr{Zjt(>n  |  jammed} 

=  Q  ), 

where  Q(x,y)  is  Marcum's  Q-function. 

For  the  sum  of  clipped  samples,  the  pdf  is 


(5. l-26b) 


p2lU)  * 


fJxuO  +  (Q0)L_i  (Qi/^x-Ln)  ,  0.<xv<Ln; 


0,  otherwise. 


(5.1-27) 


Substituting  (5.1-25)  in  the  general  convolutional  formulas  in  Section 

5.1.1  yields  the  pdf's  listed  in  Table  5.1-3  for  L=l,  2  and  Table  5.1-4  for 
L=3. 

5.2  ERROR  PROBABILITY  FORMULATION 

Having  the  pdf's  for  the  FH/RMFSK  clip-and-sum  decision  variables 
{zm},  we  can  formulate  the  probability  of  error. 

5.2.1  Conditional  Probability  of  Error. 

The  probability  of  symbol  error,  conditioned  on  the  jamminq  event 
£  s(£i»&2»' • . >£u)  where  £^  is  the  number  of  hops  jammed  (out  of  L  hops)  in 
channel  m,  can  be  expressed  as  parametric  in  n,  the  clipping  threshold,  by 


TABLE 


same  as  for  a  =  0,  but  with  a  replaced  by  band  Qn  replaced  by  Q, . 


TABLE  5.1-4  SIGNAL  CHANNEL  PROBABILITY  DENSITY  FUNCTIONS,  L 


(ax/6S)  e  a(x+^)],,(2aV6Sx) ■  0  <  x  <  n;  0,  x  >  3n.  x  <  0; 


|  aQ0V(x-n)/S  e'a(x‘’1+45)lj(4aVS(x-i))  +  ^ ie-a(x+6S)  r  IjUaVs^lgtSa'^x-w)} 

Jxm  ri 

+  a3  e*a(x+6S)r  Xdw  I0(2aVb("x-w)/  dz  1 . ( 2aVzs z ) ] Q ( 2a'^2S(w-T) ) ,  n  «  x  <  2^  ; 

;«1  7w-n 


+  a3  e 


3aQ2  e‘a{x'2n+2S)I0(2aV2S(x-2r,)) 


■z)) ,  n  <  X  <  2'  5 


+  3a;00  e 


-a(x+6S) 


-r+4S )J2r>  dw  Io(2aV2S(x-w))I0(2aV2S(w-r,))  +  Q3  4(x.3n) 

5f  n  dw  I0(2aV2SU-w)T  ^  dzl  (2aV2Sz)  IQ(2a  V2S(w-z) .  2n  <  x  <  3r>. 
J  x-n  Jw-n  u  u 


>  3n »  x  <  Oi 


<“w) )  e 


-  (a-b)w 


•>jab  e-bx-2(2a+b)Sj^  dw  e-(«-b)w^7s  I0(2!3\/2S(x-w))!  j{4a\/Sw) ,  0  '  x  *  0,  x  >  3*.  x  <  0; 

*i«QjV(x-'i)/S  t*a(**n»4S)I^(4a'Vs(x.is)j  +  iiabe-bx-(2a+b)2Sr  n  ^y^Ts  I  (2bV2S(x-w))  e'(a'b)w 

J  x-n 

+  2abQ0  e-b(x-')-(a+b)2Sr  x  ndw  iq( 2a''/iiw)I0(2tiV2S (x-n-w) )  e‘(a‘b)w 
'0 

+  a:b  e"bx* (2a+b)2S^  ^  e-(a-b)w j q( 2t3V/2S (x-w ) W"  dzIQ(2aV2Sz)  IQ(2a^, -2S(w-z) ,  r.  <  x  <  2' 

bQ:  e-b(x-2r’+2S ) Io(2bV2S(X-2r1 ) )  +  2aQQQ1  e‘a(x'2n+2S>Io(2aV2S(X-2nj) 

2n 

+  a2Qj  e'a(x*r+4S>f  "  dw  I0(2aV2S(x-w))I0(2aV2S(w-n)) 

+  2abQ0  e'bx+a'1'(a+b)2S/,2r’  dw  I Q{ 2bV2S ( x-w) ) I Q( 2aV2slTTT) )  e'(a"b,w 
✓  x~n 

+  a2b  e-bx-  (2a+b)2SA  2ri  dw  e-(a-b)w j  (2bV^))  f  dz  iQ(2aVii7)U2aV^ ) , 

-/x~n  u  Jw-n  U  U 


2n  <  x  <  3r, . 


2  same  as  for  z  =  1 ,  but  with  a  and  b  exchanged  and  Qq  and  exchanged 


same  as  for  *  0,  but  with  a  replaced  by  band  Qq  replaced  by  Q 
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ps(e;n|L,£.)  =  1  -  Pr{C  =  correct  deci sion [ L , (5.2-1) 

Since  there  is  clipping,  there  is  a  finite  probability  that  one  or  more 

of  the  {zm>  are  equal  to  L  .  Thus  an  appropriate  formulation,  assuming 

a  randomized  decision  rule,  is 

M 

Pr{C;n|L,z}  =  )  Pr{C  and  (p  channels  =  Ln) ;n| L,t} 

u  n=0 

M  r 

Pr{C  and  (p  channels=Ln,  including  signal  channel )  ;n|L,2_} 
pn) 

=  Pr{C  and  no  channel  s=Ln;n|L,U 

+  >  Pr{C  and  (signal  channel=ln)  and  (p  non-signal  channels=Ln) ; 
P=0  n  I L  (5.2-2) 


The  first  term  in  (5.2-2)  is 


r  Ln  M 

/  dx  fL(xUj)  U*  GL(x;iJ 

m-0 


(5.2-3) 


where  f ( x ; )  is  the  non-delta  function  part  of  the  signal  channel's  pdf, 
and  G^(x*,£m),  m*2,  is  the  cumulative  distribution  function  for  the  non-signal 
channels.  (We  assume  without  loss  of  generality  that  the  signal  channel  is 
the  first  one,  i.e.,  m=l.)  The  sum  in  (5.2-2)  can  be  expanded  as 


II  * 

^  Pr{C;n|  (Zi=Ln)  and  (p  non-signal  channels=Ln) ;  1,2,} 

p=0 

•  Pr{p  non-signal  channel s=Ln |L,2,2 ,...  ,2.m}. 

•  Pr{zx=  LnlUiti} 

M-l 

=  ^  p+t  Pr^p  non-signal  channels=!n| L,2,2 , . . . s.M>  •  P1[_(2.1),  (5.2.4a) 

p=0 
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and  we  use  P^Ux)  £  Qo'k'1Qi1* 


(5.2-4b) 


Using  a  similar  notation,  the  probability  of  a  non-signal 
channel's  being  equal  to  Ln,  i.e.,  zm=Ln  for  m:>2,  is 


L-£  £,  -(L-£  )an-£_bn 

p  / ,  \  A  n  m  m  _  v  m  m 

P2L(V  '  q0  qi  "  6 


(5.2-5) 


M-l 


Now,  there  are  (  p  j  ways  for  p  of  the  M-l  non-signal  channels  to  be 


selected  as  either  zm=Ln  or  zm<Ln .  However,  it  is  necessary  to  account  for 

the  fact  that  these  channels  may  have  different  numbers  of  hops  jammed, 

£  •  Let 
m 


v  = 
m 


1  if  zm  =  Ln 

0  if  z  <  Ln  ; 
m 


(5.2-6) 


using  this  indicator  variable,  and  the  vector 


~  ^  V  2  ,  V  .  »  .  .  .  ,  V|yJ  ) , 


we  can  write 


Pr{p  non-signal  channels  =  Ln | L,£2 » • • • »£M) 
M 


where 


6(n,p)  * 


1,  p  =  n 
0,  p  /  n. 


(5.2-7) 


X  IT  vmP2L(V  +  ^ i_vm^  |1'P2L^m^]  j  *  *(Zvm,p)  (5.2-8a) 

v  m=2  m 


(5.2-8b) 
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tLrt  <innjr^jT->p^,  rm  wv 
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For  example,  if  all  the  non-signal  channels  have  the  same 
number  of  jammed  hops,  ^m=i>  then  (5.2-8a)  is  evaluated  as 


[p2i>>r  [i-p2i>>r1"p  i  s<ivp> 


fp1)[P2L<i>]P 


-1-P 


(5.2-9) 


Substituting  (5.2-8)  and  (5.2-3)  into  the  error  expression 


results  in 


P.(e;n|L,i)  ■  1  -  f  dx  f,  (x;^)  it~G,  (x;*  ) 
J*  L  m=2  L  m 


(5.2-10)5 


M-l 


PlLUi)  ^  1+P  TT  {vmP2l^£n^  +  ^1_vm^ ^-P2L^£m^ 6(XVm’P) * 

P  =  0  "  m—O  L — *■ 


v_  m=2 

5.2. 1.1  Special  case:  L=1  (one  hop/symbol). 
For  L=l,  we  have 


f^xuj)  =  c1e’Ci'x+2s)I  (2c!-/2Sx); 


(5.2-11) 


using 


m 


a  if  i  =  0 
m 


b  if  *  =  1; 

m 


P21  (lm  )  =  e'Cm"  ; 


(5.2-12) 

(5.2-13) 


and 
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M  M 

JI  \<x;V  =  J  (l-e-V> 

m-2  u  111  m~  2 

=  ( l-e"ax)n°  (l-e-»*) 
"o  M-l-n. 


k=0  r=0 


(5.2-14a) 


where 


no  "  "  0,  msZJ, 


(5 . 2- 14b ) 


that  is,  nQ  is  the  number  of  unjammed,  non-signal  channels.  Substituting  in 
the  error  expression  (5.2-10)  results  in 


M-l-no 

P  ( e ;n |  l,l)  - 
s  - 

k=0  r=0 

k+r  >0 


na'j  ^M-l-n0j  (_1}k+r+l 


M-l 

-q.  y  1 

‘  p=0 


l*p 


f  dx  c.e-2CiS-(ci+ka+rb)x  *  q 

A) 

I  tf 


*1 


v  m=2 


ItV1'  e  +  Uv: 


5(£v  ,p).  (5.2-15) 


The  integral  equals 


c^+ka+rb 


exp 


-(ka+rb)2c^S 

Cj+ka+rb 


Cj+ka+rb 


c^+ka+rb)n 


(5.2-16) 


Also,  since  %  =  0  or  1  when  L  =  1,  the  last  term  can  be  written 
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H-l 

-  Q(2^CjS,-^2Cjnj  ^  . 


p=0 

x  (l-e"aT1) 


M-l-n0  \  -P0(a-b)n-pbn 


-ank"p°  ^1_e-bn^M‘1_no"^p-po^ 


(5.2-1? 


where 


p  .  =  max[0,p-(M-l-n0)  ]  ,  p  =  min(p,n0)  . 

min  max 


(5.2-1/ 


For  example,  if  M=2,  (5.2-15)  becomes,  since  n  =  0  or  1 


(n  o  =  ) > 


c,  j  -2bc,S 
Pb(e;n|l,£)  -  *2  *  exp|  "^+5" 


f4c?  S 


1  -  0 


V  *  V2(ci+bk 


c,  [  -280,5 
+  U-^2)  *  T~T7  exP 


Cj+a 


Cj+a 


1-Q 


4c?S  - - \ 

“cj+a  »  v  2 (ci +a)Iy 


-  q(2^?»72c^)  Ji2  *  ^l-e”bn  +  \  e'bn 
+  (l-£2)  •  [l-e“an  +  |-  e 


(5.2-18 


5.2. 1.2  Special  case:  t  =  0  (no  jamming). 

For  this  case,  we  substitute  2_=  0  in  (5.2-10)  to  get 
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Ps(e;n|L,C)  =  1  -  f  dx  f L(x;0) |gl(x;0)J 

J  n 


•Qoi  w(V)e“Lpan(i-‘Unri’p 


o  Z-  i+P  V  P 
p=0 


(5.2-19a) 


r— >  / M- 1  \  k+1  rLn  r  -ll 

=  L(  k  )  ('1}  /  dx  \(x;0)[l-GLlx;0)j 

k=l'  ' 


L  Lan  T  ,  a  Ml 

«.  •  V[l-d-e-LW)  J- 


( 5 . 2- 19b ) 


Now,  1-G^(x;0)  in  the  integral  has  the  form  (see  Tables  5.1-3  and  5.1-4) 


1,  x<0; 

1-Gl(x;0)  =  <  e'ax  hr(x-rn),  rnsx<(r+l)n,  r=0,l ,2, . . . ,L-1; 
0,  x>Ln; 


(5.2-20) 


where  hr(x)  is  an  (L-l)  degree  polynomial.  Using  this  form,  the  integral 
in  (5.2-19)  becomes 

y  k  -kax 

j  dx  fL(x:0)  [  hf(x-rn)]  e 

r=0  rn 


£  f  dx  fL(xmi0>[hr(x)]Vka<’‘+rn> 


I  J'tt  * 


(5.2-21) 
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Noting  also  from  Tables  5.1-5  and  5.1-6  that  the  signal  channel 
pdf  can  be  written 

-ax 


fL(x;0)  =  e"  vr(x- m ) ,  r=0,l , . . . ,L-1 , 


(5.2-2| 


we  further  manipulate  (5.2-21)  to  obtain 
r-^  C n 

Y.  e-(k+1)ra  J  dx  e-(k+1)ax  *r(x)  [  hr(x)]k. 

r=0  0 

For  example,  if  L=l,  then  h0(x)  =  l  and 
v0(x)  =  a  e‘2aS  In( 2a  JzSx  )  ,  giving  for  (5.2-23)  the  value 


(5.2-2J 


2kaS  1 

1  ' 

1+k  exp  | 

k+1  1 

4aS 


1 -Q  (Vi+k  *  V  2a(k+l)n 


(5.2-24 


and 


/  M-l\  ,  . \k+l 

ps(e;n  1 1 ,0) 

k=l 


k+1 


exp 


-2kaS 

1+K 


l-Q 


,  V  2a(k+l)n) 


ean 

+  Q  -  Q  Sjj- 

0  0  M 


[l  -  (l-e"ar‘ p j  . 


(5.2-23 


5.2.2  Total  Probability  of  Error  . 

For  a  given  number  of  hops/symbol,  L,  the  total  symbol  probability 


of  error  is 


Ps(e;n,L)  =  V  PrU)  P$ (e ;n j L ,^.)  ; 


(5.2-26 
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the  bit  error  probability  is 


Pb(e;n,L)  =  Sm  ps(e;n’L)* 


(5.2-27) 


5.2. 2.1  Choice  of  clipping  threshold. 

The  procedure  we  have  adopted  for  choosing  n»  the  clipping 
threshold,  is  the  following:  choose  n  to  minimize  the  error  probability 
when  there  is  no  jamming.  That  is, 


n*  :  min  P  (e;n|L,0), 


(5.2-28) 


Differentiation  of  the  error  expression  (5.2-19a)  gives  an  equation  for  the 
optimum  n  thus  defined.  This  equation  may  be  written 

-  fL(ln;0)  (l  -  e’Lan  )M_1 


-  z  /; i-c 

r=l  J° 

L-l  Lao 

+  L  Q0  ^(n-.O) 


L(x+rn;0)  £  GL(x+rn;0)J 

-  [l  -  ( l-e'Latl  )H] 


±  La  e 


1  -  (l-e-Lan)M  -Me"Lan(  l-e”Lan  | 


Lan/,  -Lan  \M-1 


(5.2-29) 


For  L=1 ,  the  second  term  is  zero  and  the  equation  can  be  put  in  the  form 


^-[v  -  f^n-,0)]  |[1  +  (M-l)e'an]  ( 1-e 


-an*M-l 


-l  ; ; 


(5.2-30) 
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this  partial  derivative  with  respect  to  n  is  negative,  indicating  the 
error  decreases  as  n  increases,  indefinitely?  Thus  for  L=1  the  optimum 


threshold  is  infinite  (no  clipping): 
n*(L=l)  -*■  *  . 


(5.2-31) 


For  L>1,  it  is  not  feasible  to  find  the  optimum  threshold  by  differentiation 
it  must  be  done  numerically. 

5. 2.2. 2  Total  error  for  L=1  • 

Since  the  optimum  threshold  for  L=1  is  n*  -*■  «°»  we  may  express 
the  total  error  probability  by  using  (5.2-15)  to  obtain 


where 


n  o  M-i-V 


■  $  z  prii>z  I  (";)( 


M-l-n  \  k+r+1 

0  (-1) 


k=0  r=0 

k+r>0 


c^+ka+rb 


-(ka+rb)2c^S 

c^+ka+rb 


c,  =  (1-Hi  )a  +  b 


(5.2-32a) 


(5. 2-32b) 


n0-H-l  - 


(5.2-32c) 


This,  of  course,  gives  exactly  the  same  performance  as  the 
other  receiver  processing  schemes  for  L=l. 


*  TFi'e  last  factor  in  (5.2-30)  can  be  recognized  as  the  quantity 
M 

-  7  (M)  (l-e'an)n"m  e‘mdT1  <  0.  The  second  factor  is  always  positive 
m=2  m 

aQo  =  f j (n'»0)  +  exp{-a(2S+n)J  I  a(2S/n)k  I.(2a/S^). 

k>l 


since 
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5.3  NUMERICAL  RESULTS 

In  this  section  we  present  some  numerical  results  for  the  clipper 
receiver's  performance.  These  results  are  less  voluminous  than  those  obtained 
for  other  receivers  because  of  the  extremely  long  computer  run  times  for  the 
clipper  equations.* 

Two  stages  of  computation  are  required  for  the  clipper  receiver. 

First,  the  optimum  clipping  level  in  the  absence  of  jamming,  no/cj^,  must  be 
found  by  a  numerical  search.  Then  this  value  must  be  used  in  computing  the 
jammed  performance.  Whenever  L,  M,  or  Eb/NQ  changes  the  optimum  clipping  level 
must  be  recomputed. 

The  many  numerical  integrations  required  to  evaluate  (5.2-10)  using 
the  forms  for  f^(x;£1)  from  Tables  5.1-3  and  5.1-4  and  for  G^(x;0  from  Table 
5.1-2  result  in  very  lengthy  computations.  Consider,  for  example,  the  case  of 
M=4,  L=2,  in  which  the  numerical  integrations  which  are  required  have  the 
structure 


1  - 


1  - 


/fl9  +/  !V  /f3)g 
/fl/f2>9+  /<V  !f 


*  0  or  =  2 


=  1 


(5.3-la) 

(5.3-lb) 


where  g  is  a  function  of  f>2.  Each  conditional  error  probability  involves  one 
or  two  double  integrations  which  must  be  evaluated  numerically  to  sufficient 
accuracy  as  to  leave  several  significant  digits  after  subtracting  from  1.  This 
subtractive  cancellation  problem  is  especially  severe  for  high  E^/Nj  when  P(e) 
is  small . 

For  L=3  the  situation  is  even  worse,  for  the  numerical  integrations 
take  the  forms 


*It  has  been  noted  that  for  L=1  and  any  M  value,  the  clipper  receiver  with 
optimum  threshold  is  merely  a  conventional  receiver,  since  that  threshold  is 
infinite  for  L>1.  Thus  the  results  computed  previously  for  L=1  apply  to  this 
Section  as  well .  5.27 
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‘‘l/v/tv/v  M/VWIV  /f6  +  /<f7/f 8>]«|- 

Hj  =  0  or  d]  =  3  (5. 3-2a) 

1  "  j  /  fPg  +  /  [f 2  +  /f3  +  /f4  +  /V/V]9 

+  /[f7  +  If 8  +  /f9  +  / fl0(  / f  11}] 9  J  *  -  1  or  Hi  =  2  (5.3-2D) 

which  results  in  a  worst-case  of  2  one-dimensional  integrations,  5  two-dimensional 
integrations,  and  2  three-dimensional  integrations  to  be  performed  numerically. 

The  inner-most  integrals  must  be  evaluated  to  very  high  precision  in  order  to 
evaluate  the  outer  integrals  to  sufficient  precision  so  as  to  reduce  subtractive 
cancellation  to  acceptable  levels.  The  result  is  a  very  slow  computer  program. 

Under  these  conditions,  the  available  computational  facilities  (a 
PDP-11/44  minicomputer)  restricted  the  number  of  performance  curves  we  were 
able  to  generate. 

5.3.1  The  Optimum  Threshold  Setting  . 

The  optimum  clipping  threshold  no  is  defined  as  the  level  n  which 
minimizes  the  bit  error  probability  in  the  absence  of  jamming.  This  is 
accomplished  by  the  first  part  of  the  computer  programs  for  calculating  the 
performance  in  partial-band  noise  jamming.  The  thresholds  are  normalized  by  the 
thermal  noise  density;  thus  we  actually  find  no/2a^*  The  optimum  thresholds 
found  by  the  computer  programs  given  in  appendices  H  (for  M=2,  L=2),  I  (for  M=4, 
L=2) ,  and  J  (for  M=2  or  4,  L=3)  are  given  in  Table  5.3-1. 
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TABLE  5.3-1 

OPTIMUM  NORMALIZED  CLIPPING  THRESHOLD  n0/2a^ 


1 

M  _  i 

2 

(Eb/N0  =  13.35247  dB) 

4 

(Eb/N0  =  10.60657  dB) 

8 

(Eb/N0  =  9.09401  dB) 

2 

10.20 

10.55 

10.89 

3 

7.91 

8.15 

— 

We  note  that  in 
for  L=2  and  M=(2,4,8);  no 
is  almost  a  function  only 


terms  of  signal  power  no 
*  (2. 19S,  2.13S)  for  L=3 
of  S,  L,  and  M. 


=  (1.89S,  1.83S,  1.79S) 
and  M=(2,4).  The  threshold 
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5.3.2  Probability  of  Bit  Error  . 

For  M=2  and  L=2,  the  computations  using  the  program  given  in 
Appendix  H  were  sufficiently  rapid  to  permit  obtaining  a  full  set  of  curves 
for  jamming  fractions  from  y  =  0.001  through  y  =  1.0,  as  shown  in  Figure  5.3-1. 

For  M=4  and  L=2,  the  computations  were  much  slower,  due  to  the 
increased  number  of  jamming  events  and  the  need  to  compute  products  of  the 
function  G^(x).  Therefore,  the  program  in  Appendix  I  was  used  to  search  for 
the  optimum  value  of  y  for  each  value  of  Eb/Nj.  To  aid  the  speed  of  the  search, 
we  used  the  a  priori  knowledge  that  y^  =  1/N  where  N  is  the  number  of  hopping 
slots  when  E^/Nj  is  very  high,  and  that  yQpt  increases  as  Eb/Nj  decreases. 

Thus  the  computations  started  at  E^/Nj  =  50  dB  and  decreased  (in  rather  large 
steps  to  conserve  computer  time)  to  0  dB.  The  result  is  the  curve  of  ( e )  vs. 
Eb/Nj  in  worst-case  partial -band  noise  jamming  as  shown  for  M=4  in  Figure  5.3-2. 
For  comparison,  the  envelope  of  the  curves  from  Figure  5.3-1  is  shown  in 
Figure  5.3-2.  We  see  that  M=4  FH/RMFSK  is  about  2  dB  better  than  M=2  FH/RMFSK 
in  strong  jamming. 

Selected  runs  for  M=8  and  L=2  with  E.d/Nq=9.09  dB  were  made  in  order  to 
examine  the  dependence  of  the  worst-case  jamming  performance  upon  M.  These  runs 
yielded  the  threshold  shown  in  Table  5.3-1  and  the  following  points  for  y=0.01: 
[Eb/Nj,  P(e) ]  =  [15,  8. 963 ( -4) ] ,  [20,  4.680(-4)],  [22.5,  2.604(-4)],  [25,  1.286 
(-4)],  [=°,  3.91(-5)].  From  these  points,  a  curve  for  y=0.01  was  constructed, 
and  the  inflection  point  was  taker,  to  be  a  point  on  the  worst-case  jamming  curve 
This  point,  estimated  as  the  22.5  dB  point  given  above,  is  shown  on  Figure  5.3-2 
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K>v 


'V’i 


Although  the  program  given  in  Appendix  J  contains  code  to 
compute  P[j(e)  as  well  as  no/2o^,  excessive  run  time  (nearly  8  hours  to 
obtain  just  n0/2a^),  prevented  us  from  allowing  it  to  run  to  completion 
to  obtain  performance  curves  for  the  case  L=3  hops  per  symbol. 
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BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  CdB) 


FIGURE  5.3 


-1  PERFORMANCE  OF  CLIPPER  RECEIVER  FOR  FH/RMFSK  WITH  M=2,  L=2 
HOPS/SYMBOL,  AND  Eb/NQ  =  13.35247  dB  (FOR  Pb(e)  =  10-5  IN 
THE  ABSENCE  OF  JAMMING  WHEN  L=l) 


PROBABILITY  OF  BIT  ERROR 


h\ 


m 


1=2,  2400  SLOTS 
CLIPPER  RECEIVER 
OPTIMUM  n 

FH/RMFSK  IN  WORST-CASE 
PBNJ 


M  =  2 

VN0 


13.35247  dB) 


M  =  4  S  \ 

< w 

10.60657  dB) 


M  =  8 

Eb/N0  =  9.09  dB) 
(one  point) 


BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  (dB) 

FIGURE  5.3-2  PERFORMANCE  OF  CLIPPER  RECEIVER  FOR  FH/RMFSK  WHEN  L=2  HOPS/ 
SYMBOL  WITH  M  AS  A  PARAMETER  AND  E^/Nq  CORRESPONDING  TO 
Pk(e)  =  10‘5  IN  THE  ABSENCE  OF  JAMMING  (WHEN  L=1  HOP/SYMBOL) 
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6.0  FH/RMFSK  PERFORMANCE  USING  SQUARE-LftH  SELF-NORMALIZING  RECEIVER 

The  ECCM  weighting  schemes  which  make  the  (ideal)  AGC  and  clipper 
soft-decision  receivers  for  FH/MFSK  and  FH/RMFSK  work  depend  upon  &  priori 
knowledge  of  system  parameters,  or  else  real-time  measurements.  (The 
feasibility  of  these  measurements  is  discussed  in  a  later  section.)  It  is 
evident  that  the  clipper  strategy,  which  requires  setting  an  SNR-dependeut 
threshold,  would  be  easier  to  implement  than  the  AGC  receiver,  which  requires 
detection  of  which  hops  are  jammed  and  knowledge  or  measurement  of  thermal 
noise  and  jamming  noise  levels.  Meanwhile  we  have  seen  that  the  hard-decision 
receiver  accomplishes  a  form  of  ECCM  protection,  much  in  the  manner  of  the  clipper 
receiver  -  the  jammed  hops  are  prevented  from  dominating  the  decision.  If  there 
is  sufficient  SNR,  one  might  well  choose  then  to  employ  the  hard-decision  scheme, 
since  it  does  not  require  any  a  priori  knowledge  or  measurements. 

In  this  section  we  consider  soft-decision  weighting  schemes  which 
are  not  predicatedon  using  signal  or  noise  parameters.  In  particular,  we  find 
the  FH/RMFSK  performance  of  a  "self-normalizing"  receiver  in  partial-band  noise 
jamming, 

6.1  THE  SELF-NORMALIZATION  SCHEME 


The  general  FH/RMFSK  soft-decision  receiver  shown  in  Figure  2.2-1 
is  rendered  what  we  call  the  "self-normalizing"  (SNORM)  receiver  by  use  of  the 
weighting  function 


mk 


ink 


Ik 


+  x 


2k 


+  x2 
xMk 


(6.1-1) 
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That  is,  on  each  hop  (indexed  by  k,  k=l,2, . . . ,L) ,  the  squared  envelope  samples 
in  each  channel  (m=l,2,..,M)  are  normalized  (divided)  by  their  sum.  In  this 
manner,  hops  which  are  jammed  in  one  or  more  MFSK  slots  can  be  expected  to  be 
weighted  less  than  un jammed  hops. 

Thus  the  decision  variables  for  the  SNORM  receiver  are 
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P.<“;cm)  =  V  ■  m=2 . H;  a>  0; 

m 


(o.l-'Sb) 


where 


a,  channel  not  jammed 

i 

b,  channel  jammed,  m=l,2,...,M. 


(6. l-4c) 


Thus  the  joint  pdf  for  the  square-law  envelope  detector  samples  is,  conditioned 


on  the  jamming, 


pu^al’- • • *aM^cl» * • =  clc2 ' " " CM  ®*p  ”P1 


m, 

V  C  a  1 

/  .  mm 
m=l 


c  1 c  la  1 )  ’ 
(6.1-5) 


By  a  change  of  variables, 


U1  =  *Z1 


u,+u9  =  s(z,+z9) 


k 

I  U, 

1*1 


r\ 

5i?i2f 


(6.1-6) 


ul"t’u2+“’+uM  = 

can  express  the  joint  pdf  of  {ZpZ«, . . .  .  }  by,  using  c  =  (cj.Cg,. . . ,cM) , 


f"  M-l  r  t1 

P  2(uj»c*2»  •  •  •  6  Py  ^ 

J0  ~  L  m=l 
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X  Iq(2  YpjCjs'dj) 


(M-l):  e'Pl7T'm 
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CM  +  t  (VcM>«m 
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M  1‘ 1 


M;l; 


clplal 


(cm~CM)a 
in  M  m 


(6.1-7) 


In  this  development  we  used  equations  6.643.2  and  9.220.2  from  [3];  jF^ajb.x) 
is  the  confluent  hypergeometric  function. 

Note  that  does  not  appear  in  (6.1-7).  This  occurrence  is  due 
to  the  fact  that  there  are  now  only  M-l  dependent  random  variables;  the  value 
of  the  Mth  channel  variable  is  completely  determined  by  the  others.  This 
fact  can  be  made  explicit  by  writing  (using  all  variables) 


Pz (^1  ,a2  ’  *  '  *  ,C1M I  — )  =  P7 ( 


M1 


Val  ,a2*  * 


/ M 

HLv1 

xrn=l 


(6.1-8)  | 


Also,  we  note  that  the  domains  of  these  variables  are  interdependent: 

0  <  z  <  1 
v  m 

0  <  2 .  +  z .  <  1  (all  pairs) 

•  J 

0  <  z.  +  Zj  +  zk  <  1  (all  triples) 


0  <  zx  +  z2  +  . . .  +  zK-1  *  l 


M 

I 

m-l 


(6.1-9) 
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This  interdependence  of  finite  domains  makes  analysis  and  computation  difficult, 
as  will  be  seen  below. 

6.1.2  Alternate  Forms  ■ 

By  using  the  identity 
jFjtHUjx)  =  eX1F1(l-M;l;-x) 

=  ex  ,  (6.1-10) 

where  ^n(x)  is  the  Laguerre  polynomial,  we  realize  that  the  joint  pdf  given 
in  (6.1-7)  has  the  form  of  an  exponential  times  an  (M-l)-degree  polynomial 
in  x(a),  divided  by  an  M-degree  polynomial  in  y(aj: 
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Applying  this  relation  results  in 


P,(o|c)  = 


W  cm  -pl  3 


M-l 


YC  a 

L»  mm 


IM 


3p 


M-l 

1 


<s(Z  v  *)• 

m 


(6.1-13) 


6. 1.2.1  Special  case:  M=2  (binary). 

The  various  general  expressions  for  the  joint  pdf  reduct  to  the 
following  ones  for  M=2: 


-p 


clc2e 
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Clplotl 


Pz  (ar  a2lci,c2)  =  o  1F1^2;1;  C,a,  +  C.aJ  6  W  +  a2'^ 

cl°l  +  c2a2  11  L  2  (6.1-14a) 

(6 . 1- 14b ) 


clC2e 
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ClC2e 


[c2  +  (cl"c2)al] 


1  9p7  P1 


Pi  exp 


clpl“l 


~2  ^  rv¥^i 


6(a.  +  a2-l)  (6.1-14C) 


with 


0  i'  a.  f  1,  0  ,<  =  1  -oij  i  1 . 


(6.1- 14d ) 


6. 1.2.2  Special  case:  no  jamming. 

For  no  jamming,  Cj=C2=  ...  =0^  (also  true  for  all  channels  jammed), 
the  general  pdf  reduces  to 

Pz(“|c1=c2=  ...  =  CM)=  (M-l)!e"Pl  1F1(M;l;p^a1)  «(I  a^l) 

-  (M-i):  e‘Cl+t,iai  td  c  -i) 

m  m 


-Pi  8m-i 

=  e  — FPT 


$p 


1 


M-l  p,ai 


4  (  Z  a  - 1 ) . 
m  m 
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6.1.3  Conditional  pdf's  for  M=2 . 

We  now  show  the  explicit  expressions  for  the  decision  variable  for 
the  binary  case;  there  is  only  one  decision  variable  z=Zj  since  Zg  =  1  -  z^. 

6. 1.3.1  Single  hop/bit  case  (L=l)  . 

As  far  as  computation  of  error  probabilities  is  concerned,  the  1=1 
case  of  the  SNORM  receiver  pdf's  is  not  needed  since  the  normalization  does 
not  affect  the  outcome  of  the  decision;  we  know  in  advance  that  the  result  will 
be  the  same  as  if  no  normalization  were  employed.  However,  to  go  on  to  the  L=2 
case,  we  need  the  L=1  pdf's. 

Using  K  s  cj/°j^  as  in  previous  analyses,  the  pdf's  conditioned 
on  the  possible  jamming  events  v_  =  (v^.v^)  are  as  follows: 


Pj[z|v  =  (0,0)]  =  e  N1F1(2;1;pnz) 


-P.,+PWZ 

=  e  N  N  (1+pwz) 


( 6 . 1 -16a ) 


(6.1-16b) 


-oN 

pj  z  ly.=  (0,l)  =r  -“2 

11  J  [l  +  (K-l)zp  1  A\ 


1  +  ( K- 1  ]z 


(6.1-17a) 


[l  +  (K-l)z]2 


1  +  1  +  (0-f)z/  (6.1-17t) 


p>tzl- (ll0)J  =  (7  -K(K-i)2f  lFl(! 


/  P  jZ 

lFllZ;1;  K  -  (K-l)z 


( 6 . 1 - 18a ) 


’[K.  (K-Dzj* 

Pl[zl  v-  (1,1)]  =  e  Pj1F1(2;1;ptz) 


-“tr-ttz  f1  +  k  -■  miz J  (6'1‘18b) 


-pt+ptz 


(1  +  P-J-Z ) 


( 6 , 1 - 19a ) 


(6 . 1- 19b ) 
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For  all  of  these  expressions,  the  domain  of  z  is  0  $  z  <  1.  Note  that 
when  there  is  no  signal  (p^=p^.=0),  the  variable  2  is  uniformly  distributed 
when  both  channels  have  the  same  noise  power. 

6. 1.3.2  Two  hops/bit  case  (L=2). 

To  obtain  the  pdf  for  1=2 ,  it  is  necessary  to  convolve  the 
expressions  (6.1-16)  to  (6.1-19)  with  each  other  for  the  jamming  events 
A  =  Zi  +  2.2 •  ^e  general  form  of  the  convolution  is 

r  min(l, 2) 

P 2 ^ 2 1  — =  2i  +  22)  =  /  dv  p1(z-v|yJ)p1(v|v2), 0  $  z  s  2.  (6.1-2J 

max(0,z-l) 

There  are  ten  distinguishable  jamming  events,  two  for  £_=(1,1)  and  one 
each  for  other  £_.  For  three  of  these  ten  cases,  the  convolution  shown  in 
(6.1-20)  can  be  performed  analytically  without  too  much  difficulty;  the  cases 
are  the  ones  in  which  both  channels  are  jammed  or  not  jammed  on  a  given  hop: 
£=(0,0),  (1,1)*,  (2,2).  For  these  cases,  the  pdf  for  one  hop  can  be  written 

pi(z)  " e  Cl  ifr  i6-1-2! 

The  convolution  then  takes  the  form 


P2(z|pi  ^2)  =  e 


■pl_p2  g2 


dp  1 dP2 


f min(l, 2)  Pl(z-v)+p2v 

p  1  °2  /  dv  e 

Jmax(0,z-1) 


-Pl"P2 


P2Pl 


=  e 


Sp 1 9p2  P 2  Pi 


(  P2Z  Plz 

e  -e  ,  0  <:  z  s  1 

p2+p1(2-1)  p1+p2(z-l) 

e  -e  ,  1  <  z  <  2. 


(6.1-21 


*i.e.,  the  case  of  z.  =  (1,1)  where  y_:  =  (1,1)  and  ^2  =  (0,0)  or  vice  versa. 
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Carrying  out  the  partial  differentiations  results  in 


P2(zIpi.D2)  * 


-P1-P2 


( pi -p2  ) 
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e  I  -2pip2  +  Pi 
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(6.1-23a) 

[  2Pip2  +  p2  (pi-p2)z]|,  p!^p2,0<z?l; 

(6 . 1  -  2  3 1» ) 


-2p+pz 

=  e  z(l  +  pz  +  p2z2/6) ,  p1=p2=p,  0<z<l; 
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(pi-p2) 


p2(z-2) 


£  -2pjp2  +  Pi2(pi“P2)  + 

P2(Pl-Pz)  (Pl2-PlP2'P2)(z-l)| 
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=  e 
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2 


( 6 . 1 - 23c ) 


1  +  p  +  p2/6  -  (l-p2/2)(z-l)  -p(l+p/2)(Z'l) 
-(p2/6)(z-l)3 j,  p i=p2=p »  l<;z<2. 


(6.1-23d) 


This  expression  is  applied  to  the  pertinent  jamming  events  using  the  following 
table: 


'l 


pi  p2 
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PN  PN 
PN  PT 
PT  PT‘ 


(6.1-24) 
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The  other  seven  cases  must  be  handled  by  numerical  convolution. 
(We  have  found  an  analytical  expression,  but  it  is  no  easier  to  compute  than 
the  convolutions.) 

6.1.4  Conditional  pdf's  for  M=4  . 

The  system  analysis  for  M>2  becomes  very  difficult,  as  we  now 
demonstrate  for  M=4. 

6.1>.l  Single  hop/symbol  case  (L=l) . 


For  M=4  and  L=1  there  are  sixteen  possible  jamming  events, 
described  by  the  vector  v  =  (v1,v2,v3,v4),  where  vm  =  1  if  the  mth  symbol 
frequency  slot  is  jammed,  and  vm  =0  if  not.  These  events  give  rise  to  the 
conditional  pdf 


6yi 

p(llv)  *  r— W  « 


•pi+v2pizi/y(z) 


[y<jL>]‘ 


'^3[“y2plZl^ y^— ^  ]  *  (6.  l-25a) 


where 


i3(-u)  *  1  +  3u  +  |  u2  +  ^  u3 


(6.1-25b)i 


and  the  parameters  and  and  the  polynomials  y(z)  are  listed  in  Table 

6.1-1.  Since  z,  =  \-z.-z  -z  >  it  does  not  appear  in  the  pdf.  We  note  that  z, 

*  fc  V 

always  appears  in  the  conditional  pdf,  while  z 2  and  z3  may  or  may  not  appear. 
It  is  understood  that  the  domain  of  values  for  the  variables  is 


(zj,z2,z3)  e  j,  where  ^  ^  is  the  volume 

0  $  $  1  «  1  *  1,2,3; 

n4,l:  {  0  j  +  Zj  j  1  ,  all  pairs;  (6.1-26) 

0  f  Zj  +  z2  +  z3  f  1. 
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TABLE  6.1-1 


L=1  PROBABILITY  DENSITIES  FOR  M=4 


Vl  V2V3V4 

Pi 

Vl 

V2 

y(z) 

A 

0  0  0  0 

1 

1 

1 

B 

0  0  0  1 

K3 

1  +  (K-l)  (Zj+Z^) 

C 

0  0  10 

K3 

K  -  (K-l) 23 

D 

0  0  11 

p  N 

K2 

1  +  (K-l)  (Zj+Zg) 

E 

0  10  0 

K3 

K 

K  -  (K-1)z2 

F 

0  10  1 

K2 

1  +  (K-l)  (Zj+Zj) 

6 

0  110 

K2 

K  -  (K-l)  (z2+z3) 

H 

0  111 

K 

— 1 

1  +  ( K- 1 )  z  x 

I 

10  0  0 

K3 

K  -  (K-l)zj 

n 

10  0  1 

K2 

1  +  (K-l)  (z2+z3) 

B 

10  10 

K2 

K  -  (K-l)  (z1+z3) 

B 

10  11 

K 

1  +  (K-1)z2 

M 

110  0 

PT 

K2 

1 

K  -  (K-l)  (zx+z2) 

N 

110  1 

K 

1  +  (K-1)z3 

0 
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K 

K  -  (K-l)  (Zj+z2+z3) 
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The  domain  ^  ^  may  also  be  described  as  the  volume  included  by  the  planes  z^=0, 
z2=0,  23=0,  and  Zj+Zg+z^l,  as  illustrated  by  Figure  6.1-1.  It  is  obvious  from 
the  mutual  constraints  among  the  variables  that  they  are  statistically 
dependent. 

6. 1.4. 2  Two  hop/s.ymbol  case  (L=2)  . 

Since  the  four  SNORM  variables  are  dependent,  we  cannot  analyze 
the  M=4,  L=2  case  by  finding  the  two-sample  distributions  of  the  separate 
channels  as  we  did  for  other  receivers.  The  convolution  must  be  done  in 
three  dimensions  (M-l  dimensions  for  the  general  case).  The  concept  for  doing 
this  is  unusual,  but  can  be  visualized.  Figure  6.1-2  illustrates  the  fact 
that  multi-dimensional  convolution  of  two  pdf's  involves  integration  over  the 
volume  which  is  the  intersection  of  the  domains  of  the  pdf's.  In  Figure 
6 . l-2( b) ,  the  simple  case  when  the  point  (zpZ2,z3)  lies  inside  the  domain  of 
Pj(z)  is  shown;  this  yields  a  rectangular-sided  volume.  If  (z^,z2»z3)  lies 
outside  the  domain  of  Pj(z),  the  intersection  is  much  more  complicated. 

By  careful  study  we  have  determined  that  the  pdf  for  the  SNORM 
receiver's  decision  variables  for  M=4  and  L=2  has  the  general  form 


where 


P2(lli.  =  ^.l+^2) 


Pl(vili)Pi(z_yJv2), 


(6. l-27a» 


=  max  (OjZ^l) 

B.  =  min  (1  ,Zj) 

=  max  (0,z1+z2-v1-l)  (6 . 1 -27b ) 

B2  =  min  (l-v1,z2) 

A3  =  max  (0,z1+z^+z3-v1-v2-l) 

B3  =  min  (l-Vi-v2,Z3) . 
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Now,  since  there  are  sixteen  cases  of  p^(zj^)  for  L= 1 ,  there  are 
( 16)2  _  cases  for  L=2.  However  since  the  numbering  of  symbol  channels  is 
arbitrary,  there  can  be  considered  to  be  fewer,  distinguishable  jamming 
events.  These  are  fully  enumerated  in  Section  6.2.  What  we  wish  to  note  here 
is  that  if  neither  of  the  densities  in  (6.1-27)  contains  v^>  the  integral  can  be 
simplified  to 


rB>  r 

p,(z|i)  =  j  dVj  I  d*2  Pjfvjvilp^i-vJvi)  (Bj-Aj) 

J  A  -TV 


(6.1-286) 


'A1  A2 


where 


B3  -  A3  =  min  (l-v1-v2,v3)  -max(0,z1+Z2+z3-v1-v2-l) 

:2-zrz2-|1-vrv2-z3|  -  izi+22+z3‘vl"v2"1  i 


(6. 1 -28b ) 


If  neither  pdf  in  (6.1-27)  contains  v2  or  v3>  the  integral  can  be  further 
simplified  to 


where 


(Zj-Vjlvz) 


(b3-a3), 


(B3~A3)  =  "2  (2-Zj”z2)  (B2-A2) 


1 

4 


(B2+Vi+z3-1)|B2+Vi+z3-1| 


- ( 1 )  I  A2^v 

+  (B2+v1+l-z1-z2-z3)|B2+v1+l-z1-22-z3li 
-  (A2+v1+1-z1-z2-z3)|A2+v1+1-z1-z2-z3|  , 


(6.1-29) 


(6.1-30) 
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since 

I  dx  l x-a J  3  (  dx  |a-x|  3  y  (B-a) |B-a|  -  ^  (A-a) | A-a I .  (6.1-3 

\  jtK 

Now,  if  Vj  is  in  the  integrand  of  (6.1-27)  but  v2  is  not, 
we  simply  "switch  labels"  on  v2  and  v3  to  get  (6.1-28)  with  v3  replacing  v2< 

6.2  JAMMING  EVENTS  AND  ERROR  PROBABILITY  FOR  L=2 

We  now  extend  the  conditional  distribution  analysis  in  the  last 
section  to  obtain  the  BER  for  the  FH/RMFSK  SNORM  receiver  under  partial -band 
noise  jamming.  Since  the  jammed  error  for  L=1  is  the  same  for  other  receivers, 
we  proceed  to  the  case  of  L=2. 

6.2.1  Jamming  Events  and  Probabilities  for  M=2. 

Ml 

For  L=2  and  M=2  there  are  2-16  elementary  jamming  events.  As 
mentioned  previously,  for  the  SNORM  receiver,  only  ten  of  these  events  are 
distinguishable  in  terms  of  jamming  effects.  These  are  listed  in  Table  6.2-1, 
along  with  the  single-hop  events  which  produce  them  and  the  probabilities  of 
the  1=2  events. 

The  error  event,  assuming  the  signal  is  in  channel  1,  is 
Zj  <  z2  =  2-z,.  Thus 

Pb(e;Y)  3  Pr{Zj<l}  =  ]T  PrU}  Pr{z1<l 1 1 }  .  (6.2-1) 

I 

The  conditional  error  probabilities  in  (6.2-1)  are  calculated  by 
integrating  the  pdf's  shown  previously  in  equation  (6.1-23)  or  the  convolution 
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JAMMING  EVENT: 


0,0 

0,0 

0,1 

0,1 

0,2 

0.1 

1,0 

1,0 

1,1 

0,0 

0,1 

1,2 

0,1 

2,0 

1,0 

2,1 

1,0 

2,2 

1,1 

2^0*1 
71 1 2 

2tT  0TT  1 
2  H  o1T2 
2-12 
2ttiH2 

Til2 

2tt  !  7T2 

IT.  2 


vq-l/ 


Pj(v  |  v,! ) 
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of  the  pdf's  in  equations  (6.1-16)  to  (6.1-19).  The  result  is 

Pb(e;y)  =  *jj|  •  |  e  N  (1+pn/3) 

r  1  -pnv 

+  2*0*1  /  ri  **'* 

-'O 


dv  (l-v)e  N  P1(v|0,l) 

+  "f  f0  dv  Pj ( v  1 0, 1)  •  Jfcfr  e 

+  2*o*i  Z"1 dv  (l-v)e  N  p1(v|  1 ,0) 
Jo 


-PNv 

v+K(l-v) 


+  Zi.o-2  — — -j  |  e  T  f  eN!oN'cT)  •  ((,N+CT>] 
(PN‘PT)  »  L 

+  e  N  ^pt^pN"pT^  +  <pN+pl)]l 

r  1  i  v  (  -Kotv 

+  2*^  /  dv  Pj(v|0,l)  •  kv+i_v  exP  kv+1-v 
•'0 

rl  “pTv 

+  2*2*2  /  dv  (l-v)e  Pj ( v | 0 , 1 ) 

Jf\ 


+  7T? 


1-v 


'0 


dv  pj  (v 1 1, 0)  •  k--j-v-  exp 


-Kptv 

Kv+l-v 


f 1  -ptv 

+  2*2*2  J  dv  (l-v)e  pj(v|l,0) 
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6.2,2  Jamming  Events  and  probabilities  for  M=4. 

For  L=2  and  M=4,  there  are  256  elementary  jamming  events, 
which  can  be  represented  by  47  distinguishable  events.  These  are  listed  in 
Table  6.2-2,  along  with  their  probabilities  of  occurrence.  The  joint  pdf 
of  the  decision  variables,  given  the  representative  jamming  event  shown  in 
the  table,  is  the  convolution  (6.1-27)  with  the  single-hop  pdf's  selected 
from  Table  6.1-1  as  indicated. 

The  error  event  for  M=4  and  L=2  is  the  complement  of  the  condition 
for  a  correct  symbol  decision,  so  that  the  conditional  error  probability  is 

Ps(e|i)  =  1  -  PrUj  >  zv  Zj  >  z3.  >  z4  =  2  -  z^-z^n 

-  1  -  PriZj  >  z2,  Zj  >  z3,  2zj  >  2  -  z2-z3|*.}  (6.2-5a) 

h  1  -  Ps(C|fc).  ( 6 . 2- 5b ) 
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TABLE  6.2-2 

JAMMING  EVENTS  AND  PROBABILITIES  FOR  M-4,  L=2 


£_ 

cases* 

#  events  prob. 

0  0  0  0 

A+A 

1 

*o2 

0  10  0 

A+E 

6 

6*0*1 

0  110 

A+G 

6 

6*0*2 

C+E 

6 

6if  j 2 

0  111 

A+H 

2 

2*0*3 

C+F 

6 

6*  j  *  2 

0  2  0  0 

E+E 

3 

3*  j2 

0  2  10 

E+G 

12 

12*1*2 

0  2  11 

E4H 

6 

6*1*3 

F+G 

6 

6*2  2 

0  2  2  0 

G+G 

3 

3*  2  2 

0  2  2  1 

G+H 

6 

6*2*3 

0  2  2  0 

H+H 

1 

o 

*  3  *’ 

10  0  0 

A+I 

2 

2*o*i 

110  0 

A+M 

6 

6*0*2 

E+l 

6 

6*  i 2 

1110 

A+N 

6 

6*0^3 

G+I 

6 

6*  1*2 

C+H 

12 

12* 1*2 

1111 

A*P 

2 

2*0*4 

H+l 

2 

2*1*3 

C+N 

6 

6*1*3 

F+K 

6 

6*22 

12  0  0 

E+M 

6 

6*1*2 

12  10 

E+N 

12 

12*1*3 

G+M 

12 

12*22 

12  11 

G+N 

12 

12*.'*  3 

E+P 

6 

6*]*4 

H+M 

6 

6*2*3 

cases* 

#  events 

prob, 

12  2  0 

F+N 

6 

6*2*3 

12  2  1 

H+N 

6 

6*32 

G+P 

6 

6*2*4 

12  2  2 

H+P 

2 

2*3*4 

2  0  0  0 

I+I 

1 

*12 

2  10  0 

I+M 

6 

6*1*2 

2  110 

I+N 

6 

6*1*3 

K+M  . 

6 

6*2  * 

2  111 

1+P 

2 

2*J*4 

K+N 

6 

6*2*3 

2  2  0  0 

M+M 

3 

3*2  2 

2  2  10 

M+N 

12 

12*2*3 

2  2  11 

M+P 

6 

6*2*4 

L+N 

6 

6*  3  2 

2  2  2  0 

N+N 

3 

3-32 

2  2  2  1 

N+P 

6 

6->3*4 

2  2  2  2 

P+P 

1 

*4  2 

Totals : 

256 

1 

•cases  (A-P):  See  Table  6.1-1 
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From  this  expression  we  observe  that  the  probability  of  a  correct  symbol 
decision  is  obtained  from  the  joint  pdf  of  (zj,z2*z3)  by  integrating  it 
over  the  volume  a  implied  in  (6.2-5): 

V 


ps(cli.)  *J  J  j  dz1dz2dz3  P2(z|fi.).  (6.2-6) 

nc 

As  illustrated  in  Figure  6.2-1,  the  volume  n  may  be  described  as  that 

V 

enclosed  by  the  planes  z2=0,  z3=0,  2z1+z2+z3=2,  Zj+z2+z3=2,  z1=z2,  and 
Zj=z3.  Thus 


where 


A4  ■  1/2,  B4  =  2 

Ag  =  max(0,2-3zj) 

B5  ■  min(z1,  2-z^ 

Ag  =  max(  0,2-2Zj-z2) 
Bg  =  min(zj,2-z1-z2) . 


(6.2-7a) 


(6.2-7b) 
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plane : 
2WZ3 


points : 

A:  (2/3, 
B:  (1/2, 
C:  (2/3, 


zr  z2*  z3^ 

2/3,  0)  D:  (1,  0,  1) 

1/2,  1/2)  E:  (2/3,  2/3,  2/3) 
0,  2/3)  F:  (1,  1,  0) 


FIGURE  6.2-1  VOLUME  OF  INTEGRATION  FOR  CORRECT  SYMBOL  DECISION,  M=4,  L=2 
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6.3  AN  ALTERNATE  APPROACH  FOR  M=2  AND  1=3  HOPS/SYMBOL 

In  order  to  obtain  a  more  computationally  tractable  form  for  the 
performance  of  the  self-normalizing  receiver  in  partial-band  noise  jamming,  we 
may  proceed  as  follows.  The  probability  of  a  symbol  error  is 

Pr(e)  =  Pr{z<3/2} 

-  Ev{Pr{z<3/2|v}} 

3/2  ) 

P3(rJy.)d;>  (6.3-1) 

where  p.jU|v)  is  the  probability  density  function  conditioned  on  jamming  event 


If  we  interchange  the  order  of  integration  with  respect  to  t,  and 
expectation  with  respect  to  v  in  (6.3-1),  we  obtain 


Pr(e)  = 


'3/2 


'0 


/.P3(c|v)}dc. 


The  expectation  in  (6.3-2)  may  be  written  as 


P3U)  =  ^^(cly.)) 


(6.3-2) 


=  Ev{p1(dy)*p2(;lv)} 

*  P1U)*P2(?)  (6.3-3) 

where  the  operator  *  denotes  convolution  and 

Pj(c)  4  E* (Pjlclii))  (6.3-4) 
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with  being  the  first  column  of  the  event  matrix  v  and 

-  Ev^{p2(c|v2)}  (6.3-5) 

with  being  the  last  two  columns  of  the  matrix  y_.  The  expectation  in 
(6.3-4)  is  given  by 

PjU)  =  itoPooU)  +  71 1  Poi  (^ )  +  *iPio(0  +  n2Pi  1(4)  (6.3-6) 

where  the  p.«U)  -  PiU|v  *  ( i , j ) ]  are  given  by  (6.1-16)-(6.1-19)  and  the 

'  J 

event  probabilities  tt0,  ir  1 ,  and  112  are  given  by  Table  6.2-1. 

The  density  P2U)  "from  (6.3-5)  contains  10  terms,  as  discussed  in 
Section  6. 1.3.2.  Analytical  results  for  three  of  these  cases  are  given 
by  (6.1-23)  and  (6.1-24). 

By  performing  the  convolution  (6.3-3)  using  (6,3-6)  and  (6.1-23), 
we  obtain  a  form  containing  the  sum  of  seven  numerical  convolutions.  However, 
each  convolution  involves  a  reasonably  well-behaved  integrand.  Overall,  the 
computational  effort  is  also  lightened  by  the  reduction  in  total  terms  due  to 
splitting  up  the  3-hop  jamming  events  into  1-hop  events  in  (6.3-6)  and  2-hop 
events  in  (6.3-5)  for  which,  at  least  in  part,  analytical  results  are  available. 
This  is  the  method  implemented  by  the  computer  program  given  in  Appendix  L. 
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6.4  NUMERICAL  RESULTS 

The  numerical  computations  for  the  self-normalizing  receiver  suffer 
difficulties  similar  to  those  encountered  for  the  clipper  receiver,  namely  a 
multitude  of  multiple-dimensional  numerical  integrations.  For  the  case  of  Ms2 
and  L=2,  from  (6.2-2)  and  (6.1-16),  we  have  the  simplest  case  to  compute, 

consisting  of  7  one-dimensional  integrals.  For  the  case  of  M=2  and  L=3,  we  must 

do  5  two-dimensional  numerical  integrations  and  2  three-dimensional  numerical 
integrations  to  obtain  a  value  of  e)  for  given  E^/Nq,  E^/Nj,  anc'  ^or 
case  of  M=4  and  L=2,  we  are  faced  with  numerical  integrations  in  five  or  six 
dimensions  over  non-standard  regions  (see,  for  example.  Figure  6.2-1  for  the 
region  of  integration  of  the  outermost  3  dimensions). 

At  the  computational  throughput  rate  of  the  PDP-11/44  computer 

available  for  the  computations,  the  CPU  time  to  obtain  results  for  even  M=4  and 

L=2  are  estimated  to  run  to  many  months,  or  even  years.  Hence,  we  restrict 
our  numerical  computations  to  M=2  and  L=2  and  3.  For  L=2,  the  speed  of 
computation  was  sufficiently  high  to  permit  the  full  set  of  curves  for  y  ~  0.001 
to  y  =  1-0,  to  be  computed  using  the  program  in  Appendix  K.  Figure  6.4-1  shows 
the  performance  as  a  function  of  E^/Nj  when  E^/Ng =  13.35247  dB,  which  corres¬ 
ponds  to  P^(e)  =  10”“’  for  ideal  MFSK  with  M=2.  We  note  in  Figure  6.4-1  that 
there  is  a  clustering  of  the  cross-over  around  E^/N ^  *  16  dB. 

If  Eb/N0  is  increased  to  20  dB,  the  performance  curves  shown  in 
Figure  6.4-2  are  obtained.  In  this  figure  we  observe  that  many  of  the  curves 
exhibit  a  breakpoint  at  which  the  direction  of  curvature  changes.  Clearly,  the 
self-normalizing  receiver  departs  considerably  from  the  ideal  receiver  under 
certain  ranges  of  operating  conditions.  The  exact  mechanisms  which  come  into 
play  to  explain  this  behavior  are  not  totally  clear,  but  it  appears  to  be  the 


PROBABILITY  OF  BIT  ERROR 


M=2  L=2 

Eb/N0=13.  352471  dB 
2400  SLOTS 
SELF-NORMALIZING 


BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  (dB) 

FIGURE  6.4-1  PERFORMANCE  OF  SEIF-NORMALIZING  RECEIVER  FOR  FH/RMFSK  WITH  M=2, 

L=2  HOPS/SYMBOL,  2400  HOPPING  SLOTS,  AND  E^/Ng  =  13.35247  dB  (FOR 
P. (e)=10"5  IN  THE  ABSENCE  OF  JAMMING  WHEN  L=l) 


PROBABILITY  OF  BIT  ERROR 


BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  (dB) 


FIGURE  6.4-2  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  NOISE  DENSITY 
RATIO  FOR  SELF-NORMALIZING  RECEIVER  IN  WORST-CASE  PARTIAL-BAND 
NOISE  JAMMING  FOR  M=2,  L=2  AT  Eb/NQ  *  20  dB 
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interaction  of  several  different  effects,  with  the  switch-over  from  thermal  - 
noise-limited  operation  to  partial-band-jamming-limi ted  operation  playing  a 
significant  role.  The  importance  of  this  switch-over  is  supported  by  the 
lack  of  apparent  breakpoints  in  the  curves  for  very  small  y  (y  -  0.001, 
0.002)  and  very  large  y  (y  =  0.5,  1.0);  these  are  the  cases  in  which  the 
one-slot- jammed  jamming  event  predominates  and  the  shape  of  the  curves 
reflects  essentially  the  performance  conditioned  on  the  dominant  event.* 

For  the  case  of  L=3  hops,  the  reduced  speed  of  computation 
dictated  that  we  search  for  the  optimum  jamming  fraction  at  each  E^/Nj 
rather  than  run  full  curves  for  the  various  values  of  y.  Again,  we  started 
at  y  =  1/2400  for  Eb/Nj  =  50  dB  to  speed  the  search,  and  then  stepped  to 
a  lower  value  of  E^/Nj .  The  computer  program  in  Appendix  L  was  used  to 
obtain  the  results  presented  in  Figure  6.4-3  for  M=2,  L=3. 

Finally,  Figure  6.4-4  compares  the  performances  of  the  self- 
normalizing  receiver  as  L,  the  number  of  hops  per  symbol,  varies.  As  we 
have  observed  with  the  other  receivers,  there  is  a  limited  range  of  Ej^/Nj 
over  which  a  "diversity"  effect  is  achieved.  For  example,  L=3  outperforms 
L=2  for  17  dB  <  Eb/N,  <  29  dB.  However,  in  the  thenmal-noise-limited  region 
and  in  the  strong- jamming  region  (where  y  =  1.0  is  the  worst- case  jamming), 
the  noncoherent  combining  loss  dominates  and  L=1  is  optimum. 


*  For  furv.her  discussion,  see  Section  7. 3.  3. 5. 
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PROBABILITY  OF  BIT  ERROR 


M=2  L=3 

Eb/N0=13.  352471  dB 
2400  SLOTS 
SELF-NORMALIZING 
OPTIMUM  JAMMING 


BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  (dB) 

FIGURE  6.4-3  PERFORMANCE  OF  SELF-NORMALIZING  RECEIVER  FOR  FH/RMFSK  WITH  M=2, 

L=3  HOPS/SYMBOL,  2400  HOPPING  SLOTS,  AND  E^/NQ  =  13.35247  dB  (FOR 
P.(e)  =  10'5  IN  THE  ABSENCE  OF  JAMMING  WHEN  L=l) 


BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  (dB) 


FIGURE  6.4-4  PERFORMANCE  OF  SELF-NORMALIZING  RECEIVER  FOR  FH/RMFSK  WITH  M=2, 

AND  EL/Nn  =  13.35247  dB  WITH  NUMBER  OF  HOPS/SYMBOL  AS  A  PARAMETER 
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7.0  COMPARISONS  OF  RECEIVER  PERFORMANCES 

The  information  we  have  generated  separately  on  the  performances 
of  the  various  FH/RMFSK  receivers  in  Sections  3-6  can  now  be  compared  to 
learn  which  ECCM  processing  scheme  is  most  effective  in  worst-case  partial  - 
band  noise  jamming.  However,  since  the  random  MFSK  waveform  is  specifically 
designed  to  counter  follow-on  jamming,  we  first  develop  the  performances  of 
these  receiver  processing  schemes  in  follow-on  jamming,  both  for  conventional 
hopping  and  .'or  random  hopping. 

7.1  RECEIVER  PERFORMANCES  IN  FOLLOW-ON  NOISE  JAMMING 

7.1.1  Formulation  of  Follow-on  Jamming  Analysis:  Simple  Jammer  . 

Under  follow-on  noise  jamming  (FNJ),it  is  assumed  that  on  each  hop,  the 
jammer  places  his  available  power,  J  watts,  in  a  relatively  narrow  band  centered 
on  the  signal's  hop  frequency.  If  this  band  is  at  least  2 (M- 1 )  +  1  slots  wide, 
then  the  jammer  is  guaranteed  to  jam  all  M  slots  of  conventional  FH/MFSK  on 
every  hop*.  The  hop  SNR  for  FNJ  therefore  is 


(7.1-la) 


where  the  jammer  spectral  density  Nj  is  defined  over  the  entire  hopping  system 
bandwidth,  Nj  =  J/W,  and  therefore  the  effective  jamming  fraction  is 


_  WJ  2M-1 
r  "  W  ^  n 


(7.1-lb) 


In  terms  of  the  jamming  events  indexed  by  the  vector  i_  = 

(x i» 2-2 » •••»*«) »  where  £m  is  the  number  of  hops  jammed  in  symbol  frequency 


*In  Section  7.1.2,  we  consider  an  "advanced"  FNJ  which  excludes  jamming  from 
the  signal  slot. 
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channel  m,  for  repeat  jamming  we  have 

*4  =  L.  (7.1-2) 

The  values  of  the  other  Um)  depend  on  the  hopping  scheme. 

7.1.2  Formulation  of  FNJ  Analysis;  Advanced  Janmer. 

The  FNJ  can  avoid  helping  the  communicator  by  not  putting  any 
jammer  power  In  the  signal  slot.  Assuming  that  this  measure  is  taken,  the 
hop  SNR  is  in  the  sigrai  slot.  For  maximum  effectiveness  against 
FH/MFSK,  we  also  assume  that  the  jammer  places  half  its  power  in  each  of 
the  two  slots  on  either  side  of  the  intercepted  signal,  as  illustrated  in 
Figure  7.1-1.  Thus  =  0,  and  for  a  single  hop,  for  FH/MFSK, 


2 

Pr{l  nonsignal  slot  jammed}  =  ^ 

2 

Pr{2  nonsignal  slots  jammed}  =  1  -  ^  . 
For  random  hopping  and  advanced  FNJ, 


Pr{0  nonsignal  slots  jammed} 
Pr{ 1  nonsignal  slot  jammed} 
Pr { 2  nonsignal  slots  jammed} 


> 


/ 


(7.1-3a) 


(7. l-3b) 


7.1.3  Performance  of  Conventional  FH/MFSK  in  FNJ. 

For  conventional  FH/MFSK,  the  M  symbol  frequency  slots  are 
contiguous  at  RF  on  each  hop.  Under  simple  FNJ,  therefore,  all  M  slots 
are  jammed  on  each  hop.  That  is, 


l2  s  h  =  “•  =  =  L.  (7.1-4) 

The  error  probability  for  the  system  then  is 


Pb(e^r 


)  =  M-1‘  Ps^e’Yrl  ^m 


=  L,  all  m). 


(7.1-5) 
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FIGURE  7.1-1  THERMAL  NOISE  AND  FOLLOW-ON  JAMMER  MODELS 
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For  the  several  receiver  processing  schemes  we  have  the  results 
using  pt  given  in  (7.1-1), 

Pb(e;y  )  =  probability  of  error  for  broadband  jamming  (y=l), 
with  Eb/Nj  replaced  by  E^/Nj  +  10  logio  yy. 

(7.1-6) 


Thus  the  error  curves  for  rollow-on  jamming,  Pb(e)  vs.  E^/Nj  with  E^/Nq  » 
constant,  are  those  for  full -band  jamming,  but  moved  to  the  right  by 


-10  log10  yy  dB. 

Figure  7.1-2  illustrates  the  performance  of  conventionally-hopped 

FH/MFSK  in  follow-on  noise  jamming,  assuming  the  follow-on  jammer's  bandwidth 

guarantees  jamming  of  all  M  slots  of  the  symbol.  For  example,  if  there  are  2400 

hopping  slots  and  the  jammer  occupies  100  slots,  then  vr  *  100/2400  =  -13.8  dB, 

so  that  the  effective  Eb/Nj  shown  in  the  figure  runs  from  about  14  dB  to  64  dB, 

_2 

Something  like  25  dB  Eb/Nj  gives  an  error  rate  of  10  for  L  =  1. 

For  the  advanced  FNJ,  the  effect  on  FH/MFSK  is  to  produce  the  symbol 


error  rate 

ps  “  M 


+  (1  -  jr)  P.(eU2=)i3=Lum=0,m/2,3);  (7.1-7a) 

with  n  s  m 

vr  =  2/N.  (7. l-7b) 

Figure  7.1-3  illustrates  the  jammed  BER  for  this  case  for  M=2,  4,  and 

8.  It  is  quite  clear  the  the  follow-on  capability  gives  the  jammer  a  tremendous 

advantage  against  FH/MFSK. 

7.1.4  Performance  of  FH/RMFSK  in  Follow-on  Jamming. 

The  FH/RMFSK  hopping  scheme  is  designed  to  defeat  FNJ  by  making 
it  difficult  for  the  jammer  to  jam  the  nonsignal  slots;  the  nonsignal  slots 
are  distributed  randomly  in  the  hopping  band.  The  simple  follow-on  jammer 
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can  very  likely  help  the  receiver  by  placing  more  RF  power  into  the  signal's 
slot. 

For  M«N,  that  is,  for  a  very  wide  hopping  band  compared  to  the 
symbol  bandwidth,  the  effect  of  FN J  on  FH/RMFSK  is  approximately  to  guarantee 
that 

£1  =  L 

£.2  =  £3  =  =  0.  (7.1-8) 

This  has  two  effects.  First,  the  per-hop  SNR  py  is  decreased  since  additional 
noise  is  inserted  in  the  signal  channel  by  the  jammer.  Second,  the  scaling  of  the 
square-law  envelope  samples  increases  for  the  same  reason.  Since  the  average 
value  of  a  single  sample  is 

E{zlk)  -  2(of  +  S), 

E{zmk>  =  2o|  ,  m>2,  (7.1-9) 

on  the  whole  we  anticipate  that  repeat  jamming  will  increase  the  probability 

that  the  receiver  will  make  a  correct  decision. 

7. 1.4.1  Soft-decision  receivers. 

For  the  various  soft-decision  receivers  studied,  under  simple  FNJ 

the  decision  variables  are  described  as  follows: 

Linear  combining  (conventional )  receiver 

Zy  =  ^x2(2U2LpT) 

z  =02X2(2I-),  m*2.  (7.1-10) 

m 

AGC  -  individual  channel  normalization  receiver  (IC) 

Zy  =  x2(2L;2Lpt) 

zm  =  x2(2L)  ,  m52.  (7.1-11) 
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AGC  -  an/  channel  jammed  normalization  receiver  (ACJ) 
Zl  =  x2(2L,2Lpt) 

cR 

x2(2l) ,  m2. 


(7.1-12) 


Clipper  receiver 


L 

zl  =  Y  [a|x2(2;2pT)  ]  clip  at  n 


[o||  x2(2)]  clip  at n 


(7.1-13) 


Since  multiplication  of  all  channels  by  a  constant  factor  does 
not  affect  the  error  probability,  we  observe  that  the  conventional  and  AGC-ACJ 
receivers  will  achieve  the  same  performance  in  FNJ: 


where 


M-l 


p  (e-v  )  ,  m  y  M'l  1  (O1*1  exD 
b  yr>ACJ  M-l  L  {  k  )  (ltkK)L  exp 

k(l-l)  r  /  Lx 

u-1  (  0 


kKLp 


T 


1+kK 


Y  C(k,r)( 
r=0 


1+kK 


K  -  o|/ojj, 


min(r,L-l) 

C(k,r)  =  —  Y  (n )  [  (k+l)n-r J  C(k,r-n) , 
n=l 

C(k,0)  =  1, 


L-l, 


(7.  l-14a)| 


(7.  l-14b)| 


(7. l-14c) 


and  £  (.)  denotes  the  generalized  Laguerre  polynomial  of  degree  r 

with  parameter  L-l. 
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The  performance  for  the  AGC  receiver  with  individual  channel 
normalization  is  the  same  as  given  by  (7 . 1-14)  ,  but  with  K*l. 

K=1 

Pb(e’Yr\c  =  V^’VacU  .  (7.1-15) 

The  performance  of  the  clipper  receiver  in  follow-on  jamming 
and  FH/RMFSK  is 


r  r  i* 

Fb(e;yr)c=  1  -  J  dx  f,_(x;L)  GL(x;0)J 


q(./^7V  n*/°f ) 


L  Ln*/2cfi 


>•( 


-Ln*/2ofj  nM 


']• 

(7.1-16) 


where  n*  is  the  optimum  clipping  threshold.  For  L=l,  this  threshold  is 
infinite,  causing  the  clipper  receiver  to  have  the  same  performance  as  the 
ACJ  receiver  under  follow-on  jamming  for  that  case. 

Figure  7,1-4  illustrates  the  performance  of  the  randomly-hopped 
FH/RMFSK  receivers  against  simple  FNJ  for  L=l.  We  observe  that  the  error 
probability  is  maximized  for  a  particular  value  of  for  the  binary  case, 

this  value  is  slightly  greater  than  0  dB,  while  for  M=4  and  M=8,  it  is 
approximately  -2.5  dB  and  -4.0  dB,  respectively,  for  the  assumed  values  of 
E^/Nq  (chosen  to  achieve  10"^  error  rate  without  jamming).  It  is  interesting  to 
note  that  for  very  strong  jamming  (to  the  left  of  the  maximum  error),  the 
error  rate  increases  with  M  as  does  the  maximum  error.  Using  the  example 

of  the  last  subsection,  a  10  error  rate  is  achieved  for  an  E^/N j  of  about 
17  dB  for  vr=-14  dB,  an  8  dB  improvement  over  conventional  hopping. 
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Figure  7.1-5  demonstrates  that  the  same  critical  jammer  power 
effect  is  observed  for  1=2,  but  at  different  values  (approximately  3  dB 
higher),  so  that  the  jammer  must  know  L  in  order  to  be  effective.  It  is 
also  evident  from  this  figure  that  the  maximum  error  rate  is  decreased  by 
increasing  L  to  2. 

For  the  advanced  FNJ  described  above,  using  RMFSK  hopping,  there 

is  only  a  slight  chance  of  jamming  the  symbol  on  a  given  hop.  The  possible 

jamming  events  for  a  single  hop  are  the  vectors 

yj,  =  (0.v2k,v3k . vMK)  (7.1-17) 

with  probabilities 

Pr{r  nonsignal  slots  jammed) 

/N-M\ 

.  s  1  2-r/  /  M-l\ 

r  ^  N-l j  '  r  •  ‘  (7.1-18) 

For  M=2  the  result  is 

L  k  L-k 

pb(e>  'I  (k)  (rpr)  (x-n?t)  I>bl«l‘i*0.i2*k).  (7.1-l9a) 

k=0 

«  Pb(eUi  =  i2=0)  +  Pb(e|£1=0,£2=l),  N-l»2.  (7.1-19b) 

Thus  the  FH/RMFSK  hopping  scheme  achieves  very  nearly  the  unjammed  error 
performance  of  MFSK  when  the  follow-on  noise  jammer  is  configured  against 
FH/MFSK.  As  (7.1-19b)  shows,  for  L=1  and  M=2  the  unjammed  error  rate  is 
increased  by,  at  most,  2/ ( N- 1 ) ;  this  quantity  equals  8.3x10"^  for  N=2400, 

and  7. 8x10” 3  for  N=256.  For  L=l,  Figure  7.1-3  shows  the  performance  of 
FH/RMFSK  much  improved  over  FH/MFSK  in  advanced  FNJ. 
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An  exception  to  Figure  7.1-3  for  FH/RMFSK  is  the  IC-AGC  receiver, 
for  which  the  "advanced"  FNO  is  completely  nullified.  The  jammer  in  this 
case  is  "too  smart,"  because  the  IC-AGC  receiver  is  vulnerable  to  jamming 
only  if  the  signal  channel  is  jammed.  This  statement  also  holds  for  the 
case  of  conventional  MFSK  hopping  if  individual-channel  normalization  is 
empl oyed . 

7. 1.4. 2  Hard-decision  receiver. 

Performance  of  the  hard-decision  receiver  in  simple  follow-on 

noise  jamming  is  depected  in  Figures  7.1-6  through  7.1-8  for  values  of 

M=2,  4,  and  8  respectively.  The  parameter  E^/Ng  was  chosen  to  yield  a 
-5 

10  BER  in  the  absence  of  jamming  per  respective  M  value  for  L=1  hop  per 
symbol.  It  is  clearly  seen  in  each  of  the  L  P(e)  curves  that  as  the  jammer 
power  is  increased  below  that  E^/Nj  value  to  cause  maximum  P(e),  a 
decrease  in  P(e)  takes  place.  Hence,  for  strong  jamming  the  jammer  is 
actually  aiding  the  communicator  by  the  addition  of  energy  to  the  non¬ 
coherent  FSK  signal  slot.  We  also  have  a  diversity  improvement  for  L>3 
hops  per  symbol  in  the  strong  jamming  regions.  Conversely,  for  weak  jamming 
(beyond  E^/N j  -  20  dB)  no  diversity  improvement  is  realized  for  L^2  hops  per 
symbol  due  to  the  dominance  of  the  noncoherent  combining  loss  existing  for 
the  stated  thermal  noise  (E^/Nq)  values.  Therefore,  in  order  to  be 

effective  (maximum  P(e)),  the  jammer  must  maintain  E^/Nj  to  within  small 

-2 

ranges.  ■ or  example,  to  ensure  a  minimum  P(e)  of  10  for  M=2  and  L-l 
(Figure  7.1-4),  E^/Nj  must  be  held  to  values  ranging  from  4  to  14  dB. 

The  effects  of  decreased  thermal  noise  levels  (E^/Nq  =  20  dB) 
for  cases  of  M=2,  4,  and  8  are  illustrated  in  Figures  7.1-9  through  7.1-11 
respectively.  Here  we  observe  all  of  the  L  P(e)  curves  exhibiting  a 
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"parabolic"  type  of  behavior,  i.e.  steeply  defined  strong  and  weak  jamming 
regions.  Thus,  the  jammer  appears  to  have  quite  a  narrow  window  of  E^/Nj 
values  to  work  within  for  attaining  a  maximum  effect. 

7.2  COMPARISONS  OF  FH/RMFSK  RECEIVER  PERFORMANCES  IN  WORST-CASE 

PARTIAL-BAND  NOISE  JAMMING  (WCPBNJ) 

It  is  understood  that  the  motivation  for  using  the  proposed  FH/RMFSK 
waveform  is  that  it  is  less  vulnerable  to  follow-on  noise  jamming  (FNJ)  or 
repeat  noise  jamming  than  is  a  conventional  FH/MFSK  block-hopping  system. 

RMFSK  is  effective  in  that  the  FNJ  is  not  able  to  place  jamming  power  in  the 
unused  symbol  frequency  slots  as  is  the  case  for  MFSK  where  the  M  signalling 
frequencies  are  adjacent.  At  the  FH/MFSK  or  FH/RMFSK  receiver,  the  L  hops 
comprising  the  MFSK  symbol  can  be  combined  in  a  number  of  ways.  Certain  types 
of  nonlinear  combining  soft-decision  schemes,  which  weight  the  detected  hops 
in  some  form  to  discriminate  against  jammed  hops,  are  employed.  Previous 
results  [1]  have  shown  that  conventional  FH/MFSK  system  performance  with  L-hop 
diversity  in  WCPBNJ  is  improved  by  nonlinear  combining  techniques.  This  study 
has  addressed  FH/RMFSK  system  performance  in  the  less  sophisticated,  yet  more 
pervasive,  ECM  tactic  of  PBNJ  -  a  basic  jamming  threat  which  is  inevitably 
encountered  in  an  EW  scenario.  In  Sections  3  through  6  it  has  been  demonstrated 
that  nonlinear  combining  yields  improved  RMFSK  performance  in  this  type  of 
jamming. 

In  what  follows,  we  compare  performances  of  the  different  types  of 
ECCM  receivers  for  FH/RMFSK  signals  in  the  WCPBNJ  environment.  In  Section  7.3 
we  also  compare  FH/MFSK  and  FH/RMFSK  receiver  performances  in  WCPBNJ,  and  in 
Section  7.4  consider  the  different  effects  of  the  RMFSK  diversity  combining 
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techniques  studied.  Unless  stated  otherwise,  we  note  that  all  E^'Nq  values 

_5 

utilized  in  performance  plots  are  chosen  so  as  to  yield  a  10  BER  in  the 
absence  of  jamming  when  L=1  hop  per  symbol. 

Comparisons  among  the  different  FH/RMFSK  receivers  analyzed  are 
provided  by  Figures  7.2-1  and  7.2-2  for  M=2  and  Eb/NQ  =  13.35  dB,  and  by 
Figures  7.2-3  and  7.2-4  for  M=4  at  E^/Nq  =  10.61  dB.  The  enormous  amount  of 
computer  time  required  to  obtain  performance  results  for  the  clipper  receiver 
at  L=3  and  the  SNORM  receiver  for  M=4  is  beyond  the  scope  of  this  study. 
Therefore,  in  some  figures  for  comparison,  these  receivers  are  not 
represented.  Explanations  of  the  difficulties  involved  in  such  calculations 
were  presented  in  the  numerical  results  of  Section  5  (clipper  receiver) 
and  Section  6  (SNORM  receiver). 

We  can  develop  a  performance  ranking  for  these  receivers  with 
their  respective  parameter  sets  (M,L  values)  by  assessing  performances  in  the 
regions  of  strong,  moderate,  and  weak  jamming.  These  arbitrary  regions  are 
taken  to  mean  the  following:  (1)  strong  jamming  -  usually  full -band  jamming 
with  E^/Nj  values  less  than  about  4  to  8  dB,  (2)  weak  jamming  -  region  of  very 
small  y  values  with  E^/Nj  usually  greater  than  35  to  40  dB,  and  (3)  moderate 
jamming  -  area  between  strong  and  weak  jamming. 

For  the  case  of  M=2,  L=2  (Figure  7.2-1),  we  find  receiver  perfor¬ 
mances  asymptotically  approaching  two  groups  in  the  strong  jamming  region. 
These  are  (1)  lower  P(e):  IC-AGC,  ACJ-A6C,  clipper,  and  SNORM;  (2)  higher 
P(e):  hard-decision  (HD),  and  square-law  linear  combining  receiver  (LCR). 

We  observe  that  the  first  group  is  more  effective  due  to  their  nonlinear 
weighting  (normalization)  schemes.  In  the  second  group,  we  have  the  LCR 
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FIGURE  7.2-1  COMPARISON  OF  DIFFERENT  RECEIVERS  FOR  FH/RMFSK  WITH  M=2  AND  L=2 
HOPS/SYMBOL  WHEN  E^/Nq  «  13.35247  dB 
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FIGURE  7.2-2  COMPARISON  OF  DIFFERENT  RECEIVERS  FOR  FH/RMFSK  WITH  M=2  AND  1=3 
HOPS/SYMBOL  WHEN  Efa/N0  =  13.35247  dB 


7-23 


M  =  4,  2400  SLOTS 
L  =  2 
FH/RMFSK 
WORST-CASE  PBNJ 

Eb/N0  =  10- 60657  dB 


HARD  DECISION 


SQUARE-LAW  LINEAR 
COMBINING 


ACJ/AGC 


CLIPPER 


BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  (dB) 

FIGURE  7.2-3  COMPARISON  OF  DIFFERENT  RECEIVERS  FOR  FH/RMFSK  WITH  M=4  AND  L=2 
HOPS/SYMBOL  WHEN  Ek/Nrt  =  10.60657  dB 
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which  provides  no  weighting  and  the  HD  receiver  which  is  ineffective  for 
1=2  because  it  is  subject  to  the  possibility  of  a  tie  (for  L  even)  in  the 
final  quantized  decision  variable  values.  In  strong  jamming,  all  receivers  are 
experiencing  full-band  jamming  at  high  power  levels  and  discriminating  against 
a  jammed  hop  is  not  done  by  any  receiver  since  all  hops  are  jammed.  It  is 
only  when  the  optimum  y  values  begin  to  fall  below  full -band  jamming  that 
we  realize  the  performance  improvement  of  the  nonlinear  combining  techniques. 

In  the  moderate  jamming  region,  we  see  a  sub-division  among  the  receivers  which 
we  termed  "effective"  for  strong  jamming:  (a)  "ideal"  receivers  (AGC)  and  (b) 
"practical"  receivers  (clipper,  SNORM).  In  this  region  we  notice  performance 
results  for  the  nonlinear  combining  types  remaining  within  about  1  dB  of  each 
other  up  until  around  the  point  where  E^/N j  ^^/Nq.  That  is,  where  thermal 
noise  becomes  more  dominant  than  jamming  noise.  At  these  values,  the  SNORM 
and  clipper  receiver  performances  begin  to  degrade  relative  to  the  AGC  types, 
yet  still  remain  superior  to  the  square-law  LCR.  We  note  the  AGC  receivers 
as  maintaining  a  continuous  and  graceful  transition  in  this  moderate  jamming 
region  with  the  IC-AGC  showing  a  slightly  better  performance.  The  worse  per¬ 
formance  for  the  ACJ-AGC  is  due  to  an  imbalancing  effect  of  the  ACJ  normali¬ 
zation  scheme  in  which  al 1  receiver  channels  are  inversely  weighted  by  the 
largest  of  all  the  M  channel  noise  powers.  In  contrast,  the  IC-AGC  receiver 
normalizes  each  channel  separately  and  thereby  "balances"  or  "equalizes"  the 
received  noise  powers. 

The  performance  "breakaway"  for  NQ >  Nj  for  the  clipper  and  SNORM 
receivers  reflects  the  dominance  of  the  "unbalanced  symbol"  error  mechanism 
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as  y  becomes  smaller;  jamming  in  more  than  one  M-ary  channel  becomes  unlikely. 
In  the  case  of  the  clipper,  the  receiver  tends  to  limit  the  unbalancing  con¬ 
tribution  to  the  sum  without  affecting  the  signal  channel  sum.  But  for  the 
SNORM  receiver,  any  input  noise  power  unbalance  due  to  one  channel  being 
jammed  reduces  the  signal  channel  sum.  This  is  because  the  SNORM  normalization 
weight  is  inversely  proportional  to  the  total  noise  power  (i.e.  sum  of  all  M 
channels)  measurement  on  a  given  hop  without  recognition  of  which  individual 
channels  are  jammed. 

In  the  weak  or  no  jamming  region,  all  receivers  suffer  degradation 
due  to  the  noncoherent  combining  loss  (NCL)  when  1>1.  As  E^/Nj  approaches 
50  dB  (practically  no  jamming),  the  different  performances  of  the  receivers  in 
the  Gaussian  channel  are  evident.  All  receivers  suffer  degradation  relative 

_  C 

to  the  L=1  result  (P(e)  =  10  )  due  to  the  NCL  as  Figure  7.2-1  demonstrates. 

We  see  that  the  SNORM  and  HD  receivers  are  subject  to  higher  NCL  due,  respect¬ 
ively,  to  inefficient  combining  and  to  the  possibility  of  "tie  votes"  for  M=2 
and  L=2,  with  the  HD  receiver  being  more  severely  affected  because  of  its  use 
of  only  two  levels  of  quantization  in  the  soft-decision. 

Figure  7.2-2  compares  receiver  performances  for  the  parameter  set 
M=2,  L=3.  For  strong  jamming,  we  see  a  change  in  two  groupings  recognized  for 
the  case  M=2,  L=2.  The  HD  receiver  is  now  more  effective  than  the  square-law 
LCR,  and  provides  a  significant  improvement  in  strong  jamming.  We  attribute 
this  to  the  fact  that  no  ties  exist  in  the  majority  logic  decoding  when  L  is 
odd.  But  in  the  weak  or  no  jamming  region  the  HD  performance  is  worse  than 
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ICR  due  to  quantization  noise  effects.  We  likewise  note  that  in  moderate 
jamming,  the  SNORM  performance  has  improved  somewhat  over  the  results  for 
M=2,  L=2.  It  is  reasoned  that  for  L=3,  the  multiple  unbalancing  effects  pre¬ 
dominant  for  decreasing  y  values  begin  to  become  less  probable.  Performance 
rankings  in  the  thermal-noise-limited  region  for  SNORM  remain  unchanged  from 
the  case  of  M=2,  L=2. 

The  effect  of  an  increase  in  alphabet  size  (M=4)  can  be  discerned 
from  Figures  7.2-3  and  7.2-4.  Wf  uHce  that  the  parameter  set  M=4,  L=2 
(Figure  7.2-3)  appears  similar  to  the  M=2,  L=2  set  where  two  distinct  groupings 
are  present  in  moderate  jamr  ing  with  the  nonlinear  combining  soft-decision 
receiver  group  yielding  superior  performance.  Considering  the  moderate 
jamming  region  to  be  from  E^/Nj  =  5  to  39  dB,  we  observe  that  the  clipper 
and  ACJ-AGC  receivers  trade  rankings  around  the  regional  midpoint  of  22  dB; 
the  clipper  receiver  showing  <_  1  dB  better  performance  over  the  range  of 
5  to  17  dB.  However,  in  strong  jamming  we  find  the  clipper's  performance 
degrading  to  the  point  of  being  the  overall  worst  performer  at  E^/Nj  =  0  dB. 

For  the  HD  receiver,  we  find  a  worse  performance  than  for  M=2,  L=2  because 
there  are  now  two  more  channels  allowing  for  the  possibility  of  more  tie 
decisions  on  the  output  decision  variables. 

In  the  case  of  M=4,  L=3  (Figure  7.2-4),  .eceiver  performances 
appear  similar  to  the  behavior  exhibited  by  the  parameter  set  M=2,  L=3  ir. 
that  two  distinguishable  groups  are  presented.  These  are  the  AGC  types 
(better  performances)  versus  the  square-law  LCR  and  HD  receivers.  Throughout 
most  of  the  strong  and  moderate  janming  regions  (2  to  35  dB),  it  is  noticed 
that  t.he  ACJ-AGC  performance  is  up  to  2  dB  worse  than  the  IC-AGC;  this  again 
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being  due  to  the  unbalancing  effect  of  the  normalization  weighting  scheme 
of  the  ACJ-AGC  receiver.  The  difference  between  the  two  AGC  performances 
for  M=4  is  larger  than  for  M=2  (see  Section  7.3  for  more  discussion  of  this 
phenomenon).  As  for  the  HD  receiver,  it  proves  to  be  better  than  the  HD 
cases  for  L=2  yet  exhibits  poorer  performance  than  HD  for  M=2,  L=3.  Although 
there  are  no  output  decision  variable  ties  for  L=3,  the  HD  receiver  with  more 
channels  will  now  suffer  increased  quantization  effects  in  approximating  the 
LCR. 

With  regard  to  receiver  performances  in  little  thermal  noise,  Figure 
7.2-5  depicts  performance  results  of  three  candidates  (IC-AGC,  ACO-AGC,  SNORM) 
for  the  parameter  set  M=2,  l.=2  at  E^/Nq  =  20  dB.  These  receivers  represent 
the  previously  shown  most  ideal  performers  (AGC  types)  and  the  more  realizable 
SNORM  receiver.  The  HD  receiver,  although  a  relatively  simple  ECCM  diversity 
technique  in  practice,  is  not  included  in  this  comparative  set  due  to  the  "tie" 
decision  factor  when  L=2. 

We  observe  for  full-band  jamming  that  the  IC-AGC  and  ACJ-AGC  receivers 
yield  equivalent  performances  with  the  SNORM  showing  a  slightly  higher  BER. 

Such  behavior  for  the  AGC  receivers  is  to  be  expected  in  fu.l-band  jamming 
where  a  Gaussian  channel  performance  is  realized  and  discrimination  against  a 
jammed  hop  is  nonexistent.  But  as  y  becomes  less  than  full-band,  it  is  seen 
that  the  AGC  receiver  curves  maintain  the  same  negative  slope  for  increasing 
E./Nj  with  the  ACJ-AGC  staying  about  1  dB  worse  than  the  IC-AGC,  this  inferior 
performance  being  due  to  the  previously  described  imbalancing  effect  of  the 


ACJ-AGC  normalization  mechanism.  For  the  SNORM  receiver,  we  see  its 
performance  with  respect  to  the  AGC  receivers  as  being:  (1)  about  0.5  dB 
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worse  in  full-band  jamming,  (2)  less  than  1  dB  better  for  y<1  (at  E^/Nj  ~ 

10  dB)  up  until  Eb/Nj  >  Eb/Ng,  and  (3)  more  than  either  ACJ-AGC  or  IC-AGC 

-5 

from  about  20  dB  to  the  point  where  P(e)  =10  is  reached. 

An  empirical  explanation  of  this  phenomenon  is  obtained  by  comparing 
Figure  7.2-6  (IC-AGC)  with  Figure  7.2-7  (SNORM).  These  figures  show  each 
receiver's  individual  performance  at  Eb/Ng  *  20  dB  for  ten  different  values 
of  y  ranging  from  y=0.001  to  y=1.0  or  full-band  jamming.  We  note  for  the 
AGC  receiver  (Figure  7.2-6)  that  y=0.001  and  0.002  curves  produce  P(e)  <  10"5 
and  thus  do  not  appear  on  the  performance  plots.  Upon  observing  the  eight 
remaining  y-curves  in  these  AGC  plots,  we  see  each  of  these  P(e)  curves 
contributing  the  same  smooth  behavior  toward  producing  an  optimum  y-curve 
result  which  is  a  straight  line  for  y  <  1.0,  that  is,  a  slope  equal  to 
A/(Ep/Nj)  where  A  is  some  constant  defining  the  inverse-linear  relationship 
existing  between  y  and  available  jamming  power  when  Eb/Ng  =  20  dB. 

However,  for  the  SNORM  case  we  find  performance  curves  for  y =0.005 
through  y=0.2  exhibiting  behavior  resulting  in  an  optimum  y-curve  which  is 
not  constant;  over  these  y  ranges  the  SNORM  performance  is  superior  to  the 
IC-AGC  receiver.  The  upper  envelope  of  the  curves  at  first  is  proportional 
to  (Eb/Nj)”  ,  then  transitions  to  a  dependence  on  (Eb/Nj)  .  For  infinite 
Eb/Ng,  from  [21]  we  expect  the  SNORM  and  IC-AGC  BER's  to  be  proportional  to 
(Eb/Nj)”c  indefinitely;  for  L=3  and  MFSK  the  SNORM  in  [21]  is  shown  to  be 
dependent  on  (Eb/Nj)  for  no  thermal  noise,  but  the  AGC  is  dependent  on 
(Eb/Nj)~^,  as  shown  in  Figure  7.2-8,  taken  from  [21].  Therefore,  the  better 
performance  of  SNORM  for  high  SNR  is  not  to  be  expected  in  all  cases  of  M 
and  L.  (See  Section  7. 3. 3. 5  for  further  discussion  on  the  SNORM  performance.) 
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FIGURE  7.2-7  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  NOISE  DENSITY 
RATIO  FOR  SELF-NORMALIZING  RECEIVER  IN  WORST-CASF.  PARTIAL-BAND 
NOISE  JAMMING  FOR  M=2,  L=2  AT  EU/NA  =  20  dB 
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FIGURE  7.2-8  WORST-CASE  PARTIAL-BAND  NOISE  JAMMING  PERFORMANCE  OF  THE 
SELF-NORMALIZING  FH/BFSK  RECEIVER  WHEN  THERMAL  NOISE  IS 
ABSENT,  WITH  THE  NUMBER  OF  HOPS/BIT  (L)  AS  A  PARAMETER 
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7.3  COMPARISONS  OF  FH/RMFSK  AND  FH/MFSK 

Having  compared  the  performances  of  the  various  FH/RMFSK  receivers 
in  worst-case  partial-band  noise  jamming  (WCPBNJ),  we  now  consider  the  differences 
in  performance  to  be  expected  between  the  random  hopping  MFSK  system  studied  in 
this  report  (FH/RMFSK)  and  the  conventional  (adjacent  or  contiguous)  hopping 
MFSK  system  (FH/MFSK)  studied,  for  example,  in  [1]. 

7.3.1  The  M^2,  L=1  Case 

It  was  found  by  Blanchard  [6]  that  for  M=2  and  L=1  the  two  systems 
yield  the  same  performance,  at  least  for  the  E^/Nq  =  30  dB  case  he  studied, 
with  the  differences  in  possible  jamming  events  accounted  for  by  different  optimum 
values  of  y,  the  fraction  of  the  system  bandwidth  which  is  jammed.  (Typically, 
for  high  E^/Nj  the  RMFSK  was  found  to  be  half  that  for  MFSK.)  Figure  7.3-1 

displays  the  cases  Blanchard  considered,  except  that  we  use  E^/Ng  =  13.35  dB, 

-5 

corresponding  to  a  10  BER  with  no  jamming.  Our  results  indicate  that  the 
two  systems  do  indeed  perform  the  same  for  M=2  and  1=1,  except  for  certain  dif¬ 
ferences  for  weak  jamming  (high  E^/Nj).  What  is  the  significance  of  the  differ¬ 
ences  we  observe  in  these  computed  results? 

Curve  A  in  Figure  7.3-1  is  from  [1]  and  represents  the  quantity 


where 


-V2No 


■Eb/2NT 


(7.3-la) 


(7.3-lb) 


i 
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FIGURE  7.3-1  COMPARISON  OF  PERFORMANCE  OF  ALL  RECEIVERS  FOR  FH/MFSK  AND 
FH/RMFSK  WITH  M=2  AND  L=1  WHEN  Eb/NQ  =  13.35247  dB 
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In  this  formulation  for  the  binary  case  it  is  assumed  that  both  slots  are 
either  jammed  (with  probability  y)  or  unjammed  (with  probability  1-y). 
Curve  B  represents  the  quantity 


max 

lsqsN 


-V2N 

e 


-Eb/2N. 

e 


(7.3-2a) 


where 

px  =  1  -  q/N  =  1  -  pQ  (7.3-20) 

This  formulation  assumes  that  y  =  q/N  is  quantized  -  a  discrete  number  (q) 


of  the  total  number  slots  (N)  are  jammed,  with  the  minimum  y  equal  to  1/N. 

It  further  assumes  that  the  system  is  FH/RMFSK  with  IC-AGC  processing,  a  more 
explicit  form  of  the  error  expression  is 


P(e;q)  =  ( ^ o +7T l )  '  T 


-Eb/2N0 


(tt1+7I2)  *  J 


-Eb/2NT 


(7.3-3) 


where 


and 


*  =  prob.  that  r  slots  are  jammed, 
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!ta  •  IBdL 

N  M-1 
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N.  N-l 


=  a  .  ad 

N  N-l 


(7.3-4a) 

(7.3-4b) 

(7.3-4c) 

(7.3-4d) 


Because  of  the  individual  channel  normalization,  the  conditional  BER  depends 
only  on  whether  the  signal  channel  is  jammed.  Thus  here  are  only  two  terms, 
with  weights  pQ  =  'o+'ri  and  Pj  =  1Ti+1T2* 
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Now,  the  only  difference  between  (7.3-2)  and  (7.3-1)  is  the 
quantization  and  minimum  value  of  y  =  ^.  Therefore  in  Figure  7.3-1  we  identify 
curve  B  also  with  binary  FH/MFSK,  even  though  q  =  1  violates  the  assumption 
that  both  channels  are  together  jammed  or  unjammed. 

Curve  C  in  Figure  7.3-1  represents  the  quantity 


where 


max 

Uq$N  L 


„  i  p-Eb/2No+  -,Eb 
1*0  ’  2  e  +  i*i  *e 


-(Eb/N0)/(K+1)  1  -V2NT| 

i  *e  +  u 2  *  9  e 


K  =  of/oj  =  (Eb/N0)/(Eb/NT) 


( 7 . 3- 5a ) 


(7.3-5b) 


This  is  the  BER  for  all  the  FH/'RMFSK  receivers  except  the  IC-AGC,  and  allows 
for  only  one  of  the  two  channels  to  be  jammed. 

Thus,  in  general,  our  results  agree  with  Blanchard's  conclusion 
that  FH/RMFSK  performs  the  same  as  FH/MFSK  for  M=2  and  L=l,  neglecting  small 
asymptotic  differences  connected  with  assumptions  on  the  quantization  and 
minimum  value  of  y.  Now  we  consider  whether  his  conjecture  that  the  two 

hopping  systems  perform  the  same  for  M>2  and  L=1  is  correct,  and  how  the  com¬ 
parison  is  affected  by  L>1.  In  what  follows,  we  shall  use  the  fact  that  the 

IC-AGC  FH/RMFSK  receiver  performs  essentially  the  same  as  the  AGC  FH/MFSK 
receiver. 

7.3.2  1=1  with  Alphabet  Size  Varied. 

In  order  to  compare  RMFSK  and  MFSK  for  L=1  and  M>1,  it  is 
sufficient  to  consider  Figures  7.3-2  and  7.3-3. 

In  Figure  7.3-2  the  performances  of  the  FH/MFSK  and  the  IC-AGC  FH/RMFSK 
receivers  are  shown  for  L=1  and  M=2,4,8.  The  values  of  Eb/NQ  used  were  chosen 
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FIGURE  7.3-3  WORST-CASE  PARTIAL-BAND  NOISE  JAMMING  PERFORMANCE  OF  FH/RMFSK 
RECEIVERS  FOR  L  =  1  HOP/SYMBOL  AND  M  =  2,  4,  0  WHEN  E./N. 
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to  give  each  example  a  10  BER  under  no  jamming.  We  observe  from  these 
results  that  for  these  systems  the  BER  decreases  as  the  alphabet  size  M  in¬ 
creases,  the  conventional  interpretation  of  which  is  that  an  "M-ary  coding 
gain"  is  at  work.  This  is  the  phenomenon  usually  observed  for  MFSK  systems 
in  the  Gaussian  interference  channel. 

In  Figure  7.3-3  the  same  parameters  are  used  as  in  Figure  7.3-2, 
but  now  the  receivers  are  the  FH/RMFSK  receivers  (except  IC-AGC),  which  have 
identical  performance  for  L=l.  For  these  receivers  we  find  that  for  strong 
jamming  the  system  performance  does  not  consistently  improve  as  M  increases, 
but  instead  improves  very  slightly  for  M=4  and  degrades  for  M=8,  Clearly 
this  is  the  result  of  the  increased  probabil ity,  as  M  increases,  of  the  most 
damaging  jamming  event:  jamming  power  in  a  non-signal  slot  but  not  in  the 
signal  slot.  Since  the  M=2  performances  in  the  two  figures  are  virtually  the 
same,  we  conclude  that  FH/RMFSK  is  consistently  more  vulnerable  to  WCPBNJ 
than  is  FH/MFSK  for  M>2.  The  difference  is  about  3  dB  for  M=4  and  5  to  6  dB 
for  M=8. 

When  the  jamming  is  weak,  we  expect  the  relative  performances  for 
different  M  to  approach  the  usual  non-jammed  behavior,  and  this  is  observable 
in  Figure  7.3-3  for  E^/Nj  >  34  dB. 

7.3.3  Cases  Where  L>1  Hop/Symbol 

Since  the  various  FH/RMFSK  receivers  and  their  FH/MFSK  counterparts 
begin  to  exhibit  different  performances  when  diversity  is  used  ( L> 1 ) ,  it  is 
necessary  to  consider  them  separately.  Most  of  the  FH/MFSK  results  are  taken 
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from  [1];  however,  when  convenient  we  shall  continue  to  utilize  the  fact 
that  IC-AGC  FH/RMFSK  receiver  performs  essentially  the  same  as  the  AGC 
FH/MFSK  receiver. 

7.3.3. 1  Linear  Combining  Receiver. 

We  begin  by  comparing  the  performance  of  the  square-law  linear 
combining  receiver  for  both  FH/RMFSK  and  RH/MFSK  signalling  strategies. 

Figures  7.3-4  and  7.3-5  show  these  performances  for  M=2,  L=2  and  M=4,  L=2 
respectively.  In  uvth  figures,  it  is  apparent  that  MFSK  is  superior  to  RMFSK, 
ignoring  the  effects  of  the  different  minimum  y  value  used  in  the  computations. 
This  vulnerability  of  RMFSK  can  be  attributed  to  what  we  term  the  "unbalancing"! 
error  mechanism  inherent  in  partial-band  jamming  of  RMFSK.  Specifically,  the 
random  placement  of  M-ary  slots  over  the  hopping  bandwidth  W  allows  more  chanc« 
for  a  jamming  hit  than  does  a  block-hopping  MFSK  signal  where  it  is  assumed 
that  either  all  M  slots  will  be  jammed  or  unjammed.  This  probability  increases! 
for  greater  values  of  M  as  evidenced  by  Figure  7.3-5. 

7. 3. 3. 2  AGC  receivers. 

Comparisons  for  L>1  among  the  AGC-type  nonlinear  combining  receiers 
are  exhibited  in  Figures  7.3-6  to  7.3-9.  Recalling  that  RMFSK  and  MFSK  hop¬ 
ping  systems  perform  virtually  the  same  for  M=2  and  L=l,  it  is  instructive 
to  observe  in  Figures  7.3-6  and  7.3-7  that  the  system  performances  differ  by 
about  1  dB  when  L=2  or  L=3.  The  approximately  3  dB  difference  noted  for  M=4 
and  L-l  continues  to  hold  for  M=4  and  L=2  or  3,  as  shown  in  Figures  7.3-8 
and  7.3-9. 

7. 3.3. 3  Clipper  receiver. 

A  very  interesting  consideration  is  brought  to  light  by  Figure  7 . 3 - 1| 
which  shows  the  clipper  receiver's  FH/RMFSK  performance  for  L=2  and  several 
values  of  M.  It  was  found  analytically  in  Section  5  that  the  optimum  clipping 
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FIGURE  7.3-4  COMPARISON  OF  SQUARE-LAW  LINEAR  COMBINING  RECEIVERS  FOR  FH/MFSK  AND 
FH/RMFSK  WITH  M=2  AND  L=2  HOPS/SYMBOL  WHEN  Ek/Nrt  =  13.35247  dB 
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FIGURE  7. 


3-5  COMPARISON  OF  SQUARE-LAW  LINEAR  COMBINING  RECEIVERS  FOR  FH/MFSK  AND 
FH/RMFSK  WITH  M=4  AND  L=2  HOPS/SYMBOL  WHEN  E^/Ng  =  10.60657  dB 
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FIGURE  7.3-6  COMPARISON  OF  AGC  RECEIVERS  FOR  FH/MFSK  AND  FH/RMFSK  WITH  M=2 
AND  L=2  HOPS/SYMBOL  WHEN  Efa/N0  =  13.35247  dB 
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FIGURE  7.3-7  COMPARISON  OF  AGC  RECEIVERS  FOR  FH/MFSK  AND  FH/RMFSK  WITH  M=2 
AND  L=3  HOPS/SYMBOL  WHEN  Eu/Nn  =  13.35247  dB 
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FIGURE  7.3-8  COMPARISON  OF  AGC  RECEIVERS  FOR  FH/MFSK  AND  FH/RMFSK  WITH  M=4 
AND  L=2  HCPS/SYMBOL  WHEN  Eb/NQ  =  10.60657  dB 
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FIGURE  7.3-10  PERFORMANCE  OF  CLIPPER  RECEIVER  FOR  FH/RMFSK  WHEN  L=2  HOPS/SYMBOL 
WITH  M  AS  A  PARAMETER  AND  Eb/NQ  CORRESPONDING  TO  Pb(e)  «  10'5  IN 
I  HE  ABSENCE  OF  JAMMING  (WHEN  L=1  HOP/SYMBOL) 
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threshold  for  L=1  is  infinite  (no  clipping),  whereas  numerically  it  was  deter¬ 
mined  that  a  finite  threshold  is  optimum  for  L>1.  Consequently,  the  L=1  "clipper" 
receiver  is  not  a  clipping  receiver  at  all  but  one  identical  in  operation  to  all 
the  other  RMFSK  receivers  for  L=1  except  IC-AGC,  and  its  FH/RMFSK  performance 
tends  to  get  worse  for  increasing  M  as  demonstrated  previously  in  Figure  7.3.3. 
However,  for  L=2  we  observe  from  Figure  7.3-10  that  the  clipper  is  performing 
in  a  manner  similar  to  the  IC-AGC,  in  that  increasing  M  from  2  to  4  reduces  the 
BER;  however  further  increase  to  M=8  degrades  performance.  The  reason  for  this 
similarity  in  behavior  is  that  the  clipper  receiver,  like  the  IC-AGC,  operates 
to  limit  jamming  input  to  the  soft  decision  on  an  individual  channel  basis. 

The  clipper  is  in  this  sense  a  crude  version  of  the  IC-AGC;  but  for  higher 
values  of  M  the  losses  become  significant  and  the  performance  trend  resembles 
the  other  RMFSK  receivers  more  than  the  IC-AGC  receiver.  We  then  would  expect 
clipping  to  be  advantageous  against  jamming  for  L=1  as  well;  but  the  threshold 
was  optimized  for  no  jamming  in  order  to  avoid  requiring  the  receiver  to  know 
or  measure  jamming  pai ai„eLers.  If  the  threshold  were  jamming-dependent,  the 
clipper  receiver  might  follow  the  IC-AGC  more  closely  for  higher  M.  The  tend¬ 
ency  of  the  clipper  receiver  to  "emulate"  the  IC-AGC  was  observed  earlier  in 
Figure  7.2-3,  where  we  see  that  this  tendency  is  more  pronounced  for  strong 
jammi ng . 

7. 3. 3.4  Hard-decision  receiver. 

Now  if  the  clipper  receiver  can  be  thought  of  as  a  crude  version  of 
the  IC-AGC,  the  hard-decision  (HD)  receiver  can  be  considered  a  crude  version  of 
the  ACJ-AGC  because  both  act  to  limit  or  de-emphasize  the  entire  set  of  M 
channels  or,  a  jammed  hop,  rather  than  operating  on  the  channels  separately. 
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Thus  we  observe  in  Figure  7.3-11  the  tendency  for  the  HD  receiver's  BER  to 
increase  with  M  (after  M>4)  in  strong  jamming,  just  like  the  ACJ-A6C  receiver's 
BER,  and  thereby  to  yield  a  worse  performance  for  RMFSK  than  for  MFSK.  In 
weak  or  no  jamming,  the  HD's  BER  for  L>1  gets  worse  for  increasing  M  (unlike 
the  other,  soft-decision  receivers)  because  noncoherent  combining  losses  are 
in  effect  amplified  by  the  quantization  the  HD  uses. 

7.3.3. 5  Self-normalizing  receiver. 

In  the  previous  examples,  we  have  observed  a  consistent  trend 
for  RMFSK  hopping  to  yield  no  better--and  sometimes  worse--performance  than 
conventional  MFSK  hopping.  This  was  explained  as  being  due  to  the  possibil¬ 
ity  of  jamming  being  present  in  a  non-signal  channel  but  not  in  the  signal 
channel  for  RMFSK  but  not  for  MFSK.  It  is  also  true  that  using  RMFSK  there 
can  be  jamming  only  in  the  signal  channel,  which  tends  to  favor  a  correct 
decision.  Apparently,  using  the  LCR,  AGC,  clipper,  and  HD  receivers,  the 
jamming  of  one  channel  has  a  net  effect  of  degrading  the  system  performance 
for  L>1. 

Now,  we  consider  the  comparison  of  RMFSK  with  MFSK  using  the 
self-normalizing  receiver,  and  will  see  an  exception  to  the  trend  previously 
observed.  Figure  7.3-12  displays  the  SNORM  error  performances  for  FH/RMFSK 
and  RH/MFSK  in  WCPBNJ  for  M=L=2  and  Eb/NQ  =  13.35  dB  and  20  dB.  We  see 
that  the  BER  for  RMFSK  is  better  than  for  MFSK.  This  behavior  seems  to 
be  connected  with  the  jamming  events  in  which  both  channels  are  either 
jammed  or  unjammed  on  a  given  hop,  rather  than  those  for  which  only  one 
channel  is  janmed.  This  statement  is  supported  by  the  fact  that  (1)  the 
curves  are  roughly  parallel  for  inoderate-to-weak.  jamming  (the  portion  of 
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the  curve  proportional  co  and  (2)  the  MFSK  receiver  is  subject 

only  to  those  particular  jamming  events,  by  assumption.  The  advantage  of 
RMFSK,  according  to  this  interpretation,  then  lies  in  the  smaller  probability 
of  both  channels  being  jammed  on  a  given  hop. 

Now  if  M  were  increased  to  M=4  or  M=8,  it  would  be  expected 
that  the  effects  of  jamming  in  one  channel  only  would  tend  to  increase 
the  RMFSK  error,  since  then  a  damaging  effect  would  be  M-l  times  as 
likely  as  a  helping  effect. 

On  the  other  hand,  the  improvement  of  the  RMFSK  error  over  that 
of  MFSK  can  be  explained  in  terms  of  how  the  SNORM  receiver  processes  the 
jamming  events  for  which  only  one  channel  is  jammed,  in  contrast  to  the 
way  the  other  RMFSK  receivers  process  the  events.  When  only  the  non-signal 
channel  is  jammed  the  hop  statistics  are  (K  =  a|/c>^  »  1) 


x2(2.2pn) 


•lk  x- (2,2pn)+Kx-(2] 
.  _  Kv2 (2) 


2k  x7(2,2dn)+KX‘;(2)  “ 

But  when  only  the  signal  channel  is  jammed, 

Kx2(2,2pt) 

zlk  =  Kx2(2,2ot)+x2(2)  -  1 


(7 . 3-6a) 


(7.3-6b) 


(7.3-7a) 


(7.3-7b) 


2k  Kx2 (2 ,2pT)+x2 (2)  ^  . . . 

That  is,  the  SMORM  per-hop  processing  is  nearly  equivalent  to  a  hard 
symbol  decision;  the  signal  channel  suppresses  the  nonsignal  channel  when 
the  signal  is  jammed,  but  if  the  nonsignal  channel  is  jammed,  it  is  awarded 
a  value  of  at  most  1.  Thus  the  receiver  de-emphasi zes  jammed  hops  while  at 
the  same  time  distinguishing  between  "good"  and  "bad"  jammed  hops.  The 
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IC-AGC  receiver,  by  contrast,  penalizes  the  channel  being  jammed  by 
normalizing  its  noise  to  the  same  variance  as  the  other  channel;  this  has 
the  effect  of  suppressing  the  jammed  channel  when  only  one  is  jammed. 

This  is  a  good  thing  to  do  when  the  non-signal  channel  is  jammed;  but 
it  is  not  beneficial  when  the  signal  channel  is  jammed. 

According  to  this  second  interpretation  of  the  results  the 
SNORM  performance  for  RMFSK  is  better  because  it  makes  good  use  of  the 
"favorable"  jamming  events,  which  do  not  occur  for  MFSK.  However,  we 
still  would  expect  the  RMFSK  performance  to  degrade  for  higher  M  under 
this  interpretation. 
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7.4  COMPARISON  OF  RECEIVER  DIVERSITY  EFFECTS 

The  FH/RMFSK  receivers  we  have  studied  are  distinguished  by 

their  methods  of  combining  the  L  hops  transmitted  per  MFSK  symbol.  The 
objective  of  the  diversity  transmission  is  to  spread  the  signal  on  a  symbol 
basis,  making  it  less  likely  that  the  symbol  is  jammed  for  the  entirety  of  its 
duration.  The  L  pieces  of  the  symbol  transmission  are  then  sequentially 
acquired  noncoherently  and  accumulated  after  weighting  or  otherwise  processing 
them  individually.  Since  the  combining  is  done  noncoherently,  the  performance 
of  the  system  without  jamming  or  with  full-band  jamming  (Gaussian  channel) 
necessarily  is  degraded  from  that  using  one  hop  with  same  signal  energy. 

However,  when  the  system  bandwidth  is  jammed  partially,  giving  rise  to  a  type 
of  non-Gaussian  interference  channel,  the  system  performance  is  improved 
using  diversity,  provided  that  the  hop  processing  in  some  fashion  limits  or 
discriminates  against  those  hops  which  are  jammed. 

The  conventional  diversity  receiver  for  MFSK,  which  we  have 
termed  the  linear  combining  square-law  receiver  (LCR),  is  known  to  be  effective 
against  signal  fading,  that  is,  when  there  exists  a  random-amplitude  signal  in 
a  Gaussian  channel.  But  against  partial-band  noise  jamming  (PBNJ),  the  LCR 
is  not  effective  since  jammed  hops  are  not  de-emphasized.  Figure  7.4-1 
illustrates  for  M=2  that  LCR  performance  degrades  in  proportion  to  L. 

One  view  of  the  individual-channel  adaptive  gain  control  receiver 
(IC-AGC),  which  normalizes  each  square-law  detector  sample  by  its  a  priori 
noise  variance,  is  that  it  in  effect  renders  the  non-Gaussian  PBNJ  interference 
into  a  Gaussian  interference  with  unit  variance  in  each  MFSK  slot.  The  residual 
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effect  of  the  jamming  after  normalization  is  to  reduce  the  SNR  in  the  MFSK 
signal  channel  or  slot  by  an  amount  which  depends  upon  the  random  event  of 
that  channel's  being  jammed  on  of  the  L  hops.  Because  the  amount 
of  reduction  is  inversely  proportional  to  y,  the  fraction  of  the  system  band¬ 
width  which  is  jammed,  while  the  probability  of  jamming  is  directly  propor¬ 
tional  to  y,  there  exists  an  optimum  value  of  y  which  maximizes  the  system 
error  probability  as  a  function  of  available  jamming  power;  generally  y^^  = 
const^/(Ej3/Nj)  =  const2  *J,  that  is,  the  optimum  value  of  y  is  directly  pro¬ 
portional  to  jamming  power,  and  for  sufficient  jammer  power  full-band  jamming 
(y=1)  is  optimum. 

It  is  possible  to  reason  without  analysis  that  the  IC-AGC  receiver 
performs  better  than  the  LCR  because,  while  the  two  receivers  are  subject  to  the 
same  SNR  degradation,  the  IC-AGC  in  effect  "matches"  the  accumulator  structure 
(soft-decision)  to  the  channel.  However,  it  is  difficult  to  predict  how  any 
improvement  would  depend  upon  L,  and  whether  an  optimum  value  of  L  exists. 

Thus  the  analysis  and  computations  of  IC-AGC  performance  have  been  quite 
revealing.  For  example,  Figure  7.4-2  shows  that  there  is  a  tendency  for  increasing 
L  to  improve  the  IC-AGC  performance  for  increasing  E^/Nj ,  but  this  tendency  is 
by  no  means  uniform  for  the  value  of  E^/Nq  shown.  Figure  7.4-3  shows  the  IC-AGC 
performance  which  would  be  obtained  if  the  best  value  of  L  were  always  used.  This 
figure  reveals  that  the  effectiveness  of  the  diversity  depends  on  the  degree  of 
thermal  noise  present;  when  Nq  is  not  negligible,  increasing  L  eventually  gives 
rise  to  noncoherent  combining  losses  which  overcome  the  gains  from  diversity. 
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FIGURE  7.4-2  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  FOR 
INDIVIDUAL  CHANNEL  AGC  RECEIVER  AND  M=2  WITH  NUMBER  OF  HOPS/SYMBOL 
AS  A  PARAMETER  IN  PRESENCE  OF  WORST-CASE  PARTIAL-BAND  NOISE  JAMMING 
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It  is  important  to  keep  in  mind  that  the  performance  in 

jamming  can  never  be  better  than  that  without  jamming,  and  that  without 

jamming  the  best  performance  is  for  L=l.  Therefore  "optimum  diversity" 

values  may  increase  with  E^/Nj,  but  must  eventually  decrease  again  to  L=1 

as  Eb/Nj  -v  *  (no  jamming).  However,  as  the  figure  demonstrates,  for  a  desired 

-5 

performance  of,  say  10  ,  the  optimum  diversity  value  can  be  greater  than  one 

if  the  unjammed  error  is  much  smaller. 

Examples  of  diversity  effects  for  the  "any  channel  jammed"  receiver 
(ACJ)  and  the  self-normalizing  receiver  are  given  by  Figures  7.4-4  and  7.4-5. 

We  observe  that  these  receivers,  in  that  their  normalization  techniques 
"approximate"  that  of  the  IC-AGC,  achieve  similar  diversity  gain  effects. 

Two  of  the  receivers  studied,  the  clipper  and  hard-symbol  decision 
(HD)  receivers,  do  not  utilize  normalization  as  such,  yet  accomplish  a  diversity 
gain  effect  by  limiting  the  "contamination"  that  a  jammed  hop  may  bring  to  the 
symbol  decision.  It  has  noted  previously  that  the  clipper  receiver's  performance 
generally  is  close  to  that  of  the  ACJ  for  stronger  jamming,  but  that  the  HD 
receiver  is  considerably  worse  for  the  same  amount  of  thermal  noise.  However, 
as  Figure  7.4-6  shows,  even  this  very  simple  HD  approach  can  be  considered 
effective  in  the  diversity  sense  when  thermal  noise  is  low. 
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FIGURE  7.4-4  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  DENSITY  RATIO 
FOR  ANY-CHANNEL-JAMMED  AGC  RECEIVER  AND  M=2  WITH  NUMBER  OF 
HOPS/BIT  AS  A  PARAMETER  IN  PRESENCE  QF  WORST-CASE  PARTIAL-BAND 
NOISE  JAMMING 
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FIGURE  7.4-5  BIT  ERROR  PROBABILITY  VS.  BIT  ENERGY  TO  JAMMING  NOISE  DENSITY 
RATIO  FOR  SELF-NORMALIZING  RECEIVER  IN  WORST-CASE  PARTIAL-BAND 
NOISE  FOR  M=2  AND  Eb/NQ=13.35  dB,  WITH  THE  NUMBER  OF  HOPS/BIT 
(L)  VARIED 


7-63 


BIT  ENERGY  TO  JAMMING  DENSITY  RATIO  CdB) 

FIGURE  7.4-6  OPTIMUM  DIVERSITY  PERFORMANCE  OF  HARD  DECISION  RECEIVER  FOR 
FH/RMFSK  WITH  M=2 
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8.0  ECCM  RECEIVER  IMPLEMENTATION  STUDIES 

In  the  previous  sections,  we  analyzed  the  BER  performance  of  various 
ECCM  receiver  processing  schemes  for  uncoded  FH/RMFSK  radio  systems  in  the 
presence  of  worst-case  partial-band  noise  jamming  (PBNJ). 

Our  objective  has  been  to  provide  a  comparison  of  these  different  sys¬ 
tems,  which  vary  extensively  in  their  implementation  complexities.  These  results 
will  enable  the  ECCM  system  designer  to  weigh  the  engineering  cost  requirements 
of  a  particular  receiver  design  versus  the  anti -jam  effectiveness.  Toward  this 
end,  we  now  explore  practical  issues  related  to  the  implementation  of  these 
different  processing  schemes  along  with  an  assessment  of  implementation  effects. 
3.1  IMPLEMENTATION  ISSUES  AND  CONCEPTS 

All  receivers  suppress  the  total  noise  jamming  power  by  an  amount  equiv¬ 
alent  to  the  system  processing  gain,  defined  as  the  ratio  of  the  jammer  band¬ 
width  to  the  receiver  bandwidth.  Hopoing  the  signal  forces  the  jammer  to  spread 
its  power  over  a  wide  bandwidth,  but  the  jammer  can  maximize  its  effectiveness 
by  selecting  an  optimum  bandwidth,  which  is  a  certain  fraction  (v)  of  the  total 
hopping  system  bandwidth  (W).  This  results  in  a  BER  which  tends  to  be  an  inverse 
linear  function  of  E^/N j .  so  that  more  than  40  dB  of  E^/Nj  is  required  to  obtain 
BER 1 s  less  than  10”^.  ECCM  FH/MFSK  and  FH/MFSK  systems  counter  this  effect  by 
using  multiple  hops  per  symbol,  with  the  L  hops  per  symbol  combined  at  the  re¬ 
ceiver  as  in  diversity  transmission  schemes. 

We  have  demonstrated  that  effective  jammer  suppression  is  obtained  by 
incorporating  a  nonlinear  function  in  each  M-ary  channel  prior  to  combining.  The 
improvement  in  BER  performance  is  realized  by  the  fact  that  within  a  PBNJ  en¬ 
vironment,  the  nonlinear  techniques  (clipper,  AGC,  hard-decision,  SNORM)  mitigate 
the  tendency  of  a  jammed  hop  to  dominate  the  symbol  decision.  Of  these  nonlinear 
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techniques  we  have  studied,  it  was  assumed  that  certain  a  priori  information 
or  perfect  measurements  are  available  to  the  clipper  (SNR  threshold)  and  AGC 
(noise  powers)  schemes;  no  such  measuring  tactics  are  necessary  for  the  hard- 
decision  or  SNORM  receivers.  In  what  follows,  we  investigate  the  practicali¬ 
ties  concerning  the  implementation  and  impact  of  non-ideal  noise  power  measure¬ 
ments  and  threshold  settings. 

8.1.1  ECCM  Receiver  Information  Requirements 

In  Table  8.1-1  we  summarize  the  ECCM  techniques  used  by  the  various 
receivers  we  have  studied,  including  the  information  necessary  for  their  im¬ 
plementation.  The  square-law  linear  combining  receiver  is  presented  as  a  base¬ 
line  for  comparison  with  the  other,  nonlinear  combining  types.  Our  sDecific 
interest  here  is  to  address  the  feasibility  of  implementation. 

In  the  table,  the  nonlinear  combining  receivers  are  classified  accord¬ 
ing  to  whether  their  anti -jam  measures  operate  on  a  per-symbol  basis  (across  all 
M  channels)  or  on  a  per-channel  basis.  The  per-symbol  ECCM  receivers  include 
the  ACJ-AGC,  the  hard-decision,  and  the  SNORM  receivers.  Of  these,  the  ACJ-AGC 
is  seen  as  the  only  type  utilizing  a  priori  information  on  the  received  noise 
(thermal  plus  jamming),  since  it  weights  all  channels  on  a  given  hop  by 


w  . 
mk 


w, 


(  -  1 

(ojjU  t  no  channels  jammed  on  hop  k 

< 

O 

{ol)  ,  any  channel  jammed  on  hop  k 


max  ( 
m 


(8.1-1) 
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Therefore,  the  information  required  is  w,,-*  =  max  (o^),  which  involves  knowing 


m 


and  whether  any  of  the  M  channels  is  jammed.  As  a  minimum,  the  ACO  receiver 
needs  to  know  the  ratio  max(cr^)/a^,  since  the  operation  of  the  receiver  is 


m 


unaffected  if  unjammed  hops  are  left  alone  (weight  =  1)  and  jammed  hops  are 
reduced  by  the  factor  oj^/a|. 


The  hard-decision  receiver  is  classified  as  a  per-symbol  ECCM  receiver 
because,  as  we  have  observed  in  previous  sections,  its  operation  in  effect 
limits  each  symbol  piece  (hop)  to  one  vote  in  the  M-ary  majority  logic  decision, 
no  matter  how  strongly  a  hop  may  have  been  jammed.  Its  operation  does  not  re¬ 
quire  any  a  priori  information  or  measurement. 

The  SNORM  receiver  derives  its  per-symbol  weights  from  the  M 
square-law  envelope  detector  samples  themselves: 


(8.1-2) 


Therefore,  it  does  not  require  a  priori  information  or  additional  measurements 
in  its  operation. 

The  per-channel  ECCM  receivers  include  the  IC-AGC  and  the  clipper 
receivers,  and  both  utilize  a  priori  information.  The  IC-AGC  weights  each 
channel  sample  by  the  inverse  of  its  a  priori  noise  variance: 


mk  ”  ^amk^ 


(8.1-3) 


In  this  manner,  all  channels  on  all  hops  are  normalized  to  have  unit  noise 
variance;  any  channels  which  are  jammed  (ojL  =  o|)  are  therefore  suppressed. 
This  technique  involves  knowing  a|,  c^,  and  the  jamming  state  or  condition 
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of  each  channel.  Alternately,  the  ratios  o^/ojjj  are  needed,  as  a  minimi-m. 

The  clipper  receiver  achieves  an  ECCM  effect  by  "containing"  any 
jammed  channels;  their  contribution  to  the  soft-decision  sums  cannot  be  any 
larger  than  the  clipping  threshold  (n),  no  matter  how  strongly  jammed.  In 
order  to  set  the  threshold,  both  and  E^Nq  a  priori  values  are  needed 
since  n  =  n(o^,  E^/Nq)  is  chosen  to  minimize  the  error  without  jamming. 

With  respect  to  the  additional  receiver  complexity  required  to 
develop  information  needed  by  the  suppression  technique,  only  the  AGC  schemes 
(jamming  decision  and  normalization  weights)  and  clipper  (SNR  levels)  receivers 
need  be  addressed. 

8.1.2  Measurement  Approaches. 

Implementation  of  the  two  AGC  schemes  requires  differentiation 
between  two  zero-mean  bandpass  Gaussian  noise  processes  with  different  variances 
which  determine  a  jammed/ unjammed  channel  state.  In  addition,  to  be  useful 
as  a  quantity  for  a  normalization  weight  in  an  AGC  scheme,  our  measurement 
(noise-power  estimate)  must  reflect  as  closely  as  possible  in  real-time  the 
actual  system  state  of  the  measured  channel.  This  leads  us  to  consider  factors 
in  both  time  and  frequency  domain  representations  of  our  measuring  technique, 
i.e.  the  accuracy  or  quality  of  a  band-limited  channel  noise-power  measurement. 

It  is  assumed  throughout  the  measurement  process  that  the  data 
measures  are  sample  records  from  a  continuous  stationary  random  process. 

Letting  x(t)  be  a  single  sample  time  history  record  from  a  zero-mean  stationary 
(ergodic)  Gaussian  random  process  { x ( t ) } ,  the  mean-square  value  (variance)  of 
{x( t) }  can  be  estimated  by  time-averaging  over  a  finite  time  interval  t  as 

,  I  f\ 2(t)dt  (8.1-4) 

0 
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with  the  true  mean-square  value  being 

a-  =  t  [  x2(t)  ]  (8.1-5) 

and  is  independent  of  t  since  {x( t) >  is  stationary.  Now  the  expected  value 
of  the  estimate  of  o2  is 

A 

E[5x]  =  T  Jo  dt  =  7  /o  °X  dt  =  °x  •  (8.1-6) 

Thus,  o2  is  an  unbiased  estimate  of  o2,  independent  of  t. 

Regarding  the  quality  of  measurement,  it  is  shown  [19,  p.  176]  that 
the  variance  of  a  mean-square  value  estimate  of  band-limited  white  Gaussian 
noise  with  zero  mean  is 

o2 

Var[a2]  *  £  .  (8.1-7) 

Hence,  we  clearly  see  the  inverse  relationship  of  accuracy  of  our  measurement 
to  the  measured  channel  time-bandwidth  product;  that  is,  for  Bt  -*•  ®  we 
would  realize  a  "perfect"  noise  measurement. 

8. 1.2.1  A  look-ahead  measurement  scheme. 

Since  the  optimum  power  estimator  uses  a  square-law  detector  [18) 
one  could  obtain  a  workable  noise-power  estimate  by  measuring  the  next  slot 
to  be  hopped  into  by  all  M-ary  channels;  such  a  "look-ahead"  scheme  is 
illustrated  in  Figures  8.1-1  and  8.1-2. 

Figure  8.1-1  shows  the  first  part  of  the  scheme  in  which  we  obtain 
the  look-ahead  receiver  samples.  Here  we  allow  the  receiver  channel  code¬ 
synchronized  PN  sequence  generators  to  be  delayed  by  one  hop  period  (t)  in 
relationship  to  the  respective  measurement  channel  synchronization.  In 
this  manner  we  obtain  the  look-ahead  samples  at  hop  time  k  for  use  with 
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the  usual  communicator  receiver  samples  to  be  gathered  at  time  k+1.  We  note  that 
the  look-ahead  samples  are  assumed  to  be  values  of  either  ojjj  or  o|  and  that  any 
type  of  spectral  interference  from  other  hoppers  in  the  network  is  nonexistent. 
Also,  this  first  part  (Figure  8.1-1)  of  the  look-ahead  operation  is  the  same 
for  both  IC-  and  ACJ-AGC  receiver  types. 

In  Figure  8.1-2  we  show  the  use  of  the  M-channel  look-ahead 
measurements  to  derive  the  proper  normalization  weights.  Thus,  at  time  k+1 
we  obtain  the  following  variables  for  accumulating  in  the  L-hop  diversity 
combining  state  for  each  of  the  M  channels: 

zmk  =  xmk  '  ["“  ^k']'1-  for  ACJ 

2 ink  =  4k  •  (Sy1*  for  IC- 

Additionally,  the  weight  computation  network  could  incorporate  a 
multi-hop/multi-channel  processing  stage  (see  Figure  8.1-3)  to  determine 
jamming  state  information  (JSI)  based  upon  multiple  look-ahead  measurements. 
Should  the  channel  be  jammed,  we  then  have  a  one-sample  estimate  of  the 
noise  plus  jamming  power  6|.  If  unjammed,  we  obtain  0^  which  is  a  one-sample 
measure  of  the  channel's  thermal  noise  power.  The  additional  processing  en¬ 
visions  each  channel  estimate  as  going  into  a  smoothing  operation,  which 
would  then  output  the  improved  0^  and  a|  estimates.  These  values  in  turn  are 
fed  back  to  the  jammed/un jammed  decision  blocks  in  the  form  of  the  detection 
threshold.  The  use  of  multiple-hop/multiple-channel  measurements  improves  the 
quality  of  the  noise  power  estimates  by  increasing  the  Bt  product  in  (8.1-7). 
Details  involved  in  both  the  jamming  state  detection  and  data  smoothing  of 
estimates  are  discussed  later  in  this  section. 
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8. 1.2. 2  In-band  measurement  schemes. 

One  in-band  measurement  scheme  assumes  that  c~  and  are  to  be 
measured  between  signal  transmission  times  over  the  frequency-hopping  bandwidth 
W.  That  is,  a  measurement  process  takes  place  during  the  communications  "link 
idle"  state,  enabling  the  gathering  of  measurement  samples  over  many  hop 
periods.  This  procedure  avoids  the  system  complexity  required  by  the  look¬ 
ahead  scheme,  and  is  subject  to  the  same  caveats  regarding  stationarity  of 
the  noise  (thermal,  background,  and  jamming)  environment  across  the  hopping 
system  bandwidth,  as  well  as  the  corruption  of  purely  noise  estimates  by 
the  activity  of  other  communications  users  during  measurement  intervals. 

Receiver  frame  synchronization  information  or  message  preamble 
data  could  be  used  to  decide  when  to  cease  or  start  taking  measurement  data 
samples.  In  concept,  these  measurements  would  enable  high  quality  estimates 
of  and  o|  to  be  developed,  and/or  perhaps  even  a  stored  estimate  of  the 
received  noise  power  as  a  function  of  frequency. 

Now,  in  order  to  detect  the  presence  of  jamming  or  to  set  the  clipper's 
optimized  threshold,  we  require  knowledge  of  the  received  (average)  thermal 
noise  power  =  NqB,  where  Nq  is  the  noise  density  in  watts  per  hertz,  assumed 
to  be  independent  of  frequency,  and  B  is  the  channel  bandwidth.  In  concept,  an 
independent  channel  noise-power  measurement  system  could  be  used  to  take  several 
simultaneous  measurements  uniformly  distributed  within  the  thermal-noise-only 
(unjammed)  portion  of  the  hopping  band  W.  The  arithmetic  average  of  these 
measurements  would  then  be  the  estimate  d^.  Assuming  that  varies  slowly, 
if  at  all,  we  would  continuously  correct  the  long-term  moving  average  of  d^; 
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that  is,  a  type  of  smoothing  operation  in  which  the  processing  scheme  uses 

all  measurements  between  times  0  and  T  to  estimate  the  state  of  a  system  at 

a  time  t,  where  0<t<T.  This  smoothed  estimate  of  a?,  over  the  time  interval 

N 

0  and  T  can  be  denoted  by  c^(t|T).  Specifically,  we  envision  a  fixed-lag 
smoother  in  which  a  running  smoothing  solution  lags  the  most  recent  measurement 
by  a  constant  time  delay  A  and  is  denoted  as  c^(T-a|T).  A  reasonable  value  of 
A  would  be  equal  to  the  time  for  one  symbol  transmission. 

Figure  8.1-4  illustrates  a  conceptual  in-band  measurement 
approach  for  the  AGC  type  FH/RMFSK  receivers.  There  are  two  modes:  (a)  be¬ 
tween  signal  transmissions  and  (b)  during  signal  transmissions.  Between 
transmissions,  the  receiver  continues  to  operate  its  synthesizers,  detectors, 
and  samplers  to  gather  data  for  estimates  of  0^  and  o|,  as  mentioned  above. 
During  transmissions,  jamming  detection  at  the  channel  level  (threshold  nch) 
or  symbol  level  (threshold  would  furnish  jamming  state  information  (JSI) 

for  selection  of  AGC  weights,  using  thresholds  based  on  the  estimates  of 
and  aZ,  Possibly  the  samples  received  during  transmissions  could  be  used 
also  for  the  variance  estimation  by  feeding  back  the  symbol  decision  to  identify 
the  channel  with  the  signal,  as  suggested  in  the  diagram. 

With  respect  to  the  clipper  receiver.  Figure  8.1-5  depicts  a  scheme 
for  setting  the  optimized  clipping  threshold  Hq.  Toward  this  end,  we  need  to 
obtain  a  current  estimate  of  the  clipper  receiver's  SNR.  Similar  to  the 
previously  described  two-mode  in-band  noise-power  measurement  concept  for  the 
AGC  receivers,  an  individual  channel  measurement  system  would  likewise  be  used 
to  estimate  the  received  signal  power  S.  Several  measurements  would  be  taken 
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of  the  received  signal  plus  thermal  noise  within  the  unjammed  portion  of 
the  hopping  band  W,  using  symbol  decision  feedback  to  identify  the  signal 
channel.  The  arithmetic  average  of  these  measurements  forms  an  estimate  of 
signal  plus  noise  power,  P  .  This  estimate  could  also  be  refined  by  a 
fixed-lag  (per-symbol)  smoothing  operation.  Hence,  we  would  obtain 


the  signal -to-noise  ratio  for  a  given  hop  dwell  time,  to  be  updated  on  a 
per-symbol  basis. 

Table  5.3-1  showed  a  summary  of  the  clipper  receiver  values  of  nQ 
for  a  given  L,  M,  and  E^/Nq.  Note  that  these  numeric  values  were  obtained  only 
for  values  of  E^/Nq  such  that  P^( e)  =  10"^  for  two  MFSK  systems  in  the 
absence  of  jamming.  We  point  out  that,  in  practice,  new  values  of  need 
to  be  computed  for  each  different  value  of  E^/Nq.  Therefore  the  actual 
clipper  receiver  would  require  that  matrices  of  values  be  stored  iri  a 
read-only  memory  (ROM)  look-up  table. 

8.1.3  Jamming  State  Decisions. 

Implementation  of  a  jamming  state  decision  scheme  would  be  based 
upon  the  following  assumptions:  (1)  that  a  look-ahead  or  in-band  measurement 
scheme  is  utilized,  and  (2)  that  the  noise  power  estimates  of  and 
are  readily  available  in  time.  Ultimately,  the  criterion  for  making  a  jammed/ 
unjammed  state  detection  is  predicated  upon  a  single  observation  (per  channel) 
or  a  multiple  observation  (per  symbol).  The  ACJ-AGC  receiver  requires  detection 
of  a  jammed  symbol  hop  whereas  the  IC-AGC  requires  detection  of  jamming  in 
each  of  the  M  channels  on  each  hop. 
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In  both  the  symbol  and  the  channel  cases,  che  problem  is  one  of 
deciding  between  Gaussian  noise  with  variance  and  Gaussian  noise  with 
variance  o|.  Due  to  the  lack  of  a  priori  jamming  probabilities  (y)  or 
cost  functions,  we  utilize  the  Neyman-Pearson  criterion  as  our 
hypothesis  testing  technique.  Its  test  objective  is  to  maximize  the 
probability  of  detection  (Pq)  for  a  given  probability  of  false  alarm  (a)  and 
is  accomplished  by  employing  a  likelihood  ratio  test. 

8. 1.3.1  Jammed  channel  detection. 

A  basic  problem  in  determining  a  jartmed/un jammed  state  with  an 
individual  channel  look-ahead  scheme  is  in  accounting  for  the  signal  itself. 
Recalling  that  the  look-ahead  measurement  channel  is  one  hop  period  "ahead"  of 
the  normal  receiver  channel,  the  situation  can  arise  in  which  the  measurement 
channel  is  actually  the  present  signal  channel.  However,  we  first  analyze 
the  case  for  a  measured  channel  without  a  signal  present. 

Using  the  narrowband  Gaussian  process  representation  for  the 
channel  samples,  the  hypotheses  to  be  considered  are 


Hn:  p(n  ,n  )  =  -±—  exp)  - 
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where  is  the  unjammed  case  and  is  the  jammed  case.  For  the  likelihood 


ratio  we  obtain 


°N 

exe 


(nc+"s>  /  1 


(8.1-13) 


and  in  comparing  the  log-likelihood  function  to  a  threshold  we  have 


/°jj\  y2  /  °T"aN  \ 

log  A  =  logf  -r)  +  y  (  --2J7  )  < 

\aT/  *  V  aNaT  /  H 


(8.1-14) 


where  x2  =  n2+n2  is  our  estimated  look-ahead  noise-power  measurement  or 
c  s 

sample  test  statistic  for  a  single  channel. 

The  value  of  x2  to  decide  that  jamming  is  present  (H^  true)  is 


2 a2o?.  r  /  \' 

>  -r  n  -  log  {  -r  )  ■  n  .  , 

-  of-og  L  \aN  /J  ch 


°T>aN  1 


(8.1-15) 


For  the  false  alarm  probability  we  have 


PFA  =  pr  x^>nch^H0  a  =  e 


Similarly,  the  probability  of  detection  is 

p  _  -WM 
u  "  e 


'nch/?aN 


(8.1-16) 


(8.1-17) 


with  a  receiver  operating  characteristic  for  our  jamming  detector  given  by 
r  'I°N/0T  r  11/K 

P[)  J  "  T  =[»]  •  (8.1-18) 
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Now  in  the  case  of  the  look-ahead  channel  sampling  a  signal  channel 
slot,  these  samples  (x2)  are  independent  noncentral  chi-squared  random 
variables  with  two  degrees  of  freedom,  multiplied  by  the  total  channel  noise 
power  o2^,  and  with  noncentrality  parameters 


X  =  2S/<4  = 


2S/a^  =  2pn,  hop  unjammed 
2S/o2  =  2py,  hop  jammed. 


(8.1-19) 


Therefore,  the  pdf  of  a  given  sample  u=x2  is 
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(8.1-20a) 


(l/2a2)  e 


■(u+2S)/2a2 


I0(y2Su  /o^),  u>0,  hop  unjammed 


(1/2 o|)  e 


-(u+2S)/2o2 


(8. l-20b) 


T  IQ(y 2Su/a|) ,  u>,0,  hop  jammed 


where  S  signifies  power  in  the  signal  itself.  Consequently,  the  probability 
of  a  false  alarm  and  the  probability  of  detection  can  be  written  as 


PFA  =  Q<V  2pN’ 


i/aN  ) 


(8.1-21) 
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(8.1-22) 


where  Q(x,y)  is  Marcum's  Q-function. 
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8. 1.3.2  Jammed  symbol  detection. 

In  the  jammed  M-ary  symbol  detection  case,  we  have  the  two 
hypotheses  of:  (1)  no  channel  is  jammed,  and  (2)  any  of  the  M 
channels  is  jammed,  i.e.  ACJ.  Hence,  the  situation  is  one  of  multiple 
alternative  hypothesis  testing  given  as 


m  *  1,2, . . . ,M  ; 


(8.1-23) 


2-1  possible  combinations  of  jammed  channels; 


where  is  a  parameter  in  the  likelihood  function  of  the  measurement  samples 
which  is  written  as 

_  /  i  \  -x^./ 2a£ 

p{VV  =  IT  (W)*  •  (8.1-24) 

m 

As  in  the  jammed  channel  detection  case,  we  require  a  current 
estimate  of  ojjj  obtained  from  a  look-ahead  or  in-band  noise-power  measurement 
scheme.  Furthermore,  an  estimate  of  SNR  (p^)  is  also  needed  for  threshold 
determination  when  accounting  for  the  signal  itself  being  detected  in  a 
look-ahead  scheme. 

Since  there  are  many  alternatives  to  Hq  as  expressed  by  (8.1-23), 
we  consider  the  simplified  test  of  whether  the  sum  of  the  channel  samples 
exceeds  a  threshold. 

For  the  case  of  the  signal  being  present  in  one  of  the  channels, 
the  sum  of  the  samples  (u  =  x*)  is  distributed  as,  with  no  jamming, 

M 

I  “m  =  %2<2M’V  (8.1-25) 

m=l 


8-19 


J.  S.  LEE  ASSOCIATES,  INC. 


i.e.,  a  non-central  chi-squared  variable  with  2M  degrees  freedom, 
non-central  parameter  2p^,  and  weighted  by  the  current  est  mate  of  o^. 

In  the  noise-only  case,  the  distribution  of  the  summed  decision  variables  is 
a  central  chi-squared  distribution,  written  as 

M 

Z  Um  '  °N*2(2M)  •  (8.1-26) 

m=l 

A  scheme  that  may  provide  a  workable  jammed  symbol  detection  when 

a  siqnal  slot  can  be  jammed  is  realized  hv  discarding  the  maximum  o*  the  um 
variables  which  results  in  the  distributional  assumption 

M-l 

I  ’  “»x  *  %2'2M-2>-  t8-1'27’ 

m=l 

Note  that  the  distribution  of  (8.1-27)  is  written  as  a  central  chi-square 
distribution  which  assumes  that  the  signal  itself  is  always  stronger  than  the 
jamming.  That  is,  the  presence  of  weak  jamming  can  easily  be  detected  in 
the  absence  of  the  now  discarded  stronger  signal.  Should  the  jamming  be  strong, 
we  have  a  situation  in  which  the  signal  channel  is  included  in  the  left-over 
sum.  However,  this  is  an  acceptable  scenario  because  the  signal  channel  power 
will  help  in  deciding  if  a  jammed  symbol  condition  exists. 

The  probability  of  a  false  alarm  for  this  scheme  is  obtained  by 
applying  the  methodology  to  formulate  the  non-signal  channel  probabilities 
for  ACJ-AGC  receivers  as  discussed  in  Section  4.3.  Specifically,  the 
probability  of  the  sum  of  the  non-signal  channel  measurement  samples  being 
less  than  the  normalized  symbol  threshold  on  a  given  hop  is  written  as 
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c 


...  I  y  .  psym  I  _  ,  r(2M-2;nsym/2a^) 

Pr  \L  um  <  aiT  I  "  1 - FrarS 


Hence,  the  probability  of  a  false-alarm  for  jammed  symbol  detection  is 


(8.1-28) 


simply 


FA(sym) 


r(2M-2;r,svni/2o^) 

r(2M-2) 


(8.1-29) 


Another  method  to  implement  jammed  symbol  detection  in  the  presence 
of  a  signal  would  utilize  a  combination  of  the  individual  channel  jammed 
detector  outputs.  For  example,  in  the  case  of  M=4  we  can  employ  the  combin¬ 
atorial  logic  of  any  two  individual  channel  detectors’  outputs  "ANDed"  to 
produce  a  symbol  jamming  decision  from  the  six  possible  combinations.  The 
detection  of  the  "any  channel  jammed"  condition  will  be  the  logic  variable 


^symbol  =  (Ji  '  V  +  ^J1  *  °3^  +  ^J1  *  V 
+  (J2  •  J3)  +  (J2  •  J4)  +  (J3  •  J4) 


(8.1-30) 


where  it  is  assumed  that  detection  of  the  signal  itself  has  triggered  the 
decision  of  a  jammed  channel  (J  • )  for  a  particular  channel.  Thus,  we  are 
able  to  realize  a  jammed  symbol  detection  when  a  signal  is  present. 

For  the  case  of  any  M  we  have  the  overall  false  alarm  probability  (when  no 
signal  is  present) 


FA(sym)  "  ^ 
which  simplifies  to 


■  I  (!) p? 


FA(CH) 


(1  -  P 


FA(CH) 
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PFA(sym)  °  (2)  PFA(CH)  (8.1-32) 

as  the  overall  false-alarm  rate  for  a  jammed  symbol  detection. 

8.2  ASSESSMENT  OF  IMPLEMENTATION  EFFECTS 

In  this  second  part  of  our  implementation  studies,  we  investigate 
the  effects  of  the  previously  discussed  implementation  schemes  on  the  per¬ 
formance  of  the  ECCM  receivers.  We  demonstrate  the  necessary  adjustments 
involved  in  reformulating  the  probability  of  error  expressions  which  are  now 
conditioned  on  estimated  (measured)  parameters  instead  of  assumed  "perfect" 
measurement  quantities.  Our  objective  is  to  assess  the  "return  on  the  in¬ 
vestment"  realized  by  resorting  to  the  complex  measurement  schemes  needed  to 
implement  the  AGC  receivers,  which  for  ideal  measurements  achieve  the  best 
ECCM  receiver  performances  in  worst-case  PBNJ.  That  is,  we  seek  to  answer 
the  question,  "Will  practical  implementations  of  the  AGC  receivers  continue  to 
outperform  the  simple  SNORM  and  hard-decision  receivers,  which  require  no 
measurement?" 

8.2.1  Methodology  for  Direct  Assessment. 

Analyses  of  the  error  performance  of  the  implementated  AGC  schemes 
are  extremely  difficult  for  the  following  reasons.  First,  we  must  account  for 
the  measured  (estimated)  quantities  and  ol  as  random  variables  imbedded  in 
the  probability  of  error  expressions.  Second,  the  effect  of  errors  in  the  JSI 
decisions  upon  the  P(e)  expressions  must  also  be  considered.  Previous  analytica] 
results  in  this  report  were  derived  on  the  assumption  that  perfect  measurements 
were  obtained  for  0^  and  o|;  this  provided  a  lower  bound  on  the  error  performance 
to  be  realized  in  practice.  This  ideal  total  error  probability  can  be  expressed 


8-22 


J.  S.  LEE  ASSOCIATES,  INC. 


parametrically  by 


P(e)  =  P(e;Y,Eb/N0,Eb/NJ,L,M;o2,o2,S) 


actual  parameters 

parameters  assumed  by 

receivers 


(8.2-1) 


and  can  be  written  as 


P(e)  =  ^  Pr{[ vj }  Pb(e|[v]),  (8.2-2) 

where  [v]  is  a  matrix  describing  the  jamming  event  (see  Section  2.2)  over 
the  L-hop  diversity.  The  above  expressions  must  now  be  restated  as, 

P(e)  =  P(e;y,Eb/N0  ,  E^Nj  ,  L,  M;a^,a|,§)  (8.2-3) 

P(e)  =  P(e|[v],[v'j)  (8.2-4) 

in  accounting  for  o£,  a|,  S,  as  well  as  estimates  in  JS1. 

For  example,  in  the  ideal  situation  the  IC-AGC  receiver 

decision  variables  are 
L 

zm  =  Y.  Zmk  *’  nV"1,2 . M;  (8.2-5a) 

k=l 

where  each  z  ^  is  the  square-law  envelope  detector  sample  x^  multiplied  by 
the  weight 

l/oi  ,  channel  m  not  jammed  on  hop  k 

(8. 2-5b) 

1/ai  ,  channel  m  jammed  on  hop  k. 
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This  ideal  normalization  results  in  the  {zmk}  being  all  unsealed  chi-square 
random  variables,  as  discussed  in  Section  4. 

Now  if  the  a  priori  quantities  and  are  not  available  and 
the  jamming  condition  of  the  channels  is  not  known,  we  must  use  estimates 
crjjj  and  ct|,  and  also  decide  whether  the  channel  is  jammed.  This  results  in 


the  weights 


/  -1  -1 
(°^)  U-Ppm)  +  ^Fm  =  ^0*  jammed; 

(5N>  (1-pDm)  +  *  Ml’  3"™®1! 


(8.2-6) 


where  Ppm  and  Ppm  are  per-channel  jamming  false  alarm  and  detection  proba¬ 
bilities.  In  this  description,  it  is  assumed  that  the  variance  estimates  are 
developed  from  look-ahead  or  in-band  measurement  data  prior  to  the  symbol 
being  processed,  and  that  the  channel  jamming  decision  is  based  on  a  one-hop 
look-ahead  scheme.  In  the  absence  of  signals  in  the  look-ahead  channels, 

PFm  =  PF^aN,0f ’°N’aT ^  and  PDm  =  ’VaN,aT;oN’0T^  ’ 

that  is,  these  probabilities  are  the  same  for  each  of  the  M  symbol  channels. 

Thus,  after  accumulating  the  L  hops,  the  decision  statistics  are, 
conditioned  on  jamming  events  and  measurements, 

Z1  = 


1 2  it  j  p  j]j 


(8.2-7a) 


(8. 2— 7b) 


■TV*.  ^  ^ 
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where  =  (*i  ,*.2» •  •  •  is  the  jamming  event  vector  of  the  number  of  hops 
jammed  in  each  channel.  Recall  now  that  the  linear  combining  receiver  (LCR) 
has  the  normalized  decision  statistics 


U1  =  zl/aN  =  X2[2(L-Ii);2(L-*i)pn] 

+  Kx2  [2«.j  ;22.jPj]  ;  (8.2-8a) 

um  =  2m/c^  =  x2[2(L-Hm)]  +  Kx2(2i,m),  m>l ;  (8.2-8b) 

where  K  =  o|/c£.  We  therefore  recognize  that,  conditioned  on  the  measurements, 
the  implemented  IC-AGC  receiver's  BER  will  have  the  same  functional  form  as 
the  LCR's  with  the  new  K  value 


_  °TW1  _ 


ofU-Rp)  *  5nPd 
of  (1-Pp)  +  o|Pp 


(8.2-9) 


Evaluation  of  the  effect  of  the  measurements  and  JSI  decisions  then  Involves 
numerically  averaging  the  LCR  error  probability  (with  K  replaced  by  (8.2-9)) 
over  the  distributions  of  and  of. 

8.2.2  In  Search  of  an  Upper  Bound:  Simplified  Measurement  Models. 

Equations  (8.2-7)  to  (8.2-9)  reveal  that  the  implemented  IC-AGC 
receiver  statistics  more  or  less  tend  toward  those  of  the  ineffective  LCR, 
depending  on  the  quality  of  the  measurements.  This  fact  underscores  the 
important  role  of  the  a  priori  information  utilized  by  the  AGC  receivers  in 
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their  superior  performance.  We  can  take  the  position  that  the  ideal  AGC 
performances  calculated  in  this  report  represent  a  lower  bound  on  achievable 
BER,  though  perhaps  not  the  lowest  bound f  and  then  seek  an  upper  bound 
instead  of  attempting  the  arduous  and  time-consuming  direct  analysis  of  im¬ 
plemented  systems.  Such  an  upper  bound,  if  sufficiently  tight,  would  be 
suitable  for  comparison  with  the  BER  results  for  the  receivers  not  employing 
a  priori  information. 

How  shall  we  obtain  an  upper  bound?  Since  the  performance  degrad¬ 
ation  associated  with  the  receiver  implementations  is  related  to  the  quality 
of  the  measurements,  we  realize  that  any  bound  would  be  directly  identified 
with  a  particular  measurement  approach,  and  parametric  in  the  features  of  that 
approach  (such  as  number  of  samples  taken).  We  fully  anticipate,  for 
example,  that  an  upper  bound  on  the  implemented  system's  BER  would  decrease 
as  the  number  of  samples  used  in  the  measurement  increases.  Therefore,  it 
is  reasonable  to  consider  possible  implementations  utilizing  one  sample  as 
candidates  for  systems  whose  performances  represent  an  upper  bound  on  what  is 
achievable  in  the  same  manner  as  the  ideal  systems  represent  a  lower  bound. 

For  the  ACJ-AGC  FH/MFSK  receiver,  we  consider  the  simplified 

version  that  we  call  the  "practical  ACJ"  (PACJ)  receiver.  Since  the  ideal 

ACJ  receiver  uses  the  weights  w^  =  (max  a*k)"*,  we  stipulate  that  the  PACJ 

m 

uses  the  weights 

wk  =  (max  x^k).  (8.2-10) 

m 

*In  Section  7  it  was  observed  that  the  SNORM  receiver  can  outperform  the  AGC 
receivers  in  some,  limited  circumstances. 
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This  approach  in  effect  utilizes  the  received  square-law  envelope  detector 
samples  themselves  as  (one  sample)  measurements  of  the  noise  power  in  each 
channel,  and  thus  is  a  form  of  in-band  measurement  which  is  very  simple 
indeed  compared  to  schemes  discussed  in  Section  8.1. 

We  note  in  passing  that  this  PACO  receiver  is  related  to  the 
hard-decision  receiver  in  the  following  way:  the  HD  decision  statistics {z 
are  the  PACJ  decision  statistics  after  being  subjected  to  a  two-level 
quantization.  That  is, 


l’  2PAC0  55  1 

°*  ZPACJ  <  1 * 


(8.2-11) 


For  the  IC-A6C  receiver,  we  postulate  that  a  one-hop  look-ahead 
implementation  yields  one  detector  sample  in  each  of  the  M  channels  just  prior 
to  the  actual  symbol's  occupancy  of  those  channels.*  Since  the  ideal  IC-AGC 
uses  the  weights  w  k  *  (o^)”1,  we  can  treat  the  look  ahead  samples  {vm(<} 
as  one-sample  estimates  of  noise  power  and  specify  the  "practical  IC"  (PIC) 
weights 


wmk  "  ^Vmk^ 


(8.2-12) 


In  what  follows,  we  evaluate  each  of  these  practical  receivers 
for  the  case  of  M=2,  L=2  in  order  to  compare  them  with  their  respective  ideal 
receivers.  We  also  can  consider  the  SNORM  and  hard-decision  receivers  as 


♦Alternatively,  the  hopping  and  symbol  rates  could  be  reduced  by  one-half  in 
order  to  sample  the  channel  first,  then  receive  the  transmission;  look-ahead 
is  avoided  in  this  way,  at  the  expense  of  data  rates. 
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"practical"  AGC  implementations,  and  will  continue  to  exhibit  their  BER 
results  for  comparison  purposes. 

8.2.3  Example  Evaluations  of  Practical  AGC  Receivers  . 

We  now  find  the  error  probabilities  for  the  PACJ  and  PIC  receivers 
for  M=2  and  L=2. 

8. 2. 3.1  Analysis  of  the  PACJ  receiver. 

The  PACJ  receiver  for  M=2  is  diagrammed  in  Figure  8.2-1.  The 
decision  statistics  are 


V  mk 

)  - j —  »  m 

fcl  ™x(xmk) 


(8.2-13) 


In  Appendix  C  it  is  shown  that  this  receiver  for  L=2  and  FH/RMFSK  has  the  bit 


error  probability 


Pb(e)  =  2  J1  dx  f (x)G(x)  +  G2(l) 


where  K  =  c|/aj^  and 

f(x)  =  7T0  ' 


(x+1)2 


(x+K) 


+  1T2^i7  exprvm 


pnx  r  i  +  °n  i 

exp  -  xirnr  1  ft  J 

^T*  If  i  +  pt  j 
exp  '  TiomrlL 1  +iSTTJ 

!*p  j  '  T^RcT  |  [  1  +  ] 

;Xp  I  ■  li+TT  1 1 1  +  J5t]  • 


e*P  •  Tx+kT 


(8.2- 14a ) 


(8 . 2- 14b ) 


r,  x  x  -pN 

G(x)  =  tt0  e 


/(!+*) 


I  o  * 

+  IT  5  — rv  e 


-Py/(l+x) 


I  I  N  k  \  _ 

+  "i  i<FTe 


Kx  -°N/(1+Kx) 


+  711  x+K  e 


x  -Kpt/(x+K) 


(8.2-14c) 
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Numerical  results  for  the  L=2  PACO  binary  receiver  are  shown 
for  Eb/NQ  =  13.35  dB  and  20  dB,  respectively,  in  Figures  8.2-2  and  8.2-3. 
There  is  no  difference  between  these  results  and  those  of  the  SNORM  receiver 
that  can  be  discerned  from  the  figures  -  a  close  look  at  the  data  reveals 
a  slight  difference  except  for  y=l  (full-band  jamming),  for  which  analysis 
shows  that  the  two  receivers  yield  identical  performance  for  the  M=2,  L=2 
case. 

8. 2. 3. 2  Analysis  of  the  PIC  receiver. 

The  PIC  receiver  for  M=2  is  diagrammed  in  Figure  8.2-4.  The 
decision  statistics  are 


zm  =  V  ^  ,  m=l,2;  (8.2-15) 

k=l  mK 

where  the  {u^}  are  the  usual  receiver  samples  and  the  {v^  are  look-ahead 
samples.  These  look-ahead  samples  are  assumed  to  have  the  same  noise  powers 
as  their  corresponding  "usual"  samples,  and  not  to  have  a  signal  present. 

In  Appendix  C  it  is  shown  that  the  L=2  FH/RMFSK  or  FH/MFSK  PIC 
receiver  error  probability  in  partial -band  noise  jamming  is  given  by 

Pb(e)  =  (1-y)2  Pb(e|Pl=p2-Eb/2N0) 


+  2Y(l-Y)Pb(e|Pl=Eb/2N0,P2=Eb/2NT) 

+  Y2Pb(e|pi=P2=Eb/2NT),  (8.2- 16a ) 

where  y  is  the  jamming  fraction  and 


P5(e|pi,p2)  =  f  du  T 

J  n  M 


-P1U-P2V 

dv  e  (1+P 1-P2u) (1+P2-P2V) 


uv 

u+v 


2  +  MV_£n(iCtv  _  1} 

L  u+v  v  uv  ; 


(8.2-16b) 
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Numerical  results  for  the  L=2  PIC  binary  receiver  reveal  that  it 
performs  very  poorly.  For  example,  for  full-band  noise  jamming  the  BER 
varies  with  E^/Nj  as  shown  In  Figure  8.2-5.  We  note  that  for  high  E^/N j 
(practically  no  jamming)  the  error  probability  is  greater  than  10’^  even 
for  thermal  noise  so  small  that  Eb/Ng  =  40  dB.  Evidently  the  predictably 
poor  quality  of  the  one-sample  estimate  of  noise  variance  is  especially 
damaging  when  using  it  in  the  denominator  of  the  ratios  taken  in  (8.2-15). 

With  slightly  more  effort,  we  find  that  if  the  PIC  receiver  uses 
two  look-ahead  noise  samples,  summed  to  obtain  a  better  variance  estimate, 
the  performance  improves  considerably.  The  decision  statistics  for  this 
version  of  the  PIC  receiver  are 


m 


L 

■  I 

k=l 


mk 


Vmkl+Vmk2 


m=l,2. 


(8.2-17) 


Using  the  same  analytical  approach  as  in  Appendix  C,  but  with  the  sum  of  the 
look-ahead  variables  being  a^j<x?(4)  distributed,  we  find  that  the  conditional 
P(e)  for  M=2  and  1=2  is 


Pb(e  |  p i  ,p2  )  = 


dv  ( 1-u ) ( 1-v )  exp{-Di(l-u)-p2(l-v)> 


x  [l+2pjU  +  pj[  u2/2]  (1+2d^v  +  p 2 v2/ 2] 


(8 . 2- 18a ) 
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where 

g(x)  =  -^-2-  nn(x+l)  +  2l*!±Z><±iL  .  (8.2-l8b) 

(x+2)4  (x+l)(x+2r 

Numerical  results  for  full-band  jamming  are  shown  in  Figure  8.2-6.  For 
E^/Ng  =  13.35  dB,  there  Is  not  much  of  an  improvement,  but  for  20  dB  and 
higher  E^/Ng,  there  is  about  a  decade  improvement  over  the  asymptotic  BER 
obtained  using  a  one-sample  noise  estimate.  Clearly  as  more  look-ahead 
samples  are  used,  the  PIC  receiver  will  act  more  like  the  IC-AGC.  However, 
if  more  measurements  are  taken,  the  likelihood  increases  that  the  measurement 
will  suffer  from  changes  in  the  assumed  noise  environment  over  the  measurement 
time.  Perhaps  with  the  RMFSK  hopping  scheme  it  is  possible  to  gather  noise 
samples  from  adjacent  (unused)  hopping  slots  in  addition  to  (or  in  place  of) 
using  a  look-ahead  approach, 

8.3  CONCLUSIONS  AND  RECOMMENDATIONS 

Having  considered  practical  implementations  of  ECCM  receivers  for 
FH/RMFSK  in  worst-case  partial-band  noise  jamming  (WCPBNJ),  we  are  able  to 
conclude  our  study  with  some  "lessons  learned,"  from  which  we  also  can  recommend 
further  studies. 

8.3.1  Knowledge  Gained  from  Study. 

8.3. 1.1  Ideal  receiver  performances. 

The  ideal  receiver  performances  obtained  in  Sections  3-6  and  compared 
in  Section  7  show  for  the  first  time  what  the  expected  performance  of  random 
frequency-hopping  MFSK  is  in  WCPBNJ  when  L  hops  per  symbol  soft  decisions  are 
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used  and  thermal  noise  is  not  neglected.  We  have  learned  that  per-channel 
adaptive  normalization,  such  as  envisioned  using  the  IC-AGC  receiver  weighting 
scheme,  is  effective  in  countering  the  jamming  effects  which  are  most  damaging 
to  the  RMFSK  performance:  jamming  power  in  non-signal  symbol  frequency 
channels  and  not  in  the  signal  channel.  The  IG-AGC  scheme  controls  the 
channel  gains  in  such  a  way  as  to  equalize  the  a  priori  noise  powers  in  the 
channels,  in  effect  forcing  the  non-Gaussian  input  noise  process  to  be  a 
Gaussian  process.  The  jamning  then  only  affects  the  error  through  the  reduc¬ 
tion  of  relative  signal  power  when  jammed  signal  hops  are  normalized,  and  RMFSK 
using  this  scheme  performs  the  same  as  the  conventional  MFSK  hopping. 

We  have  learned  also  that  per-symbol  adaptive  normalization,  typified 
by  the  ACJ-AGC  receiver's  weighting  scheme,  is  effective  in  countering  WCPBNJ, 
though  not  as  effective  as  per-channel  normalization.  The  per-symbol  operation 
equalizes  the  maximum  of  the  M  channels'  a  priori  noise  powers  to  a  constant 
value,  but  does  not  affect  the  relative  powers  among  the  M  channels,  so  that 
to  a  certain  extent  the  RMFSK  system,  unlike  MFSK,  is  still  subject  to  noise 
power  imbalances  on  each  hop  and  therefore  is  more  vulnerable  than  MFSK. 
However,  the  per-symbol  normalization  does  prevent  jammed  hops  from  dominating 
the  soft-decision,  and  therefore  achieves  an  ECCM  or  anti -jam  diversity  effect. 

The  per-channel  and  per-symbol  AGC  schemes  perform  the  same  for 
no  jamming,  and  the  performance  achieved  is  sensitive  to  the  amount  of  thermal 
and/or  background  noise  present  at  the  receiver,  expressed  relatively  in  our 
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study  by  the  ratio  E^/Nq.  For  any  finite  E^/Nq  value,  the  receiver  perfor¬ 
mances  for  weak  or  no  jamming  degrade  in  proportion  to  L,  the  number  of 
hops/symbol,  due  to  noncoherent  combining  losses.  It  cannot  be  emphasized 
too  strongly  that  thermal  noise  should  always  be  included  in  any  study, 
because  different  implementations  of  the  ideal  receiver  combining  schemes 
in  general  are  subject  to  different  noncoherent  combining  losses  plus  any 
losses  due  to  quantization  effects.  The  ideal  A6C  performances  we  have 
obtained  provide  a  lower  bound  on  achievable  performance  in  the  sense  that 
errorless  noise  power  measurements  are  assumed. 

8.3. 1.2  Practical  receiver  performances. 

The  several  "practical"  FH/RMFSK  receiver  combining  schemes  we  have 
studied  may  be  classified  as  implementations  of  either  per-channel  (IC-AGC) 
or  per-symbol  (ACJ-AGC)  ideal  schemes. 

The  clipper  receiver  implements  a  per-channel  ECCM  scheme  and  thus 
to  a  certain  extent  achieves  a  performance  in  WCPBNJ  whose  parametric  behavior 
follows  that  of  the  IC-AGC.  However,  its  best  clipping  threshold  value  is 
parametric  in  received  signal  and  thermal  noise  powers  and  in  L.  In  our 
study  we  have  calculated  performances  assuming  that  these  powers  are  known 
a  priori;  it  is  expected  that  estimation  of  the  correct  threshold  will  degrade 
its  performance.  But  if  we  can  assume  that  a  reasonably  good  estimate  of  un¬ 
jammed  SNR  is  available,  the  clipper  receiver  appears  to  be  a  viable  candidate 
,'or  a  practical  ECCM  receiver. 

It  was  shown  that  direct  implementation  of  the  IC-AGC  using 
auxiliary  noise  power  measurements  has  the  potential  for  approaching  the  IC-AGC 
performance,  but  only  if  certain  assumptions  are  made:  (a)  the  receiver  com¬ 
plexity  can  be  further  advanced  economically  to  include  the  required  noise 
power  measurements  (as  many  as  possible  per  channel);  (b)  the  noise  processes 
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being  measured  are  relatively  stationary  during  the  time  of  measurement 
and  not  subject  to  corruption  from  the  signal  or  other  signals.  These 
assumptions  are  quite  restrictive,  so  that  we  would  choose  to  implement 
another,  simpler  scheme  if  its  performance  is  satisfactory. 

The  per-symbol  receiver  ECCM  schemes  studied  include  the  self- 
normalizing  receiver  (SNORM)  and  the  so-called  "practical  ACJ"  (PACJ).  These 
receiver  implementations  are  very  simple,  requiring  only  operations  using 
the  usual  received  envelope  samples  in  the  M  symbol  frequency  channels. 

Somewhat  surprisingly,  these  two  schemes  perform  very  well  (nearly  identically 
for  M=2  and  L=2),  even  better  than  the  supposedly  best  ideal  IC-AGC  receiver 
under  certain  limited  circumstances.  Therefore,  if  the  receivers  using  a  priori' 
noise  and  jamming  information  tend  to  represent  a  lower  bound  on  system  perfor¬ 
mance,  and  the  small-sample  size  "practical"  receivers,  an  upper  bound— then 
we  have  observed  a  situation  when  lower  and  upper  bounds  converge  to  agree 
upon  a  predicted  performance  result.  The  implications  are  that  we  may  regard 
the  easily-calculated  IC-AGC  performance  as  representative  of  achievable 
system  performance,  with  perhaps  a  slight  implementation  loss  of  a  few  dB  when 
the  simple  practical  receivers  are  employed,  and  when  the  system  noise  without 
jamming  is  small  (high  E^/Ng). 

8.3. 1.3  RMFSK  vs  MFSK. 

We  have  found  that  for  smaller  alphabet  sizes  (M=2  or  4),  the  error 
performance  of  FH/RMFSK  in  worst-case  PBNJ  is  comparable  to  that  of  the 
conventional  FH/MFSK,  when  appropriate  receiver  processing  is  employed,  to  the 
extent  that  we  state  that  the  price  to  be  paid  for  the  additional  RMFSK  system 
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complexity  can  be  assessed  against  the  threat  of  follow-on  noise  jamming. 

That  is,  if  follow-on  jamming  is  not  considered  a  threat,  MFSK  should  be 
used;  but  if  it  is  a  threat,  RMFSK  is  an  effective  counter-countermeasure  that 
also  works  satisfactorily  in  the  worst-case  partial -band  noise  jamming  environ¬ 
ment. 

8.3.2  Recommendations. 

With  the  perspective  gained  from  our  study  we  make  the  following 
recommendations  for  further  research. 

(a)  Derivation  of  system  error  performances  using  the  PACJ  and 
similar  "nonparametric"  ECCM  receivers;  it  is  conjectured  that  analysis  would 
yield  BER  expressions  for  M>2  that  are  more  feasible  for  computation  than 
those  for  the  clipper  and  self-normal izing  receivers  we  have  studied. 

(b)  Analysis  of  FH/RMFSK  performance  under  multi-tone  jamming;  it 
has  been  asserted  that  FH/RMFSK  "precludes"  systematic  tone  jamming,  but  what, 
in  quantitative  terms,  is  its  vulnerability  to  tone  jamming,  relative  to 
FH/MFSK? 

(c)  Analysis  of  mutual  interference  effects  in  an  FH/RMFSK  system; 
these  are  considered  to  be  more  numerous  than  for  FH/MFSK,  and  possibly  more 
damaging  -  a  more  intricate  setup  for  multiple  users  may  be  necessary  to  avoid 
mutual  interference. 
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APPENDIX  A 

PROBABILITY  DENSITY  FUNCTIONS  FOR  SOFT  DECISION 
RECEIVER  STATISTICS 

For  soft  decision  receivers  with  multiple  hops  per  symbol,  the 
M  decision  statistics  are  of  the  form 


z 


m 


(A-l) 


where  k2(v;  x)  denotes  a  noncentral  chi-squared  random  variable  with  v  degrees 
of  freedom  and  noncentrality  parameter  X,  and  and  o|m  are  different 
scalings.  For  the  cases  to  be  studied  we  can  also  write 


um  =  zm/oim  =  x2(2L  “  2V  xlm^  +  Km  x2^2V  W’  ^A‘2^ 

since  =  2L,  twice  the  number  of  hops  per  symbol,  and  *  2nm, 

twice  the  number  of  jammed  hops  for  symbol  channel  m.  Also,  without  loss  of 
generality  we  designate  the  first  (m  =  1)  channel  as  the  one  containing  the 
transmitted  signal,  and  the  others  (m  *  2)  as  containing  noise  only.  Thus 


and 


i  =  2(L  -tj  )S/a5i »  X2i=  2tjS/o2i 
xlm  =  x2m  =  °’  m  *  2- 


(A-3a) 


(A-3b) 


Previously  it  has  been  shown  [1,  Appendix  2E ]  that  the  probability 
density  function  (pdf)  for  um  given  by  (A-2)  is  Pu(a;  £m,  xlm,  X2m>  Km)»  where 
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PuU;  £»  ^2* 


K_i  (  M+^2+a 
3  —  exp 


/  M+^+aV  ^  ^  \ll\2 

\  /  k=o  r=o  k*  r! 


T-' 


(k+r+L-1)! 


xiF1(r+£;  k+r+l;  -jr*  •  j 


K-l  .  a) 

0  I* 


(A-4) 


where  iF^a;  b;  x)  is  the  confluent  hypergeometric  function.  The  computation 
of  this  expression  is  very  time  consuming;  in  this  Appendix  we  consider  alternative 
expressions  that  can  be  computed  more  quickly,  or  perhaps  be  amenable  to 
approximations. 

By  expanding  the  confluent  hypergeometric  function  in  its  series 

form, 


iF^rn;  k+r+L;  ^  |) 


-  V  (Jbi  &\n  J_  )n 
Z-  \  K  *  2/  n!  Ck+r+L)  ’ 

n=0  n 

with 

(a)n  =  r(a+n)/r(a) , 


and  summing  over  the  index  k,  we  obtain  the  expression 
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This  form  Is  based  on  recognizing  the  series  for  ^r+n+L_i^x)»  the  modified 
Bessel  function  of  the  first  kind  of  order  r+n+L-1: 


*  r+n+L-1  ^ 


00 


Z 


k!  (k+r+n+L-1)! 


Further,  we  recognize  that 


(A  (<i’1,/2  Iq.1(^M)  -  2e(“+xl)/2Px2(a;  2q.  X,), 


where  p  2(a»  ^  »  x)  is  the  pdf  for  a  noncentral  chi-squared  random  variable 
with  v  degrees  of  freedom  and  noncentrality  parameter  x.  This  allows  us  to 
write 

*  /'mV  «  (Ar 

p,W  -  «■  w*  i  UI  i  W 

n=0  r=0 


ni  L-  r!  '  ~'n 


(r+ji). 


*  Pv2(ct;  2r+2n+2L;  X2) 

A 


Now  we  concentrate  on  the  summation  over  the  indices  r  and  n. 


Since 


Z 


n=0 


f (n,  r)  g(n  +  r) 
r=0 


T.  g(n) 

n=0 


n 


f(n-r,  r), 


A-3 


(A-8) 


(A-  9 ) 


(A-10) 


(A-ll) 


J.  S.  LEE  ASSOCIATES,  INC. 


J.  S.  LEE  ASSOCIATES,  INC. 


Since  (A-12)  is  a  pdf.  It  must  Integrate  over  a  to  unity.  This 


requires  that 


I  s-i- 


(A-17) 


In  fact,  this  Is  so,  since  [3,  eq.  8.975.1] 


£  bn  j?*{x)  .  (l-b)-*-1  exp 


■  K*  e*2'2. 


(A-18) 


Approximation 

The  expression  (A-12)  for  the  pdf  is  in  the  form  of  a  series  of 
weighted  chi-squared  pdf's.  This  suggests  an  approximation  based  on  truncating 
the  series: 


N  N 

»„<“>  a  Z  cn  V(a;  2L+2n'  Xl)  /Z  cn ' 

n=0  n=0 


(A-19) 


Since,  even  for  x2  =  0, 


iM 

n  WUn 


_l+t/i n 
l+U-U/n 


<  i. 

n  n 


(A-20) 


the  truncation  is  feasible  but,  depending  on  the  value  of  K,  the  convergence 
of  the  weights  |cn}  is  slow. 
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APPENDIX  B 

COMBINATORIAL  RELATIONS  FOR  JAMMING  EVENT  ENUMERATION 

3.1  NUMBERS  OF  ORDERED  VECTORS 
We  define 

(L+Dsm(L)  $  Hi':  l'*  (*r,£2l* 

L  *M  *3 

=  N)[  Y.  •••£  (1)  • 


By  direct  manipulation, 

L 


s2(L) 

•  21’ 

^2*0 

L  *3 

« — '  -l 

s3(l) 

1 

l3=0  *2=0 

^M=0  Si-f  0  ZZS° 


L+l 

1 


V  A  3  +  1 

io  * 


L  +  2 
2 


(B.l-1) 


(B.l-2) 


(B  .1-3) 


using  [3,  equation  0.151.1].  Assuming  that 

(' 


we  find  that 


s„U>  •/'L+HJ 

M  1  M-l 


SM+1^  a  Y.  VJ'M+1^ 


zm+i=0 


£  C-iT)  -(7 

Vr° 


Thus  (B.l-4)  is  proved  by  induction. 

B-l 


) 


(B.l-4) 
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B.2  NUMBERS  OF  PARTITIONED  ORDERED  VECTORS 

We  define  R^L'.n)  as  (L+l)"1  times  the  number  of  ordered  vectors 
2.'  such  that  there  are  exactly  n  partitions  of  the  components  (i2  $  &3  $ 
such  that  the  in  the  partition  are  equal.  For  example, 

L  £M  *3 

R^j(L,l)  -  ...  UUg  ~  a3  ~  £4  ~  “*  “ 

£M=0  £M-1=0  £2=0 

L 

=  y  1  -  (l + 1) ,  (B.2-1) 

v° 

where  U(*)  is  1  if  the  relation  in  the  argument  is  true  and  zero  otherwise. 

R|y|(L;1)  is  the  number  of  ordered  vectors  where  the  components  are  all  equal. 

For  two  partitions,  there  are  many  cases,  but  they  all  produce  the  sum 

Rm(U2)  ■  £  I  1  •  I  ■  (I1)  • 

r2=l  rj-0  r2=0 

from  [3,. equation  0.121.1].  We  find  that 

L 

R^(L;n)  =  ^  ^M-l^rn~^’  n”^‘ 

rn=0 

Asserting  that 

RM(L;n)  =  ^  =  R ( L ; n )  (B . 2-4  j 

and  substituting  (B.2-4)  in  (B.2-3)  establishes  this  relation  by  inductive 
proof. 
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B.3  TOTAL  NUMBER  OF  VECTORS  REPRESENTED  BY  ORDERED  VECTORS 


Since  there  are 


f  M  -  1 
Pq*  nj,..,nL 


(B. 3-1) 


i  vectors  represented  by  each  V  vector  (see  Section  2.2),  the  total  number 
of  vectors  represented  is  (L+l)  times  the  summation 


l  n  3 

y  y  ...  y  /  m->  u  t 


£M=0  *M-1=0  ^2=0 


(B.3-2) 


Using  the  partitioning  relations,  we  can  write 


'-'ll  -I  (v  ( 


number  of  partitioned  sT  s 
which  produce  nQ,  n^,...nL 


“I  «U.)  I  .  "  ) 

n=l  partitions  %/  Vlr2>--»rM-l  /  » 


where 


qk  -  number  of  equal  n's  in  partition  k 
r$  4  number  of  equal  to  s. 

T2(L)  .  V  R(L;n)  V  (  1  V"  V 

n=l  part.  VI’  q2’”,,qr./  \rl/ 


(B .3-3) 


(B.3-4a) 
(B. 3-4b) 
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Calculations  show  that 

T4U)  *  (L  +  I)' 

T5(L)  =  (L  +  l)4 

and  T6(L)  =  (L  +  l)5. 

It  can- be  shown  [4,  p.  106]  that 

Tm(L)  =  (L  +  l)1^"1  , 

giving  the  total  of  (L  +  1)M  s.  vectors. 


1 
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B.4  NUMBERS  OF  ACJ-AGC  JAMMING  EVENTS 

From  Section  4,  the  jamming  events  are  described  by  the  vector  t. 
and  the  number  of  hops  with  at  least  one  channel  jammed,  z0. 

B . 4 . 1  Number  of  {tn»*,}  events 

For  a  given  to  and  t_,  the  number  of  events  may  be  counted  directly 


using 


to 


- (i0) Z  •••Z  5(kz=1  ^ji) 

vi>o  v^>o 


(B.4-1) 


Previously  we  have  established  that  the  number  of  2.  vectors  for  n  hops  is 

M 

'( 

tm 
m 


i—  K-i  m=r 


(B.4-2) 


Note  that  this  quantity  is  zero  for  n  <  t  =  max  t  .  For  rotational  convenience, 

X  m  III 


let  the  sum  in  (B.4-1)  be  represented  as 


S(t0)  =  I  6 ( • , . )  =  (sum  over  all  [v]  with  to  non-zero  columns 

[u:*°]>n  and  M  rows).  (B.4-3) 


Then  we  find  that 


I  'I  -  I  (at  least  one  zero  column  of  lv:tol),  (B.4-4a) 

(v:to]>0  [v:t(j]  [v:t0] 


or 


S(t0)  =  £(t0)  -  (sums  with  at  least  one  zero  column). 


(B.4-4b) 
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Now,  a  sum  with  exactly  n  non-zero  columns  of  [v]  is  equivalent  to  S(n), 


so  that 


M  /*o\ 

S(i0)  -5(£0)  {  )  S(4o-n). 


For  example. 


(B.4-5) 


S(1)  =  5(1)  -  SCO)  =  5( l)  -  SCO) 


S(2)  =  5(2)  - 
*5(2)  - 
S(3)  =  5(3)  - 


2S(1)  -  5(0) 

25(1)  +  5(0) 

3S(2)  -  3S( 1)  -  SCO) 


=  5(3)  -  35(2)  -  35(1)  -  5(0). 


(B.4-6a) 


(B.4-6b) 


(B.4-6c) 


From  these  examples  we  conjecture  that 


“■to 


(-1)  5(n-k) ; 


(B.4-7) 


substitution  of  (B.4-7)  into  (B.4-5)  for  £0=n+l  leads  to  an  inductive  proof. 
Therefore,  we  obtain  the  result 


#Uo>i)  =  SU0) 


(tL.)  I  (*»)  (-Dr  TT  (T) 

£o/  r=0  v  r  '  m=l  v  m  ’ 


&  0  -  ^ 


-qz  (vo)(-»rn (xr), 


(B.4-8a) 


(B.4-8b) 


since  terms  of  the  sum  are  zero  for  r  >  £0-£  . 
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B.4.2  Summation  over  ?,n  events 

We  now  demonstrate  that  summation  of  (B.4-8a)  over  to  gives  the  total 
number  of  vectors.  We  use  the  fact  that 

/*o-r\  i  sk  *o-r  X=° 

=  F  -T  d+*> 

\  k  /  K*  9xk 

Substituting  this  M  times  (once  for  each  ^m"k)  yields 

js(lC)=  (ff-v -4)i  (L)t(h)i-» 

»o*°  Ui  [r> 


[TT^V] 


in-r 


IT  TT  -~r 

m=l  m  3xm  m 


lli’S.  M 


IF  (t 

m*l  x  m 


B.4.3  Summation  over  i.  events 


The  number  of  to  events  can  be  found  by  summing  (B.4-8a)  over  all 


possible  t  vectors.  This  is  found  to  be 


#U0)  = 


i  \  5,0 

L  \  * — •  /  £ 


M  /to-*' 


“0  'r 


lir( 

i  m=l  ' 


(B.4-9) 


(B .4-10) 


(B.4-11) 
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For  example. 


o 

II 

O 

11 

i—* 

(B.4-12) 

#(*0-1)  -  L  (2M  -  1) 

(B .4-13 ) 

#U0=2)  =  (\)  (3M  -  2-2M  +  1) 

(B . 4-14) 

#(4.0= L)  =  (L+1)M  -  L'LM  +  (?)  (L-1)M  +  ... 

(B. 4-15) 
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APPENDIX  C 

DERIVATION  OF  ERROR  RATE  EXPRESSIONS  FOR  "PRACTICAL 
ACJ"  AND  "PRACTICAL  IC"  RECEIVERS 


C.l  JOINT  PDF  FOR  ONE  PAIR  OF  SAMPLES  (PACJ). 

The  er’-'or  expression  will  be  obtained  for  M=2  and  L=2.  For  a  single 
pair  of  square-law  envelope  detector  samples  the  joint  pdf  is 


P0(xi»x2)  =  cic2e 


I0(2VP1C1X1)* 


where 


|l/2a^,  channel  unjammed; 
l/2a|,  channel  jammed, 

and  the  signal  is  assumed  to  be  in  channel  1.  The  normalized  variables 
(zpZ2)  resulting  from  this  pair  have  the  pdf 

P1(z1,z2)  =  pa(z1,z2;x1>x2)  +  pb(z1,z2;x1<x2). 

Now,  when  x^x^,  z^  is  made  equal  to  1  and  z2  =  x^/x^;  thus 

pa^zl,z2’xl>x2^  =  ^zr1}  /  d;  c  P0(^»^2^’  0?z2^1- 

'0 

Similarly,  when  x2<x^, 

Pb(z1,z2;x1<x2)  =  d(z2-l)  f  d;  tp0(cz1,c),  Osz^l. 


(C.l-la) 


(C.l-lb) 


(C.l-2) 


(C. 1-3) 


(C. 1-4) 


The  result  is  that  z^  and  z2,  a  single  pair  of  normalized  variables, 
have  the  joint  pdf  (conditioned  on  the  possible  jarmiing  events)  given  by 


a  ~4V  it'%.  £*¥.  K»if  .V&fc* 
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P1^Z1’Z2;C1’C2^ 


clc2  \  C2Z2P1 

(c1z1+c2z2)2  eXP  I  ‘  WvT 


plclzl 

c1z1+c2z2 


X  [6(Zj-l)  +  6(z2-1)],  OsZj.ZgSl. 


(C.l-5j 


By  direct  integration  it  may  be  shown  that 


Prizi<z2}  exp 


°1C2  I 
cl+c2  i 


(C.l-6i 


and  that 


Pr(z1>z2}  =  1  -  Pr{z1<z2>; 


(C.l-6^ 


thus  the  pdf  integrates  to  unity  as  required. 

Taking  into  account  the  four  possible  jamming  events,  the  unconditional 
pdf  may  be  written  using 


(z1+Kz2)‘ 


+  ffl  •  - - exp 

(KZl+z2)z 


i  PnZz  1  Ti 

+  °NZ1  1 

zl+z2l  L 

zr  z2  - 

KpTz2  j  j 

i  +  -pjZl 

Z1+KZ2 

z1+Kz2J 

PNZ2  1 

f 1  T  °nK2i  1 

Kz^+z2  | 

L  KZj+z2 

+  • 


(zl+z2}< 


.  PTZ2  f,  +  PTZ1  1. 

zl+z2  L  VZ2  -I* 


0  <  zv  z2  <_  1 , 


(C. 1-7) 
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With  this  function  the  unconditioned  pdf  becomes 


pi^zrz2^  =  f(zi,z2^  Cs(zrl)  +  6(z2-1^' 

C.2  JOINT  PDF  FOR  SUMS  OF  TWO  SAMPLES  ( PAC J ) - 

Using  convolution,  the  joint  pdf  for  1=2  is 
mind.Zj)  min(l,z2) 

P2(Zi,z2)  =  J  dvj  J  dv2  P1(v1,v2)p1(z1-v1,z2-v2) 

max(0,Zj-l)  max(0,z2-l) 

which  reduces  to 

m1n(l,z2) 

P2(Zi,z2)  =  s(z1-2)  I  dv2  f(l,v2)f(l,z2-v2) 

max(0,z2-l) 

+  2f(l,z2-l)f(z1-l,l)u(z2-l)u(z1-l) 
rmin(l,z1) 

+  6(z2-2)  j  dVj  1  f(v1,l)f(z1-v1,l), 

max(0,z1-l) 

0*z^  ,z2<:2. 

C.3  ERROR  PROBABILITY  FOR  L=2  (PACO). 

The  error  probability  is,  using  (C.2-2), 

P(e)  =  Pr{z2>z1)  =  2  J  d z^J  2  dz1f(l,z2-l)f(z1-l,l) 

1  1 

+  J  dz2  /  2dv1f(v1,l)f(z1-v1,l) 

J°  2  ° 

+  II  dz2  /  dvlf^vl*1)f^zl"vl*1)4 


(C. 1-8) 


(C.2-1) 


(C.2-2) 


(C  .3-1) 
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Manipulation  of  the  integrals  yields 

P(e)  =  2  f  1  dx  f(l,x)  f  X  dy  f(y,l) 

+  f  dx  f  dy  f(y,l)  f(x-y,l) 

J  0  J  0 

+  f  dxf  dy  f(y,l)  f(x+l-y,l) 
tD  x 

=  2  f  dx  f ( 1  * x )  G(x) 

^0 

+  T  1  dy  f (y,l)  G(l-y) 

^0 

+  f 1  dy  f(y,l)  (G(l)  -  G(l-y)] 


(C.3-2) 


(C.3-3) 


2  dx  f(l,x)  G(x)  +  G*(l), 
J0 


(C.3-4) 


where  G(x)  is  defined  as 


G(x)  $  J  du  f  ( u ,  1 ) 
0 


X 

1+x 

exp 

PN 

'  1+x 

X 

K+x 

exp 

Kpt  1 
K+x 

1  » 

PN 

i+Kx 

X 

'  1+x 

exp 

PT 

1+x 

(C.3-5) 


(C .3-6) 
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Analytically  it  can  be  shown  that,  for  *0  =  1  (no  jamming)  or 
n2  =  1  (full-band  jamming),  the  P(e)  equals 

P(e)  =  |e'°  (1+  p/3)  ,  (C  .3-7 ) 

where  e  =  h  Eb/NQ  for  tt0  =  1  and  p  =  H  Eb/Ny  for  *2  =  1.  This  is  precisely 
the  same  performance  obtained  by  the  self-normalizing  receiver  in  Section  5, 
for  the  same  conditions. 
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C.4  JOINT  PDF  FOR  ONE  PAIR  OF  SAMPLES  (PIC). 

The  joint  pdf  of  the  usual  and  the  look-ahead  receiver  square-law 
envelope  detector  samples  is 

-ci^+vi^tua+va)  - 

Pg(ui  ,u2,Vi  ,v2)  =  cfcfe  I0(2yp1c1u1),  (C.4-1) 

where  the  constants  are  defined  in  (C.l-lb).  The  normalized  variables  are 
zlk  =  u]/vi  anc*  z2k  =  u2^v2*  the  J0int 

oo 

"2lk.22k (“'8)’/  dVl 
-'0 


P  a 

1  + 

1-ta 

-  P^B.O)  PjCaSpi) ;  ct  >  8  >  0 .  (C.4-2b 

That  is,  the  normalized  variables  are  independent.  Note  that  the  jamming 
conditions  are  present  only  in  the  SNR,  pi  . 

C. 5  CDF  FOR  SUM  OF  TWO  NON-SIGNAL  VARIABLES  (PIC). 

Since  the  two  channels  are  independent,  we  may  first  derive  the 
probability  that  the  non-signal  sum  z2  is  greater  than  the  signal  channel 
sum  z j,  given  a  specific  value  of  z^,  then  later  average  over  z^  to  get  the 
error  probability.  Formally, 

Pr  Jz2>z1|z1=a  =  1  -  F2(a),  (C.5-1) 


(C.4-2a 


/  dv2  v1v2Pg(v1a,v2e,v1,v2) 
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where  F?(a)  is  the  cumulative  distribution  function  for  z 2>  This  function 


is  found  to  be 


F2U)  =  Pr 


z2=z21+z22  5  a 


a  a-X 

dx  f  dy 


r  dx  r 
JO  (l+x)  >0 


(i+y)2 


■  f  1 

Jn  (1+Xr  Ct-X+1  ■* 


CX 

1+cx 


0  (l+x)‘ 

a  dx 


I. 


1 


(1+x)  (a~X+l) 


(C.5-2) 


Using  a  partial-fraction  expansion  results  in 


Pr  {z2>z1jz1=a>  = 


(a+2) 


f 


dx 


x+3~ta 

tt+x)S 


dx 


1+a-X 


1+a 


(a+2) 


it  [a  +  2  +  £n(a+l ) ] 


(C.5-3) 


C .  6 


ERROR  PROBABILITY  FOR  L=2  (PIC). 
The  pdf  for  z^  is  the  convolution 

PZ1  ('Jt)  =  PjCaiPi)  *  pj  (a;p2) 


dx  p^Xioj)  p1(a-x;o2) 


a  >  0. 


Thus  the  error  probability  is,  conditioned  on  pj  and  or , 


(C.6-1) 
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r°°  ct+2+£n (a+1)  r  a 

Pb(e|pi,P2)  *  2  /  da  - - - 

Jo  (a+2) 


2 -  j  dx  P1(x;pi)p1(a-x;p2) 


00  00 

=  2  /  da  dx  P1(a;p1)p1(x;p2)  • 

^  A  "^A 


a+X+2+20 (a+X+1) 

- 5 -  (C.6-2) 

(a+x+2) 


Transforming  the  integration  variables  by 


U  =  — 

1+a  1+X 


(C.6-3) 


results  in  the  expression 


pb(eiPi,P2)  =  2  /  du  J 
-'o  o 


-p^U-p2V 

dv  e  (1+p1-p1u)(1+p2-P2v) 


uv 


U+V'  L 


U+V 

UV 


+  tn 


GS1-1) 


(C.6-4 


Averaging  over  the  jamming  events  (the  number  of  hops  jammed 
in  the  signal  channel)  yields  the  total  error 

Pb(e)  =  (1-y)2  Pb(e|p1=p2=Eb/2N0) 

+  2y(1-y)  Pb(e|Pl=Eb/2N0,p2=Eb/2NT) 


+  Y2Pb(e|p1=p2=Eb/2NT) 


(C.6-5) 
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APPENDIX  D 
COMPUTER  PROGRAM  FOR 
SQUARE-LAW  LINEAR  COMBINING  RECEIVER 

The  following  pages  contain  the  source  code  listing  for 
the  FORTRAN-77  program  used  for  numerical  computations  of  the  performance 
of  the  square-law  linear  combining  receiver  for  FH/RMFSK. 
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0031  CALL  L0CN(H,L0W.LUP,JAM,ISUB) 

C  TRY  TO  FIND  CONDITIONAL  ERROR  PROBABILITY  IN  STORED  ARRAY 
0032  CALL  LOOKUP ( PROB .PRERR , I PSUB , NPS , 625 , I SUB , STORE , N0NE1 

C  IF  IT  IS  NOT  THERE,  HE  MUST  COMPUTE  IT 


0017  END 


END 
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The  following  pages  contain  the  source  code  listing  for  the 
FORTRAN-77  program  used  for  numerical  computations  of  the  performance  of 
the  individual  channel  adaptive  gain  control  receiver  for  FH/RMFSK. 
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APPENDIX  F 
COMPUTER  PROGRAM  FOR 
NUMERICAL  COMPUTATIONS  FOR  THE 
ANY-CHANNEL-JAMMED  ADAPTIVE  GAIN  CONTROL  RECEIVER 

The  following  pages  contain  the  source  code  listing  for  the 
FORTRAN-77  program  used  for  numerical  computations  of  the  performance  of 
the  any-channel -jammed  adaptive  gain  control  receiver  for  FH/RMFSK. 
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J.  S.  LEE  ASSOCIATES,  INC. 


APPENDIX  6 

COMPUTER  PROGRAM  FOR 
PLOTTING  GRAPHICAL  RESULTS 
FOR  THE 

ANY-CHANNEL-JAMMED  ADAPTIVE  GAIN  CONTROL  RECEIVER 


The  following  pages  contain  the  source  code  listing  for  the 
FORTRAN-77  program  used  to  produce  the  plotted  graphical  results  for  the 
any-channel -jammed  adaptive  gain  control  receiver  for  FH/RMFSK.  The 
program  makes  use  of  the  Hewlett-Packard  Industry  Standard  Plotting  Package 
(ISPP)  to  drive  an  HP-7470A  plotter. 

With  minor  modifications  in  annotations  and  file  names,  this 
program  will  serve  to  plot  results  for  all  other  receivers.  For  brevity, 
the  other  versions  of  the  plotting  program  are  not  included  in  this  report. 
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J.  S.  LEE  ASSOCIATES,  INC. _ 

APPENDIX  H 
COMPUTER  PROGRAM  FOR 
CLIPPER  RECEIVER  WITH  M=2  AND  1=2 

The  following  pages  contain  the  source  code  listing  for  the 
FORTRAN-77  program  used  for  numerical  computations  of  the  performance  of 
the  clipper  receiver  for  the  case  of  M=2  and  1=2  with  the  jamming  fraction 
Y=q/N  as  a  parameter. 


H-l 


O' 

* 

Cl. 


3 

I 


St 

3 


I 


a 


563 

u,  *-1  « 


r-.  - — ■»  qc  *c 

r-  no  S  *•  s 

u.  ro  5  •  r 


5r. 

gg 

g^. 

“■& 


O.  O 


-  -  *->  oc 

^h3u 

h!* 

isg 


}•?  ft  s 
888 


8 

Ui 

a. 


s 

3 

80 

1 

St 

2  , 

§  i  ii 


w 

e 

s 

2 


to 

x 


s 

flO 


g 


S  j 

JO  o' 


3 

a. 

s 

u 

UJ 

« 

£ 

o 

w 

% 


^  u 

sd 

ss. 

’"f 
8  . 
wS 

3£ 

<  UJ 


8 


5 

s 


CL.  UJ 
=J  cr 
♦ 


S  = 


“g 

k3 


ii-1 


a 

£ 

h  K  ^ 

u.  u-  °» 
SM 

S3?  3 


S  A  vf 
Sg£ 
8£d 


u 

X 

t— 1  • 

U.  <0 


H-  OD  UJ 

t-  58 

to  ■  Cl 

£~§ft 

LU  UJ 

25*2 

;isi 

*-«  o  o 

ai?igfe 

.iVg 


ill 


SI 


*“3 

X«4 

>-* 

8 

£ 


8  g*8 


^§2 


CO  o 

~g 

tO  O 


to 

3 


^5^8'g  _  g 

►r*  <  ^  *  7  «  T  * 


jt  ^  ^  w-w  h  in  h  o.  a  t—  u"i  h*  S  5  ■  n  w  Je  w 

>t«H'O^Q|«Cgewwi~ «UJt— .  f—  — 

lOUjQjaOuOl.L.tfOUJOL.UGtfQtt 
lOoctJuSii.au.MMju.ocL.H  osai 


SO  U  » 
—I  ^  ( 
o  O  »“3  < 


<  $  u  ^ 
*00  c 

OhJ  • 

ft.OH 

^sss 


JS|gs  I  — 

O  UJ  *  wUJ  4— ( 

§  >3£<2S: 
“ESs 

t-p2j2=w»-e 

T5i?!?gii 

3S(=2g£ 


8 
8 

CM 
I  _J 

f  i'^ 


s> 


so  — 

LJ  < 


OC  O 

5  u.  < 


st= 

>  o  o  o 


S  5! 


?  ««r 


CM 

CM 


co  uj 

S  8 


8 


OnrjnvmiflM 


liiiiiiiiliiiiii  §i 


x  *- 

“So 

sss 

o  o 


O  O  O  O 


SO»Qh( 


s 


islsiii 


oj 

» 


S 


eg 

g“-. 

-ft 

*-H  CM 
f  Q. 

23 


3  8 

I  UJ 

*  OC 

§£  OC 
ae  uj 
<  o. 

fee  Q. 
I  *— • 

3d 

gd^ 

"•Sf 

>-  o. 

Cy.8 

_J  O  u. 

§UJ  Z 

32 

uj  K 

£25 

oc  cB 

g£g 

|gs 


d|fts 

ii  xi 


oc  O  » 
u.  ijj 

:  to  -u.  to 


W  M 

f£S 


z 

UJ 

£ 


5 

Z 

UJ 

£ 


5 

I 


*■( i  - 


!  £ 


5 


>• 
-J  i 

O.  3 


8  » 


10 

U 


LO  flp 

CM  5 
so  to 
—  o. 


i 

uT 

* 

o 


(O 

O  IT> 
^  CM 


CM  UJ 


is  I 


8 

oc 


fss 

CM  O  OC 

S».-. 


to  oc 

CM  OC  W 
to  uj  O 

uj  £  so 


to 


i 


joini 
-ONI 
jjc  •-*  sc  : 

3  S'S'l 


•  <  o 


•J  I  U  U.  Q  _J  - — •- — -to 
OQ-  OtntO 

i  j  n  <  Q  to  O  cm  < 

Q-HH^(BOHI£& 

oc4i  8-na  <5^ 

c—  uj  uj  uj  «  K.  to 

s||aSSr|g| 

£lip33i‘~ 

^CLUUj-ICC 


• 

lie 

m 

so  to 

*-•0.  to 


.e*w 

s*SP  ^ 

5  « 


:8s 


MliVSi 


3 


8 

o 

l-t 

o 

♦"« 

i 


a.R‘Sfi  iSftft88gBa'| 

dSg2S^S.®|fi!ii| 

»♦  >Of  nvcqccS  <22 

t85?¥A|||A8|§ 

oc  «  oc  ^  8  5  5" 


s 

to 


8 

S 


s 

.W5 

to  OC  ♦- 

£258 


S 


8 


«» 

oc 


»H 
*  ■  • — ■  to 

8  2  2  -p 

•  8  CM  ^ 

f^cOS^ 

Q  E  h  cd  * 
a  C  *uj  x 

•  -  5  in 

§✓— -  CM  *  a 

S-.*£i 

f*»  •— J  a 

k  *  - — *  - 

M  ^  h-"  h- 

sf 


uuuuuuuouu 


;si 


>8  8  88 
H-2 


-  -  - . JCMCMCMCMCMCMCMCMCmI/ 

8  888888888888^888 


88888 


*-H  CJ 


g‘ 


K 


5  ini  •  x 

«  I  M  M 

o  t: 

g  *  O  uj  cr»  «<* 


5  i  oo  t— » 


g 


5  P 
S:  8 


S  So^Jn  g ' 

P  ^  k4'-'  uj  * 


UJUQ 

ta3g  jua^: 

,  O-J*  ±C  © 

fig  (UtDCQU>-5<-i 
<  ae  *ut  jQw 
a.  Coo  **-«  S  o 

-J  ©  G C  © 

^LU  UJ  "■*  X  <  * 

_i  oo  tt  Qs, 

“1  U.  t*  *s*  Q  *-H  ■ 

>  bu&K 


8  •  is 


s 


s 


S  52  ggfc  2 

<u  2  h  _  • 

uj  s  8  825Sco*“ 

S §5© 8or-T5r  ^tn n 


3:  •  —■ • 


tr  5_  su&Kav  u-  i  3s  *©**ujui 
a.  S«  Snuijjr  ^foeo^^s  — — o 

K  OC«-»tOh-OtoSm  *— ©  <NJ  -^cvj  •  rH  ^  U0  '  _ 

•i  J—  UJ  ^  >  v  <  *  -  m  *  »*  -  (OmQ  y  •  •  lfi<Q  J  UJ  h-  UJ  CVI  •  *  CO©*  •  *  00  O  00  UJ  •  -  ro  *-• 

-  jiDw  ♦Oyui'-  *■ —  uj  *  op  uo  > —  •"w-jq  ©X  ©  >■  m  in'— *  •■uj^-uo'—  *wd5^  — » 

SwhlOUJf  wh  kAh  -Mlwhulhuji  O  i  U.  *  J  1/1  If(  »  l/)  h  £  3T» —  H-LOh- 


uj  o  o  ; 


SujStl  S£2fcSS£*~£P5Siiiii8!SE< 

.gSS5££!ti32g3&88§S£S^  d 


:s*fe£L 

!gyrf«S2Eo5iSgE§s85g 

iUhEXhoc'<5SUiO:u.MuSiLaL. 
1 


H  <Vj  CO 


i  s_J  r  i  ^■ui«1irsguvnui^r^n»^rM(s«n>>i«v»i  ui  *— •  ^  > -  i  v  uj  w  1  v— '  n  « •  /  xr  w. 

)HM«-tHr-(Hr-iHHrHMMWNNCsjojM<vjpjn  rofonn<ormnpn55r«<»5 

>888888888888888888888  888888888888111 


8 


8 


£ 


8 


£  si 


;€ 


g  85 

2-  do 

-«.H  *~l  M 


£  71 


__  in  •  —J  i 

UJ  OO  *-(  ** 
O  — -r-  *-«  U.  ; 
» ^  *  *  ♦ , 
c  •  W!  r7  i 


HS 


8 


j  aT  S  i 

l  no  u) ' 


t 


8S  g5s 


8 


iSStrgi 

eaef* 

MO^SUJ 

SdSSfe 


i  r**  uj 

!|sge£ 

j  OUJ  JQbJ 
Eutsuios 


Son  i 

»-  1 C  (\j5  0  _  _  - 

—  <*ou-o^-^  *  -  ^®ae£s^  »x  *xoo 

>i0t;gJ!,8“Sir|Sfe8feSS2. 

5— 'wo  ©*-.»-  n  *-25  m  w  _  _  „ 

wuuifiujtfnae  *  oo  T  oj  «*  ®x 

X  P  00  '2k£  *TOHk  hh  tE _ 

Lu  •— '  O  ■ —  Hfi  A^HQQOOOO  J  i 

&Sd£2g£gS£«s*I«*3£ 


Suj  w  *  *— <  ro  i 

CL  UJ  no  *  r 

RO  W  -  —  . 

a. 

UJ  f  •  1 

Pti  l-j 


OC  “G. 

^  Jr  o 

QO  »«-♦ 
©  00  g 


I  N  O.  ©  U. 


UO  lO 
LO  00 
fs.  rs 


!2  S? 


^  S 


av  ©  «  oj  oo 


I  (7i  Q  »H  OJ  fO  • 


888888  8i 


>©ooooo©ooo 


H-3 


«J 

? 

o. 


$ 

I 

o 


s 

<0 


8 


S 

to 


£ 


•38“ 

i?“.j 

22  c  — i  cm  Q 

i-4  .J|l 

**—  —  *'9  < «  * 

3  00  I  ^  4ft  «3P  00 

S<«3*  & t  o  •£ 

<o  2  •  *►-  q 

o-S^sLssP.lli* 
csnsSls*  •'"  *“ 
ESgftu^ISSffi 


isf 

g4*-. 


U4  jinn 

S__J  UJ  *Q  4ft  • 

a  ^  -*  *—*#-*  cm  « 

^1S«  *a  in  ui  < 
a-oSw-QaecMoco 
MfiEtBbJtoSi 
UJ »-  O  3  ee  w2  4U 
9C  >-*  T  h  K  O  ^  O 

r:  e»i-  *  - - 

§i£g3iiss 

wu««-i>>oo 

I 


I 


ff 


I 

to 

UJ 

8 


4ft 

CM 

40 


§  *  3 

2s1*- 

fio.3 

'’.g? 

a.  uj 

328 

*  *»— 

880 
u  lu. — . 
**0.0 


8*h  O  _ 

_  M  CM  I  UJ  O  fc-  • 

f-O  H(^25buj 
too_  ^<-»*-JO.O 

c  o 

s« 


& 

UJ 

Uj 

8 

n 

5  x 

§5 

* 

a  5 

uj  o 

X  W 

St 


si! 

uj  to  n 

I: 


8 

L 

IP 

S>-5 


&*> 
•  40  tO 
Q  -IOC 

III 


s‘5s 

^  to 

Sst 

a  oo  uj 

fL  t  V 

~.S5-8fc 
•DC  2  to  St® 

UJ  &  to  UJ  UJ  K 

•—I  mOnUn 

&  cc  to  —i  ae 

8  E  -  5  3  5 


$  flO 


*  o  S 

*  -j  oc  • 

v-<WO 


ES^rs 


^  -  3  O  1  _ 

»~5  ~  CM  —  CO  ft  « 

N  CM  u  h  r» 


I 


40  « 

<S 


8 


l£ 


’’aS1 
o  St 
ffis 


»ft  o  I- 
C->  O  U  U  u  *-H 


82$ 


&2 

a.  o 


cm  50 « 


Or^funvin^fsco^Q  fHNnn  into 

- - -  ■  -  • 


CM  CM  CM  CM  CM  CM 

88888888888  888888 


I 


§88§§8888§§8£i 


4ft 

0) 

? 


I 

40 


8 

•u. 

r*- 

r- 


i 

z 


i 

*-4 

4ft 
I — 

to 


g 

r*.  ♦  <  ae  — -  q  ^s". 

- — ■  . — -h  wo^^cp  Cin  o 

u.  OOHtO  •  *hvpo  •  •  uj 


*“3 

ac 

00 

UJ 

g 


9ff 

>  40 

io 

CT  . 

as-* 


ac 

CO 

UJ 

g 

u  o 


89 


8 

rH 

it 


I!  8 


8 


;  **£|siit:|§i=£ 

^  fcfc*gggt*g9Sfct 


-jo  — cp  luno 
to  •  ‘HtflO  •  •  UJ 

CM  VO  •  CO  rv  wo  • 

•  ^  U.  o  •  -  O  It  U 
*WUU1^  •> —  K 

►-IftK*'— K-iftK*-1* 


ffff 
g  **! 

:§ 

W  CM 

J  CL 
CL  O 


>fHMM4CinipfNOO( 

iiiililiii 


H-4 


MUM 


ft) 

* 


vO 

CO 


a 

•• 

Cg 


< 

O 


O  3 

d*. 

*.§ 

ss 


«  X  * 

m  *  ° 


8 


CD 

=3 

</> 


a  o 


s 


o§8  888888888  3  888888  88 


8 


8 


8 

U 


8 

ej 


UJ  U“> 
LT  CVJ 

3  VO 
I  • 
UJ  VO 

a  a. 


SS  d 
2 


StlS 

tt  03  Ui 

g.5S&  8 

X  10  »F  fl£ 

af£8‘/’  8 

5  or  •— 


2  S3 


*2 

8-1 

.558 


ill* 

J  —•  O.  *Z  O  <_  _  _ 

»hw-uJUJ^lL8LJ  XKaw 

r^aecz  j  ^  S  oaOocp 

££,£££ 
ip  S  P. — a.  0.  o  »— 1  •—  uj  *-«  © 
>0©  uj  uj  o  o  a.  >■  j 
i  A  -J  ►-  5  -j  ^  -j  **  u.  m  +  >  '-z 

,8J8ldRs(Z“888_.8g 

Ju-gjou.  g  gSjH.  - 


<  •» 
55 
8U. 

"I 

<-»  x 

rH  f\) 

I  O. 
O  J 

a.  cj 


yr 

%  s_ 


■  m  vo  r*»  ( 


1  1  IS  111  1  fill 


e. 

* 

o. 


8 

cr> 


S 

5 


vO 

3 

X 


8 
Q C 


s« 

H* 

U  CL 

O 
*-<  X 

«— I  CM 
I  G- 


8 

U_ 

U. 
QC  t*J 

S| 

UJ  S 
VO  h- 

5*° 

ft£ 


P  Lui 

fc* 


S 


§ 

VO  Ui  VO 


o 

z 

o 


of  —  oc  uj 
5  »-  uhni 


UJp 


'8  3 


VO  O  UI 
♦—>  UJ 

*3£ 

o  vo  a 

:s 


d* 

S  3 

H-  PC  P 
PC  Uj  * 

UJ  fsi 

^  I  vo _ . 

•-»  £  ^  VO  5  UJ 

.  *  vj  rr  «?= 


_ vo 

<  VO  UI 

>  U  AC 

§:§ 


ZuS 

P£S 

8, 

lie 

vo  o 


;S£ 

uJ 

8£8 


i  >5  i— 

;3S 

vo 

I  UI  CO 


8 

ft 

* 

Of 

PC 

UI 

*c 


mu5 
o  *vo 

<— >  ><  *— i 


♦  £  u 

Sge_, 


Su,  S 

vo  ■£>  ca  5 

-JUJ 

>“  «C  •— >  U 
»J  >  u  <■* 


vo 

-J  *-J 

O  Q 
UI  *-«  eg 
vo  < 


t£s 

x*  ^  ^  S 
p.  •— •  cr 

KkZQC 
UI  vo  < 


U  to  ft.  >-  U 

o  ago 
<->  ui  to  ui  u 
.  rvi  cd  h-  o 


8 

8 

PC 

UJ 

8 


S  VO  JO  *-* _ 

i-  5  o  ju>- 
vo  o  to  —  uj  •— «  ' 

UJU-  “ 


<  w  o 
aa.U 

t5S 

&s£ 

<  VO  UI 

to  ua 

s  3  d 

”§8* 

O  Ui  U  VO  .  .  _  .  _ 

»-fSl£  UJJC  3Ul 
.  <  >:  x  q  ►-*  uj  to  — i  vo 

feSSS^SujgujSS 
u<5»u,|S3oo"3 

£  <  O  ui  <  «C  Z 
lfc5«  U  OC  >  •  ui  to 

j  a  C  *C  ui  c  X  z 


uNxmaiSja  *  j  j 

3  SlNCtOhKUJO 

j>-  «t  5  «  a  p  •  o  _i 

55  z  to  ui  a  u  _j 
>«  n  _  n  u  X  O 

PC  NRMO  Npu. 

R  <  jP  Z  UI 

UJ  DU  Ktf  QC  •• 

PC  Z  M  VO  VO  <  O C  O  UJ 
u  ■—  u^r  uj  I~P 

jr  o  o  •— >  z  x  «-•  vo  g 


00 

o 

a 


£ 

I 

I 


M 

<i 

3? 

-t-. 

Is 


5  ffiS 


O  O  O 
H  CM  tO 


s 

lo  Z 

O  p  CD  UI  UJ 

t  O  ^VO  z 
0-03  • 

P  O  •  Z 
•  O  *•— 
«■ — -  O’  UI  > — ■ 


8 

O 

§ 


uo 


♦  UI  UI  ♦  R  CO  Z  Ui*  to  3  M 

-J  -J  •  LU  -«  .3  P  UJ  3zA. 

U)  <  <  O  ©  Z  VO  VO  O  Z  Z  tO  «-h  Z  Z  »— •  ui  j 


*“•*  3  O 
-J  >- 

a.  oc 


O  a  ■ —  - — ■  aKiotozh- 

*~*  w  UI  U  U  U  OU  — UlOu-UlUlPO  w*  uj 


(JUUUUUUUUUUUUUUUUUUUUUU  o 


o  o  u>  tJ  o 


cm  ro  tn  t 


■'Cr-i(\iro<ifnoNcua'0 

>88888888888 


S 


if 
i  2 


St 


5  ui 

*.g 

UI  h- 

e:« 

VO  QC 
*  UJ 

IH  H< 

CO  « 

3  Cm 
vo  co 

80  ^ 
<— I  VO  o 
*—>  CM  (0 

♦to 


i 

o 


(H  C\J  UJ  O 

CO  CO  to  UI 
3  5  3  VO 
VO  VO  z  3 

*z 

•  *■»  •  —I 

3  CD  • 

<  O  <C  8  ft  UJ 

SSOS^B  * 

M  ^  *  O  *  UJ 

*  m  -  Q  0  2  PC 


O 

5» 

8 

U 

to 

H 

:  8 

•  u 

o  vo 

8  t 


f 

8 


f 

8 


O 

8 

O 

UJ 

te 

£  *— >  ^ 
UI  -MOO 

UJ  vo  *— • 

£  <e! 
O  u  a. 
U  3  3 

ui  #  •> 

**■88 

O 


8 


188  uj 
8 


88 
wh  h 
•  to  VO 

T— I  #  •« 

co  Cm  ro 
3  CO  CO 
VO  3  3 
to  to 

S  UO  to 

r-l  CV  CM 
'-'NIOlC 

S<QU 
UJ  UI  UJ 
VO  VO  VO  ^ 


*  vo  vo  vo 
O  c  CD  <_> 
Cl  »**  *—« 

3  *>  *>  * 

*-<OU| 


VO  CM 

"  8 


W  5 


♦  CM 

8  8 


8 


8  fc 

i  S 

*  UJ 

o  z 
z 

D  8 


s  8! 


!J|* 

*  vo  »rv. 


oc 

s 

8 


1 

8 


S  UJ 

s 

UJ  t" 

S  1 

K-  oc 

vo  a 

-  UJ 
QQ  ^ 

5  • 

vo  co 


uo 

CM 

to 


I 

o 


=  *****  *•"“ 


Z  M9>  » CO  Uj 

M<y>h 
J  UJ  0—0  — 


—  99 
o  o 

SS 

8S 


vO 

3 


C  u  u  cl  o  -  •  pc  S  ac  o  8  h>  £ 
wDSD<zuCquihto  i- 


t88 

“.t-i 

S^STo 


8*0 

“■8 


>»«•  vtnil  ”1 

— r  _T  <Qwm^z  *  x  *-i  *-* 

f  f  Sr£Ss0'2V8«^t  pr 

.  _  ^^-DZ^UJOhHO  M  ^_J  *-i 

1“  Z  EC^«-i  IHhb^^XN  I  M  _ 

^  s  J  J  -1  ft  *•  o  i  i  5  SG^^i  5  »  S  £  £  1 

£-it-5-J-<-!W-{c5C0iOr-HfM00UJ.-JI-_J>-Ij_|_jCMC^ _ _ _ _ _  _  _ _ _ _ 

DsisSS^it78»8l3isiS§^585§g^^gG^fc^fcg£eligiis^ih§SI 

p  |  J,  8  =  ° 

s  Uj 


#mn 


w 

O  <T> 


8 

O 


CO 

co 

O' 


8  L 

a.  o 


3  ssisSi  is  s  sssssis§  SSSsasKSSSsassss 


888888  II  I  IHIIIIi 


H-6  ”  ^  18888818888 


cn 

% 


s 


o 

% 


CX  UJ 

s< 


on  on  n 

3 

I 


S 

UJ 
M 

<  * 
ftl 
<  >- 

fci 

§§  £2 

on  ui *— 

a  ss 

O  u!S 

5  5S 

on  >• 

UJ  —I 

>  >- 


C| 

uj  C 

ex  u 

UJ  O 


8^. 

^8 


on  uj 
x  <  x 

K-  X  K- 

uuuuu 


i 


3 

x 

UJ 

s 


§ 

UJ  O 


—  *q 
■ — "  tt  a 
uj  on  o 

*  h-  ^  z 

►**  uj  5 

81^  v 

UJ  ~4 

|ui^* 

tt  jgc 

5y  tS 

ini  C3 
ec  i  u  i 

u.*ft  o 


uj  5  o-i 
on  •— i 
-i  o 

C  LxJ  >-  h- 
U-  CX  <  « 

'  o  ex  Uj 

y-  oc  x 

uj  on  <  uj 
on  «j 
— j  on  Cj  uj 
uj  uj  uj 


^  i-u  on 

8  C*WP 


O  JO  Q 
h  O.W  XUJ^ 

>Sg“gf: 

S»—  O  I—  >-« 

C  on  z  on  t 
op  a  uj  5  * 

X  K  I-.  <BhOUJ< 

oni,  .  Sgu-gg, 


jIS" 

><  zoo 

Mi 

g  O  vnu> 
on  ^  ooT 

OJ  UJ  =3 

•—  *-*  oc  X 
-?  -I  O 


tut 

les 

—  In  »-  ou 

«^o  S  £ 

o  o  _ 


&  UJC  .  _  —  — 

wctfxoth  o  < 

a:  uj  uj  Uj  3  X  o 

u  ujn  £NO  uj  9 

o  hJ  uj  • —  ex  *-« 


g  =  5°u  £ 

o-  ex  O  ex  *  o 

UJ  >-  -J  Ou  w  UJ  0 

5<houi- 


JtfKXNffla< 
2eX33*—3pU. 
“*  <  <  z  on  on  ■  - 


3  8 

.3 

UJ  u. 

is 


*5 

3 

s  5 

UJ  o 
CO 

o  -h 


a~3 

£3* 

uj  Z  uj 


O 

i 


it ; 

3  O  — J 
—  CO  _J 

h  u  co  x  x 

X  UJ  u 

a:  uj 

-—301 

c 

0  X 

2  uj 
n  uj 

>• 

3 

Of 

HU 

i  3  f 

O  O  Z 

p 

Jp  6 

X  o 

O.KU3 

ssss 

*  <  M  00  *-> 

U  -J  U.  •-!  3  w 

o  <  c  -  wu; 


¥  uj* 
K  => 

-P 

j  uj  • 

3QC  II 

C  O  UJ 


O 

M 

K  t  . 

.3“! 


Oh  I^Zl^UCh  o 
.  ©  Lu  C  U_  -J  X  UJ  z 
I  UK  UM  UJ  UJ  CC  UJ 


i 
£ 

UUUUUUUUUUOUUUUUUUUUUU 


i  a.  «-* 

o  Zj  8 

0-0  <5 


iOHCgn^U)>flh 

I  HUHHfiHHH 

188888888 


a 

UJ 

on 


o 

i 


UJ 

£ 

3 


8 


S 

o 

s 


i 


s 


o  o  ~  ge 

SN  k  Ou  h- 

UK 


on  o 
2  on 

5U—  r- 1 

o  N  +  UJ 

«  <— i  uj  on 

3  3 

v^UJ  xxx 

sScEwSg 

QUwOSUZ 

Q-UUXKUJ 


gh 

“•& 
X 
i— I  cu 

l  Cl. 
Cl.  i— • 
O  O 

a  o 


88888 


8888888 


H-7 


4) 

? 


_>g 

>* 

SS 

u_  _j 
>-  CD 

g£ 

88 


O 

o 


»- 

•J 

3 


.8 


5 


UJ 

fsl 

1  ^ 

if 

X* 

1 

<_ 

RETURN 

ETURN 

1 

1  Z  f-l 
OU  o 

Hi 

x  z 

8 

^OC 

f 

tftf  oe 
a.  a.  a. 

•— •  oo  - 


5  5 


t*  UJ  U_ 

|ti 

i*g 

.«* 

PE8 


:r  g 


ST: 

35 

ft 

MJ  O’ 

^  2  7 

c/>  **h  at 


s 

ff 

* 

o 


iii 

ggg 

Jkx 

S  «t  «t 

If  £ 

*  *-3  -J 


7  7  5  £8  fcgg 

„  g  *-  - 

<•  cc 

3*  03 

ps  5? 


X  X  *  «  *— 

<Ox;wZ<2  «  m  i  Sh 
*  f>  *”3  xxx  a 


X,  -J  >  •  'UJQ 

8,8§§li=i5 


U.  Q. 

O 
«-H  X 
»-«  OJ 
I  Q- 


fiUJS. 

5  -jo. 

07;  07 

«  £  f-l 

JON 
H-  D.  — I 

)  O  U  (J  u 


8 


2JO*— •cvirn^wnusN.ooc^Q'— i  <\i  <7  «r  ui  \o 

0»— •*— 1»— <^JC\i(SJf\jfVjCSJCV( 

888888888888888888 


8 

X 

«C 

X 


*“3  * 

I  Co 

t£  3 

•—i  «J 

8 

_J 

oD 

• 

•*  «_) 

CO  UJ 

—t  ^ 

••  — J 

co  w 

»-t  QC 

UJ 

s  t 


8 


8 

§ 

8 


1 

UJ 

> 

< 

8 

L_ 

CJ 

I 

§ 

l-H 

t- 

< 

DC 

p 


>3 

UJ  9t 


07  07 

58 

UJ  f* 

§5 

O  *“« 
Lk 

Cl  kkl 
UJ  u 

=!« 


*5  5 


S3 

S~ 

a  r-i 

2P 

Is 


■ — »  CD 
—  =1 
co  to 

o  z 

07 - 

5% 

a.  .j 

Cl  * 
-J  UJ 
♦  13 


T§ 

CD  07 

—  o  z 

CD  07 
5ZU 

07  > —  LU 

z  o  > 


JP< 

X  <  d^- 

CD  .  .  U3 

POKD 
VI  •  — t  t7 
X  Z  UJ  •  z 
< 

X  x  O  *  CD  3 
JOU^SO 
+  ZC  J 

t  —1  3  Z  -J 
N  *— «  N  07  ■ —  m 
X  >  — -  Z  O 
O  X  CD  —  Z  CD  UJ 

z<5o  —  oluoo 

X  07  Z  _J  V7  O  -J 

8~J  z  z  z  <  z 
•*  ■ -  M  u.  a 

-gs^gss  ,-e< 

- u_  * »  o  r 


83 

♦*  5  oJ 

ssi 

*—  UJ  • 

8  3C  * _ 

mQ 

JfiOQS Jh 


57. 

PP 

87 

“■ft 


i  a. 

CL  — 
O  *j 
a.  o 


UUUUUuUUU 


!8i 

8 

H 

i  O  h  t\jn 
)H  -H  HH 

>8888 


H-9 


g  _B 

O C  CM  < 


PS 

•2S“ 


vo  ac  -j  x  • 

*— •  UJ  QC  *<  I  < — • 

!j  p  j  <8 

!-•  O  «  * 

O  _J  UJ  »“  OK 

Z  <_>  >  5;  *h  5 

Sx  U-  Uj S  mSc 

*-  x  fs»  O  o  i 


flQ  CVJ  5  8 

3Si“ 


BX  k  UJ  1  «M  3  Q  X  •  *go 

*-  Zfs»©  O  £  <  K 

_J  UJ  ^  o  UJ  •«  XusOO  ov] 

<  x  >  vo  oc^S  <  x  x  x 

—  ui  <£  nzdncahKoc 

*-  *  »-  3E  X  o.  »*  O  o 

ac  i —  is  UJ  j-n  uj  -w-  ©>.v*  ^  Cr 

c  x;  x  CD  I—  —I  AD  »wHOC 

O.  UJ  S  ^  oopozz^ 


O.  UJ  2<-J  oo©OZZ<  uj  V  X  3  X 

>  Z  x  P  5  i/im  2  Ga.  S  oo  <  <7t  o 

z  uj  r  a.  Co  Snu£|S  oc  uj  o  x  r?  ~ 
m  <  -j  uj  S  S  o  <  uj  <  =?<_>  z  +  x 


•— I  i  _J  UJ  Ci  GO 

to  ri  5c  oc  z  z 

X  Z  ♦“  ©  -J 

U_  I  »  I  *-  •-«  <  OC 

■x  T  uvozu 

*  X.  00  z  Op  -xoc3 

co<  oZo  _j  uj  uj  uj 

r  ^3  2  Sr£5fc 

<  mQUI>- 


£f  S8-n-<«i& 

x^-  oe  -  u  u  *-1  vo 

1 o^hS3«^« 

3  •  Z  «  V VVD O 

0uJ0kk03<0 


>  Z+  jc  ♦  nu6kkOD<D 

i  *»  So  o  zx33©<*~  ■ 

-  hOu  o  Q  uo  •  H“  ■  CM 

N  l/5  3tO  •  Q  *  ^CO  a  OBm  »  M  — 

:OMkEU(MQO  P  K  *  *  K  k^au. 
)  n  *  *-•  p  ^  «i  (9^3^aa55  o  m 

P  =  Z  5?  ■  *  S  = - CD®?  3hhOC 

iCoouop>o*— (<xu.  5 

Gakhn  uj 

%  5 


CD  f-H  < 

S  I  oS 

uj  z  S  z 


f  =JL  C 

)  *wm  m 

cm  oo  5  5 

-  UJ  N  P  1/1  UJ  «/) 
r  Z  *-3  wZ  N 

iSpgllS 

iCiowuo? 

:uSk*uo 


uuuuuouu 


fsj  ro  uo 


IHHHHH  f-H  *— <  *-H  »-H  w4  Cj  CM  (M  CM  CM  CM  CM 

588888  888  888888888 


cucMNnniOfoM 

88888888 


£5  uj  !j  j  j 

SPSS 

ea  -j  •—  o  c 


588888 

to  eowiTN 
SB  VdtOOB 
fiQkT(VJ® 

>  3  UD  CM  «<>  3 

>  ♦  rv  cn  ai  3 

>  vir ,  m  5  ui 
J  H  N  ff)  cp  n 
>(OfOv3<M 

>  CO  M  VD  Q  CTi 

tv  ro^i7« 
t  m  k  »  uw 
irtoi'SP 
NOf  0(7) 

IptMnHH 

528883 

>  o’n  rv  o  Cn  Q 

^  ip  i ntf  3 

>  3  V  CT>  G  CM 

!8*82S 


888888 

Oi  f-H  CM  ©  CO  CM 

SSSSSffi 

SPPSSf 

UINONOO 
NVOMCWN  *t 

gvcoch  ♦  'n 

Ol/lU1^U5V 
i?MD  mvNj  CO  h 
<X»  f-H  UO  CO  CO  f-H 

(o«nj3o)t 

ffi  S«HfH 

h  HCvut 

wnosamm^- 
us  un  oo  op  ro  cm 
in  as  cm  in  m  in 

n  l/uo  rt  (VJ  H 

a  a  «r  tf)  m  v 
®  ^(VjQiiON 

HHf-iC  O  O 


a.  m 

PO  • 

Si*S8 

k2"8o 


o  o8  S 

Cfi  J)lfi 

59SS 

CM 

^  in  r*.  uD  in 

an  ^  c  g 

OOOIOIOU 

~  5 

ft  »  •  » to 

r  .  8S8S0 
(8  RS8|5 

>  tn  HN«a 

•  •  n  (O  riH  lO 

^  pj  aa3N< 

»  ».  •  eg  ^ 

J  O  *0  •  f-H 

)  S  8  cm  S  S  ►—  it 

•  »  NNHl/lt  v 

«tnOn<y 

COHt 

•  IflOasiOM 

j  •vn«oo|  j 

<  S  C  CO  O  ^  OO  B  *vT 

>  fH  O  f-H  «-H  P 

•  •  ■  V.  O  * 


>OOOOOOOOOOOL 


l/)HOtf 
hJlcca 
VO  P 
MQlO< 


VO  VO  vo  vovovoB 


H- 10 


o 

Cvj 


*"S 

I 

VO 


6 

< 


QJ 

? 


$ 


*■3 

<A 


s 


rn 


X  co 

lg 

X  t 

©  UJ 


X 

S 

h- 

*-• 

Wfc 

DC 

co 

P  • 

kU 

?. 

i 

CO  Q 

O 

‘K  B  -  - 


htftSOUJ  3  CIlw  <  h  ►- 

t=y^-|si»«ggUJB  fcK5  .. 

w  H-  «  -i  u.  ki  >-  5 
«  «S  -J  x  *  .  r  ’  B  >:  © 


8“-. 


i  a. 


£~ 

a  o 


es 

8“-. 

~S 

rH  CM 

i  a. 

&  3 

a.  cj 


I/XOISQ 0  <*  O  h  t*J 

cnnmWm  f  Y  t 
88888  888 


CM 

Ct 


y 

o. 


R 

m 

*■« 

m 


s 


r*. 


o. 


a. 

Sd 


O  ~i  e^j  m  if>  *£>  oo 

>  »-^  iH  «— «  *M  ^  *-4 

5888888888 


S8SS88SSS 


vO 

CO 

I 


*-«  3E 


i 


8 

O 


co 

CL 

UJ 

N 


r-t  UJ  N] 


e 

i  tO  f-( 
Ui  W-  ►—  i 
UNkbtO 


i8gr«p<»A|A( 


ac 

o 

o 

IW 

co  o 


uj  u  U 


Sis 


*?. 

8“-. 

~§ 
#-»  CM 
i  a. 

82 

a,  o 


h  £58g£fc£iiit8S 


co  w  o  *-h  cm  co  -*;uicor«.oo£»Q«-H 
cm  cm  o  fo  n  co  ^c^unPoMm#^ 

888888  88888888 


H- 12 


ft) 

S' 

Cl. 


< 


s 


4 


o 

s 


CM 

5  -  si 

fe-  N  OH 


fS  i  §3  a! 

d  S?  5«n  . 

S>-  m  to  m  cmh*  t- 

!Su  5  Sc  3  3  7!  ^ 

m  t 


T+r4 


4  2 


</> 

o 


<  <  UNW  »  •  •  X 

Jph  bjtftBsng  to 

13  £SS£335  as 

*gs  83~  sS 

Sacz  <=*-.®>j3t- 


ph  p  UJ  ^  to  >- 


S3i 


co  »-  — - 

— *  N 

«  CM  U. 


&  (fE  uu 

ZOO  Lkl  UJ  u. 

•-•—JO  KttM 


*-'>-' 5 _ 

■  H  O  H  iC  X  ** 
•^(VJ  JJChp 
CO  (0wF  >•  ►  g 


£ 

t/5 

Otf 

(J  J 
Q. 

UO 


8 

CM 

O 

3 


I 

sr 


& 

* 


X  >-  UJ 

^  s  ^ 

z  <  — 

>•  Ul  *-  CM 

UJH<VlHUJ 

x  — -  cd  —  3 

H  J  W  I  • 

~8£8£8  8 


wumsi 


— I  -J  UJ  — J 

to  <3  00  co  o 

-j  -j  & 


3 


a. 

x 


~  8 
1  I 

ft  f 


>* 

I 

s 


1  §* 
Lxa.^ 
2^2| 


UJ  «  CM  <  UJ 
X  <  CO  <  tO 
r  !  UJ  I  « 

-8558^8  8  8 

pH  •  U.  •  U-  •  ♦  O 

CD  pH  p*  pH  »—  pH  ou.^ 
UJ  N  H  u  ■  P-»  ^ 
OC  -J  UJ  -J  UJ  — IUJ  O 

u.  -j  —1  — J  Eo 

•— •  uj  uj  uj  uj  <2 


§£ 

8". 

:§ 
PH  cm 
j  a. 

83 

a.  o 


000  000 


8 

pH 

<M 


*  O  PH 
IHH 

188 


8 


8888888888 


no  v  invc  f>  cc  cr  o  »h  cv 

CMCMCMCMCMCM^JfJ’SrorO 

8888888888 


ft) 

S' 


3 


« 

is 

uo 


3 

►— 

00 


WO 

CD 

) 


o 

I 


<r> 

1 

o 


8 

8 


38 

5“.~  a 
>r«8  t 

h-  * 

SSft^ajSS 

?o*82?i 


Jt  S 


m 

C0  t  J 

uq  j 

“ft3 


O  NXh 


w  to  w 

uj  to  oc  _ 

P  5  w  N 

«LH 


a 

pH 

CO 


CO 

* 


II 

£>! 


oc 

» 

X 

5 

>- 

< 

pH 

CD 


O' 

I 

o 


2 

at 


5-s 

Z3  X 

?  Q  fvj  tf 
»  W  O  •» 
a  *r5  ® 
<  a.  1  - 


^>98  — .ES^<'*ae 

*-<  m  X  «vi - ■■-—•■• 


ri»±  evio  a:  1  ugw 

8s:ss  Ei.Ir=s| 

ui  1- 

^SE 


K  w?fc, 

a 

“  S2JS! 


8  , 
?J 


glallilllssls  sssfs; 


O  — 


o 

2 


oc 

t 

X 


UJ 

& 

* 


£ 

| 

i  ® 


p— 

CO 

pH 

CO 

41 

I 

a 

>* 

1 

pH 

—  CO 


rtf,? 


CM  CD  CO  —  h- 


*&  Eft* 


O' 

I 

0 


.8 

=3  W 


tf 

PH 

CD 

* 

-tf 


SA  £2 
~?S! 


p>  M  O  CM  J 


pH  pH  pH  Q  U.  ph  O 

CO  to  M  — 1  T  to  «  ^  — 5 

rlsSS  txl2^I§3 


<  Q.  CM 

P  <  *P? 

■*|* 

§1 

A. 


8 


?u.'£, 

pi  pi  h  at 

UJ  M  1-5 

!3^8S£S 

UJ  UJ  O  OC  UJ 


pp 

8“-. 

:6 

pH  CM 

J  ft. 

23 

a.  o 


1  pH  cm  ro  uo  1 


!§S  SSSSSSSl 


lO^OHMO  ' 


H- 15 


cm  ro  h-  uo  lc  n  cg^OHCyfo 


§  ^ o ^ S S 8 8  §88888§§ 


$ 

t 


\  I 


X 

£ 

« 

£  X 

rig 

I 


-*■*£8  8 

m  «  u.  •  u.  «  • 

27"'?"-?  ?fe 

ssaaawaaas 

u_  _ i  _ i  .  i  3» 


8*£g 


a 

I 


to 

00 

I 


wl 

r— < 


(JU  J 


— <  Mm 


H-16 


8888888 


J.  S.  LEE  ASSOCIATES,  INC. 


APPENDIX  I 

COMPUTER  PROGRAM  FOR 
CLIPPER  RECEIVER  FOR  M=4  AND  L=2 

The  following  pages  contain  the  source  code  listing  for  the 
FORTRAN-77  program  used  for  numerical  computations  of  the  performance  of 
the  clipper  receiver  for  the  case  of  M=4  and  L=2  with  a  numerical  search  for 
the  worst-case  jamming  fraction.  By  increasing  the  array  A  to  256  elements 
and  the  arrays  C  and  D  to  6561  elements  each,  and  changing  the  array  size 
parameters  to  calls  to  PUTIN  and  LOOKUP,  the  program  may  also  be  used  for 
the  case  M=8,  L=2. 
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J.  S.  LEE  ASSOCIATES,  INC. 


APPENDIX  J 

COMPUTER  PROGRAM  FOR 
CLIPPER  RECEIVER  WITH  L=3  HOPS/SYMBOL 

The  following  pages  contain  the  source  code  listing  for  the 
FORTRAN-77  program  used  for  numerical  computations  of  the  performance  of  the 
clipper  receiver  when  L=3  hops/symbol ,  using  a  numerical  search  for  the 
worst-case  jamming  fractions.  If  M>4  the  sizes  of  the  arrays  used  in  computing 
event  probabilities  must  be  increased  and  the  corresponding  array-size  parameters 
in  calls  to  PUTIN  and  LOOKUP  changed  accordingly. 
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J.  S.  LEE  ASSOCIATES,  INC. 


APPENDIX  K 
COMPUTER  PROGRAM  FOR 
SELF-NORMALIZING  RECEIVER  WITH  M=2,  L=2 

The  following  pages  contain  the  source  code  listing  for  the 
FORTRAN-77  program  used  for  numerical  computations  of  the  performance  of 
the  self-normalizing  receiver  when  M=2  and  L=2,  with  jamming  fraction  y 
as  a  parameter. 
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DOUBLE  PRECISION  FUNCTION  FOIO(V) 
IMPLICIT  DOUBLE  PRECISION(A-H.O-Z) 
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APPENDIX  L 
COMPUTER  PROGRAM  FOR 
SELF-NORMALIZING  RECEIVER  WITH  M=2,  L=3 


The  following  pages  contain  the  source  code  listing  for  the 
FORTRAN-77  program  used  for  numerical  computations  of  the  performance  of 
the  self-normalizing  receiver  when  M=2  and  L=3.  The  program  searches 
numerically  for  the  worst-case  jamming  fraction. 
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APPENDIX  M 

COMPUTER  PROGRAM  FOR 

PRACTICAL  ADAPTIVE  GAIN  CONTROL  RECEIVER 

The  following  pages  contain  the  source  code  listing  for  the 
FORTRAN-77  program  used  for  numerical  computations  of  the  performance  of 
the  practical  adaptive  gain  control  receiver  for  FH/RMFSK, 
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